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This document is the first deliverable of WH3b.1: Integration activities and Digital Twin of SARE
pilot. This deliverable reports on the intermediate status of the integrated S&ffatform andthe
Digital Twincomponent. This deliverable sets the foundation for the continuous integration of
components developed in the project to deliver BREsystem.

Specifically, D5.1 describes the technologies, the modules and tools that will be integrated as part of
the SAFBG platform to provide the expected trustworthyelated features.In particular, this
document describes the infrastructure that constitutes the distributed computational and networking
continuum of SAREG, the integration status of all SA6EGE components, including the GitOps
automations for continuous integration, tésg, and deployment, as well as the definition of the
Digital Twin component~urthermore, it provides detailed sequence diagrams that illustrate the data
flow among all SAF&S components from WP4 and the DataOps and MLOps frameworks delivered
by WP3.

Continuousintegration, Continuousdevelopment,GitOps, DevSecOp&mputationaland network
continuum,Chabot, Cognitive CoordinatoNetworkDigital Twin,Trust Functions.
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1 INTRODUCTION

The SAFBG project is dedicated to fostering an EwdEnd (E2E) cognitive trustworthiness
framework for usefcentric distributed 6G networks, emphasizing the edtgrid continuum as key
enabler of their future evolution. As 6G network complexity increases, the trustworthiness of user
centric applications can no longer be taken for granted. S$&Hesigned the architecture (WP2) of
an endto-end cognitive trustworthiness framework for useentric 6G networks across the edge
cloud continuum, addressingafety, security, privacy, resilience, and reliability to enable trusted
servicesdriven by user intentIn parallel, WP3 and WP4 developa&kisted functions and a Cognitive
Coordinator(CoCo}hat compute Levels of Trusbrthiness(LoWw) using Al/ML techniques, covering
serviceslifecycle from deployment to decommitment in user service nodes (USN) and network service
nodes (NSN). Following the SAFE architecture, WP5's scope is to successfully integrate all the
components, deliver the SAfBE platform, and coordinate the valitian process using the two
metaversebased use caseshis deliverable providesdetailedreport of the outputs generated from
activities conducted up to M25 within Tasks T5.1 and @6ddelivers the intermedite versions of

the SAFEBG platform alongside the DT component.

1.1 OBJECTIVE OF TBELIVERABLE

The primary objective of this deliverable is to describe the process followed by the consortium for
integrating all modules and components that constitute the SBGHEramework, including the CoCo,

the Trust Functions (TFs), the edgl®ud continuum infrasucture, and the distributed core
functions. It also aims to present the integration of the respective Atrtificial Intelligence (Al) agents and
the components related to the Metaverse pilots. Furthermore, the deliverable indicates howe&AFE

will leveragethe Stream C SNS 6GSANDBOX platform, as well as the UPV and UNIWA infrastructures,
which already provide computing resources for hosting experimental use cases that serve as the
baseline for the integration activities in WP5. Another key objective isiésggn of the Digital Twin

(DT) over the SARED S 02 aeaidSyQa 02 Y LRBoh§ehérate rdligblR sypitieticg 2 NJ|  (
datasets for training AI/ML models when reabrld datasets are not availabland also perform an
analysis about the performance of tiphysical and network layers before a user request is served by

the other SAFBG components

Overall, this document serves as a fundamental pillar for the ongoing integration activities of the
LINEP2SO00Qa o0dzAf RAY3a o60f2014a Fa Al SydzySNIGSa GKS?)
their integration. It describes the current statugtbhe various modules of the SABE architecture

and reports on the integration activities already performed among partners. Additionally, it outlines

the process for testing and validating each component at both the unit and system st/#is.time

of KAd RStAGSNI ot SQa adoYAaairzys AYGISNXYSRAILFGS @SN
have been fully implemented and integratedlthough development and integration activities

continue, the SAF&G platform currently consists of the following:

1  The edgecloud continuum, which apart from computing and network infrastructure,
comprises the Met&DS tailored to the needs of SAEE, the Cloud Native technologies (e.qg.,
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Container Network Interfac€CN) plugin service mesh, etc.) that supports it as well as the
Application programming interface(API3 exposed to interact with it.

1 Themain trustworthiness modules of SAIBE, comprising the CoGmd the five TFs that
address Safety, Security, Privacy, Resilience, and Reliability.

1 The B5G corenetwork based on open5GS andricore 5G Corewhich consists of the
evolved components of the network core and its exposed capabilities (APIS).

1 Themetaversebasedapplication which includes all relevant hardware, software, and APIs to
implement and manage the project use cases.

1 TheCommon API Framewo(KCAPI}; which unifies and exposes the APIs from the previous
planes (i.e., continuum, 5G core and application) using a trusted, secure framework.

1 The usefintent chatbot, which will act as the main interface for the users of the platform.
The MLOps, which enable the development of ML pipelines (from datappreessing for
models training and inference processes). Among its components, one can find the
Differential privacy modulevhich is analysed in detail in this deliverabled theExplainable
artificial intelligencgxAl) componentwhich falls ousidethe scope of this document.

1 TheDataOps which along with the deployed exporters, gathers and stores all relevant (real
and simulated) data needed to support the training processes managed by the MLOps.

The project is following a thorough developmeartd integrationtime plan(Section 3.3ntegration
Plan to steadily implement new continuum, coemduse case functionalities that will be integrated
into 6GSANDBOX platform.

The following sections will report the integration process of each building block, focusing on the
efforts carried for the integration.

1.2 RELATION TO OTHERCUMENTS

This deliverable builds upon the foundational work presented in prior deliverablgs’, which
describes the overall architecture of the SAKE platform;D2.3 which reports the definition of
metaversebased use caseB;3.1, which details the usetentric distributed B5G core over the edge
cloud continuum with MLOps integration; ang.], which defines the Cognitive Coordinator, Al
agents, and usecentric functions.

For the purposes of this deliverable, only the components directly related to the integration activities
of WP5 are described in detail. The underlying infrastructure elements devebmextendedn

WP3 such asaerOS, the MLOps framework, the testbed, and the B5G, @re considered the
foundational technical layer of the SAB& ecosystem and are therefore notaealyzechere, as their

full specifications are already covered in their respective deliverables. The focus of this document is
on how the emaining modules and functionalities are built upon and integrated with this baseline
infrastructure, ensuring that the content remains aligned with the scope of WP5.
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2 DEV&ECPS PRACTICES AND TOOLS

SAFBBG adoptsDevelopment, Securitgnd Operatiors DevSecOpspractices to support platform
integration activities and manage upcoming platform releases. In simple terms, DevSecOps extends
the DevOps methodology by embedding security considerations throughout the entire DevOps cycle.
DevOps itself is a set of pramds aligned with Agile software development that integrates software
development andnformation TechnologylT) operations, with the goal of accelerating the system
development lifecycle and mabling continuous delivery of higuality software. DevSecOps
enhances this approach by incorporating security by design, meaning that infrastructure and
application security are integrated into the workflow from the outset rather than added later.
DevSecOgemphasizes the automated integration of security measures at every stage of the software
lifecycle, from initial design and integration to testing, deployment, and final delivery. It ensures that
security becomes a fundamental component of Agile DevOpshads, includingContinuous
Integration(C), continuous delivery, and collaborative development.

SAFBBG adopts DevSecOps best practices by incorporating threat modeling and security
requirements from initial design phases, embedding automeeatic Application Security Testing
(SASY Dynamic Application Security TestiflgAST scans into ClContinuous DeploymentCD
pipelines starting from the first code commit to enable early vulnerability detection. As detailed in
subsequent sections, the project integrates specific tools that apply vertical tests across all
components through predefined Cl/COpelines while allowing developers to extend these with
additional, developmenspecific tess.

{1{¢x 2FGSy NBFSNNBR (2 a4 a6KAGS o02E (SadAay3ase
RANBOGfE GAGKAY GKS |LILX AOFGA2YQa &a2dz2NOS O2RS
examines code without executing it, ensuring adherenzeeading guidelines and standards while

helping detect issues at an early stage. Integrating a séat#dyserinto the CI/CD pipeline further

reduces the likelihood of defects progressing to later phases of development.

51 {¢X 2NJ ao6fl O]l o062E (SaldAyazé F20dzaSa 2y ARSyGA
Conducted later in the development lifecycle, DAST requires a fully built and tested system, and the

tester works without insight into the underlying sourcede, technologies, or frameworks. Essentially,

DAST assesses the security of deployed software by supplying potentially malicious inputs to uncover
Bdzt YSNIF 0 Af AGASEAY LI NOUAOdz I NI & GK2asS aaz20AlF SR ¢

2.1 CONTINUOUBNTEGRATION ANODNTINUOUPELIVERY

Cl is a development practice focused on maintaining a consistently functioning system by integrating
small, incremental changes into the mainline on a frequent basis, typically at least once per day. This
process relies on automation tools and extensivéoaated testing, enabling teams to collaborate

on shared codebases while improving transparency and overall system quality. As a degetager
practice, Cl generally assumes the useesfdrivendevelopment and continual refactoring. By writing

unit tests(UTs)before code and ensuring these tests always pass locally, developers help maintain a
stable working environmentA detailed description of the predefined tedisr each components
provided inSection4 Integration status of SAFES componentsCD refers to the automated release

Grant Agreement 101139031SAFEBEGt HORIZONUSN&023 3



o0
0::0
o0

Deliverable D5.1

of new versions of a system into the production environment. Building on the CI process, once the
system meets predefined maturity or quality criteria, CD manages the automated rollout of updated
versions with minimal service interruptiofhe description of the automated CI/CD pipelines and the
SAFBBG computational continuum is provided in SectiorSBAFEBG Integration methodology
Together, Cl and CD form a pipeline that delivers new developments and ensures that an updated,
operational version of the system is consistently available within the targeted environment. In SAFE
6G, a CI/CD environment has already been set up in GiHigilxel provides a higHevel view of
DAG[lI0Q& /Lk/5 LALIStAYSO®

©

© ¢ @@«

coMMIT UNITTEST REVIEW STAGING PRODUCTION

BUILD INTEGRATION TESTS
CODE

CI PIPELINE CD PIPELINE

RELATED CODE

Figurel High level overview dEI/CD pipeline

Figure2A f f dza i N> 6 S&a GKS YIAy adaSLma 2F DAG[lIoQa [/ Lk/ 5
as follows:

1 The developer implements a software component intended to extend or integrate with an
existing module.

9 Corresponding unit tests are created to validate the correctness and consistency of the
Y2 RdzZf SQ& 2 dzii LJdzi a ©

1 The developer commits and pushes the new code from the local repository to a designated
development branch in the remote GitLab repository, as defined within the Cl infrastructure.

1 A merge request is submitted.

f ¢KS LINRP2SO0iQa /Lk/5 LALIStEAYS A& Fdzi2YlFGAOLI f ¢
predefined unit tests.

o If unit testing succeeds, the code proceeds to integrated system testing. If integrated
system testing also succeeds, the merge requestpigroved,and the new code
becomes part of the master branch.

o0 Iftesting fails at any stage, the merge request is rejected. In such cases, the developer
must revise the implementation or update the unit tests to meet the required criteria.

1 Once merged, the source code manageméCM)platform transitions to the CD phase,
deploying the corresponding package.
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1 After successful deployment, the updated code becomes available in the operational
infrastructure and enters user testing or production use.

Continuous Integration

Push code fixes Review and approve
Automated Automated o
build and test build and test
Push code changes

Continuous Deployment
o @ wo @ O
- 8 ¥ v
@-0-0-0

Automated
build, test, deploy

@-@ e

Create N

new branch ——— erge

» o » o e »
)

Figure2 CI/CD pipeline process

2.2 (CONTANERIZATION

Containerization refers to a@perating Syster(Og -level virtualization approach used for deploying
and running distributed applications. It provides a lightweight alternativ¥ittual Machins (VMs)
by encapsulating an application and its dependencies within an isolated container environment. The

GSNY 602y iFAYSNE A& AYALANBR o0& t23A80A043 6KSNE

transport.

Docker[1] is the most widely adopted containerization technology. It offers a suifédadform-asa-
Srvice (Paa%tools that leverage Ofevel virtualization to package and deliver software. A Docker
container image is a lightweight, standalone executable bundle that contains everything required to
run an application such as its code, runtime, system tools, libragsied configuration settingg2]
Complementing DockeKubernetes (K84B] is an opersource platform designed to automate the
deployment, scaling, and management of containerized applications. It has become the de facto
standard for orchestrating largecale container environments, including those built with Docker.

Aligned with the clou¢hative approach and the modular architectural principles described above,
SAFBG adopts Docker as its primary containerization framework and strongly encourages project
developers to package their technical components as Dockerimddnese containerized applications

will ultimately be deployed within the SABE integration and testing infrastructure, which uses K8s
as its orchestration platform. Further details on the specifications of the -B&FiBtegration and
testing cluster ee provided in the following sections.

2.3 SAFBBGGTOPS

SCM refers to the systematic tracking of changes made to a codebase. Maintaining a detailed history
of code modifications allows programmers, developers, and testers to work with accuratiedae

versions of the software and helps prevent or resolvaflicts when merging contributions from
multiple sources. SCM is often referred to as a Version Control System (VCS). Among available VCS
tools, GITis the most widely used, which is an opsource, distributed system designed for tracking
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changes across sets of fil&AFEBGimplements aGitOps thatenables secure, auditable workflows

with protected branches, merge requests, and drift detection, aligning with DevSecOps practices for
6G platform reliability across distributed consortium tean®atforms such a&itLab[3] and GitHub

[4] build on Gt by providing repository management along with additional capabilities including code
reviews, issue tracking, and documentation through wikis. These solutions function as comprehensive,
standalone web platforms that support the entire software developréfecycle.

For the SAFEG project, the GitLab CI/CD framework has been set up and organized in a Gitlab group.
¢tKS 2FFAOAIT DAG[ELDEINFHRAALGI OPBHNERBRSnEkED A Of &
The group hosts the source code that is related to each thematic espitgific development as

dictated by the SAF&G architecture. Each thematic entity is organized as a subgficeipcode
development, ML models developmeritrainingserving, Usecase development, automations,
documentation, etc.of the SAFBG GitLab groums illustrated irFigure3.

SAFE-6G = o~ co cons popct I

0.0
OOO

SNS

@ vinat's v ] A Smart and Adaptive Framework
@ o for Enhancing Trust in 6G Networks

Figure3 GitLab group of SAFE

Within the GitLab platform, SAFE has configured CI/CD pipeliribat enablesthe automation for

the integration and deployment of the project's technical outcomes. The CI/CD pipeline is driven by
specificGitLab Runner instances that have been deployed and integrated within the UNI¥Aand
NCSRIB8sclusters. TheFigure4 depicts the GitLab runners of SAB& and their configuration. More
information on the specification of the UNIWA cluster is presented in the following sections.

Grant Agreement 101139031SAFEBEGt HORIZONUSN&023 6


https://gitlab.com/safe-6g

00
o
(o Jo/

Deliverable D5.1

« © % gitlab com/proups/safe-By/-/rumers/38505410 zaw /0 0

(] Q i + a: 0 Es

Masimum job timecut  None

mmmmmmm Exocutor AschiPlattorm Last contact

195:2519287 MubeIEtES

Finished at Duration Queued Tags

Figure4 Configurations of GitLab runners

In addition, SAFEG, adhering to the cloud native approach, provides automated delivery procedures.
More specifically, SAFES docker images are built based on the uploaded source code and in parallel
the images are uploaded to the SAEE public dockerapository, that has been established for the
needs of the project. The SABE profile in the DockerHub repository is available at
https://hub.docker.com/u/safe6gFigure5 provides an indicative snapshot of this profile.

« G % hubdockercom/u/safesg * /0 0

SAFE-6G
1 [ —

Repositories  Starred

Q Displaying 1 to 30 of 42 repositories

waace IMace

@ safe6g/metaverse-manager @ iability-functi del- ing ® febg ity-functi i3 ing

H

waace wace o

@ safebg/security-function-ai-agent @ safe6g/security-demo-app @ safebg/security-demo-publisher
safe6g safebq

Figure5 DockerHub repository of SABE

The issue tracking capabilities of the GitLab web platform can be also utilized for the purposes of the
SAFEBG project. The nexigure6 illustrates the relevant issue tracking webpage that can represent

2Ly IyR Of2aSR AaadzsSa AYUiNBRIzZOSR 08 (GKS LINR2SOU
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¢ c gitl e /0 O
L d Q Search or go ta.. ] + 0 M s
Group SAFE-6G [ Issues.
SAFE-6G .
Open 0 Closed 0 All 0 Select project to create issue ’ H
# Pinned v
Issues o D t Q &= Created date v  IF
Merge req 1
8 Manag

. Track bugs, plan features, and organize
@ Setings > your work with issues

Use issues (alse known as tickets ories on other platforms) to collaborate on

Select project to create issue

Figure6 Issue tracking webpage

2.3.1 d/CDPIPELINS

SAFBG leverages GitLab CI for the Cl phase and Argo CD for the CD phase within its DevSecOps cycle.
Argo CD, a declarative GitOps tool for Kubernetes, automates application deployments and lifecycle
management, ensuring they remain fully auditable, tygarent, and straightforward to comprehend.

The structure of the GitLab CI process is specified through one or more pipelines. Pipelines are the
top-level component of continuous integration, delivery, and deployment. Pipelines comprise:

9 Jobs, which define what to do. For example, jobs that compile or test code.
9 Stages, which define when to run the jobs. For example, stages that run tests after stages that
compile the code.

Jobs are executed by runners. If all jobs in a stage succeed, the pipeline moves on to the next stage. If
any job in a stage fails, the next stage is not (usually) executed, and the pipeline ends early.

To ensure software quality, security, and reproducibility within the S¥Fproject, the following
CI/CD pipelinedepicted inFigure 7, is adopted as a standarthitial template for all software
deliverables.

lint test unit_test integration_test build deploy
© int fs) © bandit-sast =] @ unittests = @ integration_tests fs] @ buid (s} @ deploy
Figure7 CI/CD Template Pipeline
The pipeline is structured into six sequential stages:

1 Thelint stage performs static code quality checks (e.g., formatting, style rules, and simple
defect detection). This stage provides rapid feedback to developers and prevents avoidable
issues (such as syntax errors, unused imports, or style violations) from ptiojgaga
downstream.The pipeline proceeds only if linting completes successfully.
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The stage is expected to pass, and findings can be configured as blocking (fail the pipeline) or
non-blocking (raise warnings) depending on specific component policy and crititalitye
provided template, two SASihalysersare executed:
Bandit (banditsast)[5]: Focused on Python security issues (e.g., unsafe use of subprocess,
weak cryptographic practices, injection risks).
Semgrep (semgrepast) [6]: Rulebased static analysis with broad coverage, suitable for
detecting security arpatterns andsoftware-specific policy violations.

ARNING]: Skipping unknown field 'references' in rule "java_deserialization_ru

ARNING]: Skipping unknown field 'metavariable-regex' in rule "bandit.B689"

Uploading artifacts...
Figure8 Semgrep SAST analyser within the GitLab SAST stage for the reliability

The Figure8 depicts the execution output of the Semgrep SAST analyser within the GitLab
SAST stage for theeliability TE The scan completed successfully, analysing 24 files using 592
custom security rules across multiple languages (primarily Python, with additional YAML and
multilang rules). The scan finished without errors and produced 2 findings, both marked as
blocking,indicating that these issues meet the configured policy threshold to fail the pipeline.
The summary confirms that 81 rules were executed on 14 targets, with all relevant lines
successfully parsed. Warnings related to unsupported rule fields were loggedicbmot

affect scan completionThe SAST job also uploads scan results as GitLab artefacts, ensuring
findings are retained for review, reporting, and audit purposes.

I Theunit_test stage executes automated unit tests, designed to confirm that the smallest
testable parts of the software behave as intended. Unit tests provide fast and deterministic
feedback and are an established mechanism for preventing regressions. Failing srstaest
the pipeline, preventing unverified code from being built or deploy®dletailed description
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of the unit tests per SAFRES component is provided iBection 4 Integration status of SAFE
6G components

I The integration_test stage executes integration testdTs)covering interactions among
multiple components (e.g., servit¢e-service calls, database connections, API contracts, or
message broker interactions). This stage targets defects that are not observable in unit tests,
such as configuration mismatches, irfece incompatibilities, and runtime integration issues.
The pipeline continues only if integration tests succeed, ensuring that build artefacts are
derived from a system that is validated at thdeigration level A detailed description of the
integration tests per SAFRES component is provided fBection4 Integration status of SAFE
6G component

9 Thebuild stage generates delivery artefacts (e.g., contaimeages packages, or binaries)
using a standardised build process. The build stage also include version tagging aligned with
release procedures and generation of metadata useful for audits and reporting.

1 Thedeploystage performs deployment of the built artefact to the SAREplatform using the
Argo CDDeployment occurs only after successful completion of all previous stages

More details about the SAFES integration and validation platform are described in the following
sections.

2.3.2 d/CDTUTORIAL

To support developers in aligning with SAEs CI/CD approach, a simple demonstration application
is provided as a tutorial, illustrating the basic steps of the CI/CD prodgsdemoapp (the Dockerfile
of which is illustrate irFigure9) is available DA G [ 1 6 dzy RSNJ aLy i S3IHbupAr2y Iy
(Figure10) and includesa simple Python Flask application withivly Structured Query Language
(MySQ\. database, that uses GitLab CI/CD and Argo CD for the DevOps cyclatfuRLd
)The purpose of this demo application is to serve as a practical tutorial for

SAELG developers, streamlining the deployment process of all system compohntisa detailed
walkthroughis providedof the key steps required to deploy a microservice within the ZEE
continuum, including code development, container image creation, testing, image publication on
Docker Hub, and service deployment to one of the availgBEelusters in the SARES infrastructure

FROM python:3.9 - slim

WORKDIR /app

COPY requirements.txt /app/requirements.txt

(R:’gl;l \;(Ji.p. install - r lapp/requirements.txt

CMD ["python", "/app/app.py"]
Figure9 Dockerfileof the demo App

Grant Agreement 101139031SAFEBEGT HORIZONUSNS2023 10
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9 Q Search or go to

Project SAFE-8G / Integration and Validation / Demo CICD App

D Demo CI CD App

2 Pinned v D DemoCICD App &
Issues o .
P woin « | domo-ci-camp 4 Feae :
88 Manage >
Update demo-ci-cd app to v0.0.7
abceaa78 | [ || Histon
B Plan ’ SAFE-66 Bot authored 11 months ago o isery
<> Code >
@ Buid ’ Name Last commit Last update
D secure >
B3 kubernetes Update demo-ci-cd app to vO 11 months ago
@ Deploy > P PP g
@ Operate > Batemplates test 1 year ago
B Monitor >
& dockerignore Initial commit 1year ago
I Analyze >
@ Settings > & gitlab-ci.yml Update _gitlab-ci.yml 1year ago
Dockerfile Initial commit 1year ago
README.Md Add README file 1year ago
A app.py test commit 11 months ago
& docker-compose.yml Initial commit 1year ago
requirements.txt Initial commit 1year ago
B README.md
Demo CI CD Application
This is a demo python Flask application with a MySQL database that uses GitLab CI and ArgoCD.
URL: https://demo-app.safebg.ih.uniwa.gr/
@ What's new o
@ Help

Figurel0 CI/CD demonstration App

2.3.3 GTLABCIPIPELINE

The pipeline description is based tre (.gitlab-ci.ym) file locatedat the repositoryroot (Figurell),
whichdefines

9 The structure andhe order of jobs that the runner will execute.
9 The decisions the runner will make when specific conditions are encountered.

For this tutorial the pipelineis configuredwith three basicstages

9 Thetest stagefor testing executior{i.e. unit testsand integration tesk

9 The build stagefor code compilation, docker imagebuilding and is pushing it to docker
registry.

1 Thedeploy stagefor deployment ofthe new image to th&8splatform. Semantic versioning
has been usetbr our applicationand the pipeline is configured accordingly.

Moreover,three predefined group variables that can be used from any project of the-GBFEEoup
regarding the DockerHub authentication and Argo CD authentication:

1 $DOCKER_USER
1 $DOCKER_PASSWORD
1 $SSH_PRIVATE_KEY

default:
image: docker:26.0.0
services:
- docker:26.0.0 -dind

Grant Agreement 101139031SAFEBEGT HORIZONUSNS2023 11
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variables:
DOCKER_IMAGE: "$DOCKER_USER/$CI_PROJECT_NAME"
DEPLOY_FILE: kubernetes/web - app.yaml

stages:
- test
- build
- deploy

test:
stage: test
script:
- echo "Running tests..."
rules:
- if: '$CI_COMMIT_AUTHOR =~ /SAFE - 6G Bot <bot@safe6g.eu>/"
when: never
- if: '$CI_COMMIT_REF_NAME == "main™
when: always
- if: '$CI_COMMIT_TAG'
when: always

- when: never
build:
stage: build
script:
- docker login - u $DOCKER_USER- p $DOCKER_PASSWORD
- docker build - t $SDOCKER_IMAGE:latest .
- docker push $DOCKER_IMAGE:latest
rules:
- if:'$CI_COMMIT_AUTHOR =~ /SAFE - 6G Bot <bot@safe6g.eu>/"
when: never
- if: '$CI_COMMIT_REF_NAME == "main™
when: always
- if:'$CI_COMMIT_TAG'
when: never
- when: never
build - tags:
stage: build
script:
- docker login - u $DOCKER_USER- p $DOCKER_PASSWORD
- docker build -t $SDOCKER_IMAGE:$CI_COMMIT _TAG .
- docker push $DOCKER_IMAGE:$CI_COMMIT_TAG
rules:
- if: '$CI_COMMIT_AUTHOR =~ /SAFE - 6G Bot <bot@safe6g.eu>/"
when: never
- if:'$CI_COMMIT_REF_NAME == "main"
when: never
- if: '$CI_COMMIT_TAG'
when: always
- when: never
deploy:

stage: deploy
image: ubuntu
before_script:
- 'command -v ssh -agent >/dev/null || ( apt - get update -y && apt - get install openssh -
client git -y)
- eval $(ssh -agent -5s)
- chmod 400 "$SSH_PRIVATE_KEY"
- ssh-add"$SSH_PRIVATE_KEY"
- mkdir -p~/.ssh
- chmod 700 ~/.ssh

- git config -- global user.email "bot@safe6g.eu"
- git config -- global user.name "SAFE - 6G Bot"
- I -f /.dockerenv 1] && echo -e "Host * \n\tStrictHostKeyChecking no \n\n" >>
~/.ssh/config'
script:
- git clone git@gitlab.com:safe - 6g/integration - and- validation/demo - Ci - cd- app.git

- cddemo -ci - cd-app

- sed -i"s& \(${DOCKER_IMAGE} ):v[0 -999] \ +\.[0 -999] \ +\.[0 -999] \ +& 1:${CI_COMMIT_TAG}&g"
"${DEPLOY_FILE}"

- gitadd.

- git commit - m "Update demo -ci - cd app to ${CI_COMMIT_TAG}"

- git push origin main

Grant Agreement 101139031SAFEBEGT HORIZONUSNS2023 12
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rules:
- if: '$CI_COMMIT_AUTHOR =~ /SAFE - 6G Bot <bot@safe6g.eu>/"
when: never
- if: '$CI_COMMIT_REF_NAME == "main"
when: never
- if: '$CI_COMMIT_TAG'
when: always
- when: never

Figurell .gitlab-ci.yml

Whenthe userpusheshis codeto main branch, only the first two stages are triggered as shown in
next Figurel2. The build job also pushes the image (safe6g/derircd-app) to DockerHub with a tag
latest.

Pipeline Needs Jobs 2 Tests 0

test build

@ test s @ build o

Figurel2 Demo CI/CD App

Upon creatinga newtag, allpipelinestages are triggered, as shownHigurel3 below. The build job
pushes the image (safe6g/dervidcd-app) to DockerHub witthe tag$Cl_COMMIT_TAG, which is the

tag name while thedeploy jobupdatesthe Kubernetesmanifestsaccordingly The K8smanifest
configuration has been specified on thebernetedirectory at the root of the repository. In theeb-
app.yamlfile we have the flask application manifests with tfi@omain Name SystenDNS and
(Transport Layer Security.S configuration using a Deployment, a Service and an Ingress object. In
the mysgthelm-chart.yamlfile we have the configuration of the MySQL Helm release.

More information about this step will be presented on the next subsection.

Pipeline Needs Jobs 3 Tests 0

test build deploy

es (s uild-tags [ eploy
@ test s @ build-t e ® depl

Figurel3 Deployment toDockeHub

More details of a job can be viewed by selecting the job name as depickgurel4.
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Figurel4 Execution outpubf the build job

2.3.4 CONTINUOUBEVELOPMENIONFIGURATION

This subsection presents the configuration process, based on the Argo CD framework, that is necessary
to implement the CD within the SABE GitOps approach. The goal id&ploy and automatically
updatethe K8smanifestscontinuously andthe Helm releases stored in the reposito§o,to deploy

the demo application to the SAF&ES Kubernetes cluster, thetepsbelow should be followedo
connectthe GitLab repository with the Argo CD:

1. Through theSAFEBG Argo CD Pagepen Settings> Repositoriespage and click on the
Connect Repbutton.

REPOSITORIES

Log out

Settings

Figurel5Argo CD: Repositories

2. ProvideaName selectsafe6gProjectand in theRepository URprovidethe repository clone
with ssh URL.

Grant Agreement 101139031SAFEBEGT HORIZONUSNS2023 14



Deliverable D5.1

Figurel6 Argo CD#+ Connect Repmnfiguration

3. CilckConnectind wait until theConnection Statu® be Successful

Repositories. REPOSITORIES

\ﬁ\ argo
o T NAME OSITORY CONNECTION STATUS
Settings Q} git Demo €I CD App
© git UNIWA INFRA
CREDENTIALS TEMPLATE URL cREDS

Figurel7 Argo CD: Repository connectisaccessfully

4. After repository connection, create an Argo Application that uses this reposhtiamigateto
Applicationsand clickNew App On the General fields, provide &pplication Namgselect
the safeb6gasProject Nameand theAutomatic Sync Policwith Self Heal

EDIT AS YAML

foreground “

Figurel8 Argo CD: Application

Grant Agreement 101139031SAFEBEGT HORIZONUSNS2023 15
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5. Then selecthe repository in theRepository URfield and in thepath field selectthe directory
that contains theK8smanifests In this case for the Demo Application is theibernetes

directory name. In th€luster URlselect the predefined one and, in the namespace, provide

the safe6g dickon theDirectory Recurseheck box in caghere arenested directories inside
the main kubernetes directory.

Figurel9 Argo CD: Repository configuration

6. Qickon theCreatebutton and wait untithe manifests been deployed to th€8scluster.

Agplications

O CD

Figure20 Argo CDK8smanifests deployment

7. By dlicking on the application Argo CD displayall the K8sresources deployed with their
status.

Grant Agreement 101139031SAFEBEGT HORIZONUSNS2023 16
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a dae

Healthy Synced 1o

=® + - @ @ [

Figure21 Argo CD: Status application

8. dickonthe Pod in caseyouwant to se€logs events or to take aerminal shell

Aplications | €

- demo-app-6c88d7986f-7gnzw m @ E
© pETais ped

AP HEALTH
TERMIMAL
¥ Health

CONTAINERS

root@deno-app-6c8Bd7986F-Tgnzw: fapp# |

m
5|

Figure22 Argo CD: Terminal application

9. To deploy aHelm releaseadd a declarative Argo CD Application manifesthekubernetes
directory, like the oneepictedin Figure23F 2 NJ 4 KS 5SY2 | LJJQa&

ae{v[ o C
regarding Argo Applications for Helm, thé

can be followed

apiVersion: argoproj.io/vlalphal
kind: Application
metadata:
name: demo - mysq|
namespace: argocd
spec:
destination:
namespace: safe6g
server: ‘https://kubernetes.default.svc'
project: safe6g
syncPolicy:
automated:
selfHeal: true
prune: true
allowEmpty: true
syncOptions:
- CreateNamespace=false
source:
chart: mysq|
repoURL : https://charts.bitnami.com/bitnami
targetRevision: 11.1.9
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helm:
releaseName: demo - mysq|
values: |
auth:
rootPassword: rootpassword
database: test_db
primary:
persistence:
size: 1Gi
Figure23 ArgoCD Helm Chart

10. In this casethere aretwo applications on the Argo CD page. Onetffigrplain K8smanifests
and one forthe Helm release.

< C© % argocd.safe6g.ih.uniwa. i wFavorit &proj=&sync=8autoSync=&health=2& =&cluster

Applications

+ NEW APP m C' REFRESH APPS Q, Search applications. i -

(@ argo

Applications

0 demo-ci-cd-app £ »ﬁi« demo-mysql

Project safebg Project: safebg

Labels, Labels: app kubernetes.io/inslance=demo-ci-cd-app
Status: ¥ Healthy @ Synced Status @ Healthy @ Synced

Repository git@gitiab.com:safe-6g/integration-and-validation Repository https://charts. bitnami.com/bitnami

Target Revi HEAD Target Revi 11.1.9

Path: kubermetes Chart mysgl
in-cluster Destination: in-cluster

safebg

07/08/2024 16:110:35 (6 days ago)

07/14/202419:31:31 (2 hours age)

ast Sync ast Syn /202
@ QO DELETE 2 SYNC C' REFRESH O DELETE

/10/2024 11:05:40 (4 days ago)

Figure24! NH2 / 5Y IK8sinknifle€d afldi\Hyi @ekease

Grant Agreement 101139031SAFEBEGT HORIZONUSNS2023 18



00
0::0
o0

Deliverable D5.1

3 SAFESGINTEGRATIOMETHODOLOGY

This sectiorprovides an irdepth analysis of thémplementation of the continuum infrastructurand
the integration plan of the SAFBG Given the complexityand interdependenceof software
development, integration, and testingrocesses these activities can becomieighly challenging
without a systematic approacfiom the outset particularlywhen development teams collaborate
remotely. To ensure efficiency and consistenay;lear and comprehensive integratipfan must be
established anddopted by all technical partners of the projethis plan is @sented inSection3.3
Integration Plarandis structured aroundhe activities and outputef WP2,WP3 and WP4 ensuring
that all technical results are integratéato the SAFBG platform without delays antthat the ongoing
developmentof one module does nategatively impact the others

3.1 THESAFEBGCONTINUUM

In line with the integration strategy defined in WP5, the infrastructure environment hosts
consolidated versions of the SA6G building blocks developed in WP3 and WP4, including the edge
cloud continuum, the 5G coreetwork, and the supporting MLOps/DataOfiameworks This
environment serves as the reference platform for the validation aedhonstrationof SAFEBG
platform. All SARBG technical components produced within the projéwive beendeployed,
integrated, and tested on a distributed environmestanning three interconnectedomains namely
NCSRD6G-SANDBOAthens platform[7] ), UNIWA, and UPV. This muldmainsetup constitutes

the primary experimentation and validation infrastructure of SAEE enabling realistiE2E
evaluations across heterogeneous administrative and technologaabrs In particular, the 66
SANDBOX Athens platform at NCSRD acts as the production reference site, providing aB®alistic
experimentation environment that supports the execution B2Escenarios combining compute,
network, and application planes across the edtud continuum. The UNIWA and UBdmains
complement this setup by contributing additional compukéighperformance computingHPG, Al,

and orchestration capabilities, Bectively forming a federated development and validation
environment aligned with the continuum and Me@S principles. The SA6EG components are
deployed following cloughative principles, leveraging containerized services dfkbased
orchestration extended through theerOSenabled edgecloud continuun8] enabling multidomain
experimentation and federation of the three heterogeneous computational nodes enabling the
validation of SAFEG mechanisms under realistic mtdtakeholder and mukdomain conditions,
which are essential for future 6G deploymenks.Figure25 Management of SAFES Continuum
domains via aerOBe illustrate theSAFEBGcontinuumdomains.
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https:/icontinuum.safe6g.ih.uniwa.gr

p N
[ unwa
ceneeses | DOMAIN )
safe - " J
-~ \vml ) T~ \--,‘7/‘ N
[ safe safe ;
https://safe-6g-nesrd.satrd.es/ ' s vm 1 vm 2
//"' - "‘\.\‘\ ; ) \
[ NCSRD | safe safe
| DOMAIN /‘ vm 2 vm 3
N > ‘ ;
N
aerOS
[ —)
5;f; Management of 3:1'3
: SAFE-6G
Coninuum Domains
) https//safe-management.satrd-cpd1.imm.upv.es/#/
safe worker
vm 4 3
cloud wo;ker
~~ . _[worker\ __--
1
& Z \\\
/ s
[ UPV |
o \‘ DOMAIN ’;‘ https://safe.satrd-cpd1.imm.upv.es
\ /
D g

Figure25 Management of SAF&ES Continuundomainsvia aerOS

3.1.1 UPVDOMAIN

The UPV domain serves ag thevelopment @vironment enabling partnerso implement software
designsfrom scratch execute initial tests and perform preliminary integrations While each
consortium partner maintainstheir own computing premisefor early development activitiesUPV
has provideda dedicatedset of serverdo facilitate platform componentdevelopment and initial
validations.This infrastructure is composed of twi8sclusters,deployed on top of Ubunty/Ms
managed by #roxmox hypervisd] , whichserve the followingurposes:

9 Test, validateandadapt thetechnologesfor the computing continuumvhere more tharone
cluster will be involvegprimarilyfor multi-cluster orchestration, communication, logging and
monitoring)

1 General development and initial validation purposes.

The detailed configuration of these clusters is presented in the folloWaiiel and Table2:

Node ID Node Type CPU Cores Memory Local Storage
worker-1 Worker 4 8GB 64GB
worker-2 Worker 4 16GB 128GB
worker-3 Worker 4 8 GB 90 GB

cloud Control Plane 6 32 GB 104 GB
Tablel UPVMain clusterconfiguration
Node ID Node Type CPU Cores Memory Local Storage
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dev-workerl Worker 4 16 GB 100 GB
dev-worker2 Worker 4 32 GB 100 GB
masterdev Control Plane 8 64 GB 100GB

Table2 UPVMain-dev cluster configuration

The infrastructureinvolvesa set of Networking andCloud Nativetechnologies to facilitate their
operation as seen ifrigure26.

Storage Load Balancing Monitoring CI/CD - Gitops

Ineiet
wax U e m o N ofl X
158 42 xex xcx JpentB= S
s < Tiu
Grafana S
Networking
B U /oo e
| OPrnee ¥ siaverbrone
1 xubemetes (5 kupemetes () rupemetes (5 rubemetes Z)
LAN !
92.16820.1 Ubunty 43 Ubunty 433 Ubunty 33 vountu 43
Master (cloud) Worker 1 Worker 2 Worker 3
Main Cluster - Proxmox-managed
Storage Load Balancing Monitoring
¥ opene O IS
LoxiLB NENEUS Grafana
50, 75 68.250.176
ruvemetes ) upemetes () kupemetes ()
T > o 4%

Master (master-dev) dev-worker-1 dev-worker-2

Master-dev Cluster - Pi

Figure26 Integration and Testing Environment in UPV premises

The infrastructure relies oWireguard[10] , OPNsens§l1] and Apacheserver[12] as reverse proxy

to facilitate networkingRR® Y SEGSNY It ySiG62N) &2 SELdBcass.\Ba@h & SNIA
K8sclustersinclude OpenEB$L3] for manadng the storage of the workload$Vhile at this moment

eachnode has assigned its ovgtorage, they can be configured to share the same spamefiguring

an NFS[14] ), if needed in caseof host corruption or failureg not critical for development
environment.Cert managefl5])A & 6 SAYy 3 dzaSR T2 NJ OSINGIARGA OBHaSNEQLIY |
Certificate AuthorityBoth of them usePrometheus[17] and Grafana[18] for monitoring, alerting,

and visualizationin the upcoming monthd,oki[19] will be deployed for logs management.

Some differences can be appreciated @dher aspects. 61 instance, the main server makes use of

NGINX angress controlle[20] acting asoth reverse proxy and load balancer, whereas masievy
alsoleveraged.oxiLB21] for balancing purposesThs is due toLoxiLBbeinga load balancemore

tailored to K8s and5G ecosystemsas it has someénterfaces dedicated to the core, yet some
compatibility issues are being studied with the CNI networking plugin implemestezh a<Cilium

[22], before moving to the main clusteBesides, ltelatter also host$-luxCD23] to enabk automated
deploymentsand upgradesit K & 6SSy OK2aSy a Al A& (GKS 2yS dz
technology studied, used arzkingtestedin this cluster.
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3.1.2 UNIWADOMAIN

The UNIWAdomain servessintegration infrastructure for ensuring the coherent integration of all
SAFEBG components and@Fs developed by consortium partners into a unified platform. Within the
project, UNIWA provides access to AtkInnovation Hulj24] , whichprovides abud computational
resources an@ccess to a powerfllPQnfrastructurefor systemtesting andtraining of ML models
Theinfrastructure of theUNIWA Al Innovation Hub is designed to support rudér access, easy
maintenance, and the ability to add hardware expansion, to adapt to current and future needs. The
researchers are able to connect to the infrastructure easily and in a secure mantieatsohile
sending their data for further processing and analysis, their privacy and integrity is enSeERG
utilizetwo K8sclusters degjned for different purposes:

1 The main clusteactsas the primary testing and integration environment basedvdfs over
OpensStack

1 The secondary clusténcusesonthe development ofAl applications, dedicated to the MLOps
framework and other components requiring GPU workloads, suitable to support Metaverse
usecases.

The two systems are interconnected, and they can operate collaboratively to host conpldrads
that need both CPU and GPU resources. The detailed configuration of the main and secondary clusters
is presented imMable3 and Table4 respectively.

Node ID Node Type CPU Cores Memory Local Storage Ceph Storage
safevml Worker 8 32GB 160 GB 150 GB
safevm?2 Worker 8 32GB 160 GB 150 GB
safevm3 Worker 8 32GB 160 GB 150 GB
safevm4 Control Plane 4 12GB 100 GB -

Table3 UNIWAMain Cluster Configuration

Node ID Node Type CPU Cores Memory Local Storage GPU
dgx001 Worker 256 1TB 3.5TB 8 x A10040GB
dgx002 Worker 256 1TB 3.5TB 8 x A1040GB

headl Control Plane 96 250 GB 450 GB -

Table4 UNIWAHPCClusterConfiguration

The current architecture with the most important integrated CNCF applications is preseriigliie
27.
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MLOps Framewori
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Figure27 Integration and Testing Environment in UNIWA premises

The mainK8scluster, is built on top of OpenStack25] Ubuntu [26] OSnodes provides the core
infrastructure servicesCurrently it consists ofour nodes, but it can scale up easily without the
redesign of the architecture. The deployment followed the hyper converged architecture paradigm,
with specific node profiles for different roles in the clodtlincludesRook[27] and Ceph[28] for
providing reliable and scalable distributed block, file and object storage. Data are stored and replicated
across a pool of OSDs to ensure high availability and resilience. Each worker node includes a dedicated
partition configured as an OSD, allowitgta to be replicated across multiple hosts. This setup helps
prevent data loss in the event of a host failure by ensuring that redundant copies of the data remain
accessible.

Following the same approach as in UPVN&INX as Ingress control[@0] has been deployed as a
reverse proxy and load balancer, whiert-manager[15] simplifies the process of obtaining and
renewing SSL certificates, using theS (1 Q& [Bey/Ca@miedtdliAuthority.Prometheus[17] and
Grafang 18] are used for monitoring, alerting, and visualization. The main cluster also hosts the CI/CD
and GitOps services through shtisted GitLab Runnerf4] and ArgoCD29] , enabling automated
deployments asanalysedn Section 2DevSecOps practices and tools

The GPW8scluster, running oiRocky Linux JS0], is designed for higherformance ML workloads.

It consists of twa\VIDIA DGX A1(QB1] Systems. The DGX A100 is the universal system for all Al
infrastructure and workloads, built on NVIDIA A100 Tensor Core GPU and backed by over a decade of
Al innovation at NVIDIA. It is a single platform that brings together training, inference, andamnalyt

into a consolidated system with optimized software that creates the foundational building block for

Al infrastructure. The job scheduling on the cluster is done btight Cluster ManaggB2] , which
provides more efficient use of resources and more productive workers. Every NVIDIA DGX A100 server
features eight NVIDIA A100 Tensor Core GPUs, which deliver unmatched acceleration, and is fully
optimized forNVIDIA CUDKX software[33] and the E2E NVIDIA data center solution stack. This
environment hosts the SAFES MLOps framework includiiubeflow[34] , MinlO[35] Dex[36] and
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Istio [37] allowing scalable ML model training, workflows, and serverless inferencing. Networking is
handled centrally through @fSense[38] firewall/router instance which also includesVdireGuard

[10] Virtual Private NetworkVPN server, and aHAProxy[39] reverseproxy for secure remote
connection and load balancing respectively.

The current exposed endpoints are describeddfleb.

Public Endpoints Services
ArgoCD Dashboard (CI/CD)
Ceph Obiject Storage API
Ceph Dashboard
MinlO Console
MinlO API
Kubeflow Dashboard (main cluster)
Kubeflow Dashboard (sec cluster)

https://model.develop.<TF>.example.safe6g.ih.uniwa.gr ML Model Serving for each TF
Table5 Endpoints

3.1.3 NCSRDoOMAIN

TheNCSRDdomain also referred to as the experimentation testbed, constitutes the final integration
and validation layer of the SABE framework,along with the interconnected UPV and UNIWA
domains where all developed components are deployed under conditions closely resembling
operational B5G infrastructures. In contrast to development andiptegration environments, this
environment is designed to support stablE2Eexperimentation, crosslomain validation, and
performance assessment of the SARE achitecture under realistic deployment constraints.

The SNS 66SANDBOX 5G/6G Athens platfdimhis an advanced largecale B5G SA experimental

facility. At the NCSR Demokritos site, the platform provifldly operational B5Gstandalone $A
infrastructure supportingprogrammable network functions, open service exposure, anrdrikén
experimentation across radio acceasd core network domains! & G KS O2NB 2F GKS
O2y G Aydzdzy tASa FTSNh{Qad dzyATASR SESOdziAz2y I &SN
networking resources into a single cohesive resource pool. This layer is supported by a unified network

and compute fabric, enablinthe aerOS doubkayer orchestration model. In this model, an- Al

enabled decision layer optimizes service placement basedglabal view of the continuum, while

the enforcement layer ensures reliable execution on the selected resources. This architecture ensures
decisions are based on comprehensive resource awareness, with seamless deployment across
domains. The continuum isherently scalable, allowing for easy integration of new domains and
resources as needed, further enhancing its orchestration capabilities.

The platform hosts four distinct 5G SA networksch brirgs together the mosadvanced and widely
recognizedechnologies

i) The first network leverages Amarisoft 5G RAN with flexible 5G SA Core options, including
Amarisoft and Open5GS. These cores offer varying levels of openness (e.g., NEF, NWDAF,
CAPIF) and support programmable experimentation. The platform also integrates
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software RAN solutions such as UERANSIM (monolithic and containerizesisRAN
[40] (Next Generation Node @NB and UE via ZeroMQ).

i) The second network is an OpenAirinterface (@¥)BOX41], integrating a complete 5G
Core with an @GRAN Split 8 architecture, enabling flexible, ofs®urce experimentation.
The OAIBOX serves as a versatile testbed focBA&lintegration in research scenarios.

iii) The third network is provided by INF and is a portable 5G system based on RPi, featuring
a containerized 5G Core for lightweight and flexible deployments. This compact solution
enables rapid setup of portable 5G networks and supports integration with atyanf
external or standalone RAN units, making it suitable for constrained, temporary, or
remote environments.

iv) The fourth network is based on the Cumucore 5G Standalone Core and RAN, providing a
fully compliant 5G SA implementation.

> QM Cprovidedafully virtualized, softwaralefined 4G/5G mobile core network specifically
designed for private and nepublic networks, enabling secure, reliable, and scalable connectivity for
industrial, media, and enterprise applications. Its technology supports 8Gpliant private
networks with features.

Open5G$#0]: Open5GS is an opaource 5Geore network and a highly suitable option for the Athens
platform due to its support for distributedetwork function \NF deployments, which aligns with the
evolution toward the distributed 6G architecture. One of the key advantages of using Open5GS is the
ability to deploy UPF in different locations within the testbed, such as at the edge site and the core
site, and assocta them with different network slices (e.g-N&SSAl). Overall, this approach allows for
greater flexibility and enables the support of multiple user planes in three dimensions, including
network slicing, traffic steering, and Applitat Function (AF) traffic influence.

Amarisoft[41] 5G SA Core: The Amarisoft 5G Core network solution provides esdéifir the

operation of a 5G network, Access and Mobility Management Function (AMF), Authentication Server
Function (AUSF), Session Management Function (SMF), User plane Function (UPF), UDM (Unified Data
Management) and 5&IR (5G Equipment Identity Regi¥tall integrated within the same software
component.

Amarisoft[41] 5G RAN: The Amarisoft Mew RadidNR can operate in FDD/TDD frequency bands
below 6 GHz with up to 50 MHz of bandwidth. It supports various subcarrier spacing options for both
data and synchronization signals, and can operate in MIMO configurations up to 4x4 in downlink. The
aforementioned MMO layers can be also complimented either in one 5G cell with 50MHz bandwidth
and 2x2 MIMO configuration, or three 5G cells with 20MHz bandwidth and 2x2 MIMO configuration
each.

This setup enables realisit2Eexperimentation, interoperability testing, and validation of advanced
5G features under negroduction conditions, complementing the more experimental and
lightweight network deployments of the platfornthe SAFEG experimental environment has been
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extended through the aerG&nabled edgecloud continuum, enabling mutomain experimentation

and federation of heterogeneous infrastructures. Through this continuum, the laboratory
environment interconnects multiple experimental sites, enabling the wudbth of SAFBG
mechanisms under realistic mufitakeholder and mukdomain conditions, which are essential for

future 6G deploymentsSo,c2 y i AYSNAT SR pD bcaxz adzOK +Fa hLISyp
orchestration, allowing dynamic deployment and migration based on applicapenific or user

centric policies.

Elaborating on the technical details as mentioned, the platfgmovides extensive RAN and data
monitoring capabilities: i) Amarisoft 5G RAN offers flexible configurations fo SBblz bands,
supporting bandwidths up to 50 MHz, multiple subcarrier spacings, and MIMO up to 4x4. ii) OAI
OAIBOX RAN implements a flexibd@ensource 5G RAN architecture based on 3GPP standards,
supporting Split 8 functional split for integration with external components. It supports both NSA and
SA modes, operates in sBbGHzands with up to 100 MHz bandwidth, 2x2 MIMO, and provides 250
mW (24 dBm) per port output power with up to 32 simultaneous connections. The OAIBOX allows
fine-grained protocol stack configuration, making it highly suitable for resedricien, experimerdl
scenarios. iii) Data Collection & Monitoring: A monitoring framework based on Prometheus includes
a main server with a timseries database, an alert manager for alarms, Node Exporters for resource
metrics, and Grafana for reime visualization.

Finally, NCSRD contributes to SAEEinfrastructure with a suite of op&wvource implementations

that advance network programmability and service exposure in 5G/B5G environments. These include
a Monitoring Event API for the NEF, fully aligned with 3GPP specifications, enabling location reporting
services for User Equipment (U&x the 5G Core and delivering this information to Application
Functions (AF) on demand in a clduative, easily integrable. In the context of CAMARA project,
NCSRD has developed apengource Device Location Retrieval API, which retrieves and renders
networkZletected device locations from a 5G System (Open5GS)Network Application {App),
including a demonstrator that visualises the fetched location on a map. Complementing these, the
OANEF emulator provides a flexible, ogource platform for simulating NEF behaviour, supporting
experimentation with service exposure, data collection, and application integration without requiring
full production infrastructure. Together, thesedls form a robust, standardsompliant foundation

for developing, validating, and integratirag number of different applicationwithin the SAFEBG
ecosystem. NCSRD hosts a robust data center within the Athens platform, providing 10 high
performance servers each equipped with 256 GB RAMZ2-2ore CPUs, and a combined 2.4 TB
storage capacity. The environment leverages OpenNebula and Proxmox for efficient virtualization and
cloud orchestration, enabling scalable, secure, and flexible experimental deploynfi@niopen
callers.

In Figure28, we pictorially describéhe 6GSANDBOX Athens platform
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Figure28 6GSANDBOXthens platform

The detailed technical characteristics and capabilities of this virtualized environment (e.g., compute,
storage, networking, and acceleration resources) are detailed below:

A Storage Load Balancing Monitoring
Internet
Public-IP

‘ 13233507 HDDENEBS m 9

Prometheus g orana

( Networking ; Y 1:1 NAT !
L N
-
s 10.220.2.194 J 10.220.2.190 l 10.220.2.185
WIREGOARD . v
OPNsense’ MetalLB )
kubernetes R kubernetes
Ubuntu -3‘,:‘ Ubuntu -l.\; Ubuntu -3:-:‘
Master Worker 1 Worker 2

Figure29 Deploymentenvironmentin NCSRPremises.

Node ID Node Type CPU Cores Memory Local Storage
ncsrdworker worker 3 13GB 57 GB
ncsrdworker3 worker 3 13GB 57 GB

ubuntu Controlplane 3 13 GB 57 GB

Table6 NCSRDBIlusterconfiguration

3.2 SAFEEGSOFTWARARCHITECTURE ANDEGRATIOSUIDELINES

The technical foundation of the SABE platform is built upon its core components arf@whichcan

be viewed as a set of multiple modules that follow specific functional design principles defined by the
SAFBBG architecture. They are developed by distributed and diverse software teams, and once
implemented, they must interoperate to deliver the feionality envisioned for SARES. For this
reason, SAFEG adopted a modular architecture which reflected to the development activities.
SAFBBG each modulébehaves as an independent, setintained building block, exposing its
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functionality through a set of wetlefined and weldocumented interfaces. This approach allows each
team to focus solely on the external interfaces provided by other modules, without needing to
understand their internal implementation. In effect, moduligsign promotes a) the decomposition

of the system into independent modules, with minimal interdependencies and b) the clear separation
within each module between the communication interfaces and the actual implementation of code.
Furthermore, the moduladesign allows SAFES to fully harness cloud computing principles by
integrating clouehative technologies with DevSecOps practices and modern automation tools,
thereby streamlining the integration process and making it significantly faster and moiertfic

3.2.1 INTERFACES AND DATA MGDEL

Beyond modular design practices, which align naturally with eclmtd/e technologies and
automation to support the seamless integration ®@AFEBG the well-defined component interfaces

and data models play an equally critical role. Data models specify the structure and format of the
information exchanged between components via their interfaces. They serve as visual and conceptual
representations of datalements and relationships among them. As such, a data model defines not
only the types or classes of data used within the system but also how these data elements relate to
one another. Doing so promotes the open exchange and sharing of structured inimnnaanong
SAFBG stakeholders and enhances interoperability across the components and functions developed
within the project.

Regarding interfaces, SABE& adopted standardized approaches for the int@dule
communication, such as RESTful APIs. REST is a statelessenlenarchitectural style based on a

set of principles that govern how resources are defined and accessaun@nication between client

and server is performed over the Hypertext Transfer Protocol (HTTP), and RESTful APIs use standard
HTTP methods (POST, GET, PUT, DELETE) to support the creation, retrieval, updating, and deletion of
resources. Through RESTfuhatectural paradigm SAFES a) implements a lightweight and language
independent communication b) supports scalability and flexibility and c) simplifies the integration
process with existing and future modules and platforms. In addition to the RESTeeatat style,
SAFBG developers are also encouraged to adopt the pubdishscribe (Pub/Sub) messaging
pattern. Pub/Sub is an architectural design pattern that provides a structured framework for
exchanging messages between publishers and subscribéings [pattern, a message broker mediates
communication, receiving messages from publishers, and distributing them to all interested
subscribers. Pub/Sub communication approach makes-8&Htapable to support a) asynchronous
message exchange, meaning tbhate a request is issued, the sending application is not blocked while
waiting for a response. This reduces the risk of performance degradation oswtitseduring long
running data exchanges and b) scalability and flexibility by adding or removing bebscwithout
complex programming efforts. Furthermore, the decoupling between publishers and subscribers
allows individual components to scale independently based on workload demands and enables the
seamless integration of new services or consumers dime This flexibility is particularly important

in the distributed 6Anfrastructures where system components may be dynamically instantiated,
updated, or decommissioned without disrupting ongoing operations.

Each component of the SABE platform employs either the RESTful or Pub/Sub communication
approach, or a combination of both, depending on its specific interaction requirements. The following
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Table7 presents the communication methods established among the core modules of theb&AFE
platform.

SAFEG Module Communication Interfaces
Cognitive Coordinator RESTful API
Chatbot RESTful API
DataOps RESTful API
MLOps RESTful API
Safety Function Pub/Sub
Security Function Pub/Sub
Privacy Function Pub/Sub
Resilience Function Pub/Sub
Reliability Function Pub/Sub

5G Core network RESTful API
Edge Cloud Continuum RESTful API
Metaverse App manager RESTful API
Network Digital Twin RESTful API
XAl RESTful API

Table7 SAFEBG Communication Interfaces

SAFBG employs a cluster éfpache Kafkpt4] brokers that receive messages from producers, assign
them sequential offsets, and persist them in topic partitions on disk before subsequently serving them
to consumers on demand. In this architecture, SBGIES capable teupport multiple partitions across
various topics, replicate data to additional brokers to achieve fault tolerance, and use/lididerer

roles so that exactly one broker per partition handles all reads and writes while followers remain
synchronized and can seamlessly take over in case of a failure. Collectively, the brokers provide a
distributed, horizontally scalable, and highlyaflable streaming backbone, where any broker can
serve as a bootstrap entry point to expose cluster metadatd direct clients to the appropriate
partitions. The defined topic names and their corresponding message types are providedex 1
However, for deployments in environments that require simpler operations or have limited resources,
the same functionalities may be provided Rgdpandd45] .

3.2.2 DOCUMENTATION

Proper documentation in SAfE is considered a fundamental enabler of effective development and
integration activities. It is viewed as a vertical requirement that spans the entire project and must be
met with every development and integration step. Begig with source code documentation, clear
and weltstructured comments significantly improve the comprehensibility of software, whether it is
revisited by the original author after some time or by another developer altogether. Such
documentation also falifates future updates or corrections, helping developers understand the logic
of the code and avoid misconceptions or errors that might otherwise arise. Overall, it constitutes the
best practice that all project contributors are encouraged to follow.

API documentation is also essential, especially for integration purposes. It allows consumers of a
component to understand how to invoke and interact with the providednponents As discussed
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earlier, theOpenAPI Specificatid@®AS offers a standardized, languaggnostic interface description

FT2NJ wo{ ¢ T dz

ltLaz SylofAy3da RS@St 2LISNE

G2 SELJX 2 NX

source code, additional documentation, or network inspectidtithin SAFEBG, developers use online
documentation tools such as Swagger to comprehensively document all (RiBise 30), This
documentation is continuously updated and hosted®:

Itis also important to emphasize that the SAREplatform is intended to be released as Open Source.
Consequently, the adoption of standardized practices and-bigility documentation is critical. All
SAFBG components an@ils must therefore be accompanied by comprehensive documentation that

Of SI NI &
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maintainabé, and accessible to the broader community.

020
Nnef Event Exposure API 0,50
NCSRD Monitoring Event API
NCSRD ASSessionWithQoS API
aerOS API
ChatBot API
Nnef BTG rem
NEF vice.
20: izational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
All rig
Subscriptions (Collection) ~
/subscriptions subscribe to notifications v &
IndividualSubscription (Document) ~
/subscriptions/{subscriptionId} retrieve subscription v @
/subscriptions/{subscriptionId} update subscriptior v a
m /subscriptions/{subscriptionId} unsubscribe from notifications v &

Figure30 SAFEBGRESTful API documentati@penAPI| Specification

3.3

INTEGRATIORLAN

202800A0Sas
G KI

SAFBG follows a structurethtegration plarphased approach across five key milestones (M18, M22,
M24, M28, M30), ensuring progressive development of technical work packages WP3 and WP4,
alongside comprehensive testing and validation of the modular architecture established in WP2. The
adopted timeine coordinates distributed development teams through a linear yet iterative workflow,
emphasizing DevSecOps practices, CI/CD automatiorieatidg proceduresEach milestone serves

as a quality checkpoint, leading to the final version of SF&platfom (v1.0), while ensuring
compliance with SAHEG's usecase requirementdrigure31 summarizes the critical milestones of the
integration plan, along with the corresponding actions planned for esmehof them.
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Validation
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MLOps

Meta-0S

Code Development
Tests development
CI/CD pipelines
APIs definition
Platform Integration
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Testing procedures
Testing execution
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XAl Final release
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Components v1.0
SAFE-6G Platform v1.0
Validation report

Network DT

Figure31 SAFEBG platform integration plan

M18 (Code Developmengstablishes the core development toolch#itOps workflowsto support

WP3 and WP4 activities, while delivering the initial integrated versions of DevOps, MLOps, and meta
OS frameworks. This phase also defines the RESTful APIs and Pub/Sub interfaces, alongside module
specific testing procedures.

M22 (Integration Activities)advances the platform through CI/CD pipeline implementation, full
platform integration, and SAFES metaverse application development. DataOps and MLOps
frameworks reach full integration maturity, while 5G network connectivity at NCSRD premises is
finalized, providinga fully integrated SAF&S continuum prototype ready for early inteomponent
communicationand data flowsacrossK8sclusters hosted at UPV, UNIWA, and NC&iIes

M24 (Intermediate V0.5)delivers stable intermediate versions (V0.5) of individual components
integrated within the SAFEG platform. This phase delivers mature version of S&kodules, TFs,
and Metaverse application, ready for comprehensive testing, with particular empbasisterface
compliance and data model interoperability between TFs according to theasescenarios.

M30 (Validation)implements comprehensive testing procedures aligned with W&fhed KPIs/KVIs.
Testing outcomes drive code refactoring across S-Bodules, TFs, Metaverse application, and DT,
while DevOps/MLOpdeliverthe productiorrready final versions of ML models. This phase produces
detailed validation reports coverirg2Eunctionality, platform performance, and usmse validation.

M33 (Final V1.0)delivers the final version (1.0) of the SAHE platform and the Metaverse
application. At the end of this phase, the platform will achieve full maturity through performance
benchmarking, validation, and usase demonstrations, enabling operational dgpi®nt across the
SAFEG continuum.

The adopted integration plan enables parallel development across distributed teams while strictly
enforcing modular design principldsy emphasizinginterface/code implementation separation,
standardized communication protocols, and containerized microservices. Continuous DevOps/MLOps
integration ensures zerdowntime updates through rolling deployments and automated validation
gates, guaranteeing platform reliabjliand scalability for production 6G deployments.
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3.4 SAFEBEGSEQUENCBIAGRAM

The first integrated versiofv0.5) of the SAFBG platform incorporates all core system modules,
including the Chatbot, Cognitive Coordinator, Pub/Sub message broker, TFs, DataOps, and MLOps,
deployed across the SABE continuum (cloud/edge/5G network)lThis section outlines the
standardized sequence flow that SAFE employs for deploying TFs, structured across five distinct
phases. These phases illustrate ttwdlection andransformation of user intents into calibrated trust
values, and how these valseengage the appropriate Trust Framework to ensure system
trustworthinessthroughout the SAFBG ecosysteniThe presented flowchart illustrates the generic
approach to interactions between SAB& platform components, with a focus on TF deployment in
response to user intents. However, certain TFs follow a slightly different approach tailored to their
specific rguirements. Detailed sequence diagrams for each TF are provided in their respective
sections.

Phase 1: Usantents collection

1 The process begins when tfienant/Usersubmits intentdo the SAFBG systenthrough the

Chatbot

The chatbot forwards these intents to tl@xgnitive Coordinator.

! The LoTw Calculatorromputes the norcalibrated level of trustworthiness(nLoTw) and
gueries theUser Registryor information related to the active services and users

1 The LoTw Calculator informs the Conflict Resolution component with the nLoTw values of all
Trust Frameworks to detect potential contradictory actions, then triggers TF deployment via
the message broker.

=

Phase 2TFdeployment

1 TheAl Agentof the corresponding Fconsumes thaLoTw score from th&lessage Broker

Al Agentacquires a token frol€APIRo ensure securaccess to theerOSAPI

1 TheAl Agentrequests deployment of thappropriate flavors ofrertical Application(vApp)
andnApp(s)viaaerOS

1 TheAl Agentmaps the score to the appropriate trustworthiness level (low, medium, high).

1 The vApp retrieves the appropriate AI/ML model from thmodel servingserviceof the
MLOps.

1 ThenApp acquires a token from CAPIF to authorize API interactions with the 5GaGdre

DataOps framework

==

Phase 3:TFInterfacing with Different Planes

1 ThenApps collectdataviathe DataOps frameworkom three distinct data planesdased on
the needs of the deployed vApp flavor
o TheEdgeCloud Continuumfor infrastructurelevel telemetry.
o The5G Corefor network-level metrics and session data.
o Thel LILX A Ol { AMetAverdel MayaGeDfar applicationlevel metrics and
contextual information

Phase 4: Data Processing and Analysis
71 Collecteddata is processed internally and forwarded to th&pps
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1 ThevAppsperform data analysis angenerate eventswhichare then sent back to theAl
Agentfor integrationwith the trustworthiness logic.

Phase 5Decisionexecution andfeedback

1 Based on tha@nalysis outputsthe Al Agentdetermines the appropriate optimization actions.

1 Proposed actions are published via tllessage Broketo the Cognitive Coordinatar

1 The Conflict Resolutionmodule consumes these actions, validates them against the
Knowledge basand confirms or rejects them.

1 Approved actions arthen executed by the Al Agent across multiple planes:

o aerOSor resourceorchestrationover the cloud/edge continuum
o Metaverse Managefor applicationleveloptimisation
o 5G Cordor networkleveloptimization
1 Finally, theMessage Brokedelivers the outcome to th€hatbot which reports thecalibrated
LoTw ¢LoTvyand explanatory context back to the user.

InFigure32, we illustrate thereferred sequenceléw of SAFBG platform.

Gt senvcas.

.......

mmmmmmmmm

Gorsumd TE

.........

Figure32 SAFE6Gsequencealiagram

Grant Agreement 101139031SAFEBGT HORIZONUSN&023 33



00
o
o0

Deliverable D5.1

4 INTEGRATION STATUSSBHE6GGCOMPONENTS

Thissectionpresents the current integration status of the SARE building blocks, focusing on how

the individual components developedithin WP3 and WP4 are progressively combined into a
coherent, E2Esystemin the context of WP5. The objective is to document the level of maturity,
interaction readiness and deployment status of each component as they are instantiated within the
SAFBG laboratory environmentiFigure 33 provides a consolidated view of the SAGE system
architecture as described in WP2 and WP3, illustrating the relationships between the main building
blocks and their placement across the distributed experimentation environnk@ntmore details on

the operation and role of each component, the reader is referreddGverable®.2and4.1. The next
sub-sectionspresentthe integration of eacimajor componentin the SAFBG ecosystem along with

the corresponding unit and integration tests.

_f £ 4 e || users/Tenants and
U -T- | 3 Party Applications
A .I
SAFE-6G Trustworthiness Framework
user- || Cognitive Coordinator (CoCo) | Coamwen ]
o o e

'v Calibrated Level of Trust (cLoTW) Score

] Service/apps

User-centric Service/App Plane Metaverse APIs P

User-centric 5G System Openness Plane —{E e

EEEET
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. a——
' 2 2 Meta-05 & Infrastructure &
i User-c Edge-Cloud Continuum Plane Continuum APls continuum exporters

Figure33 SAFEBG system architecture

4.1 (HATBOT
4.1.1 OVERVIEW

The chatbot API componentprovides a RESIyle interface that enables users to interact
conversationally with the SAFE virtual assistant. Through natutahguage input, the usercan
express their intent and define requirements as a prosumer within the huoesutric 6G
environment. The chatbot focuses on dialogue management and intent understanding: it extracts and
classifies user requests across the five tmagated functiors (Safety, Security, Privacy,Resilienceand
Reliability) and keeps the conversation flowinp gather any missing information. Instead of
computing trustlevels itself, the API delivers the structured intent drietata to the CoCo, whidls
responsible foderiving the actual trustevels. In this way, the chatbot supports an adaptive, user
centric 6G service workflow by bridging the conversational interface witlCti@oln addition to the

API, a wekbased chatbot application was developed. This web application implements the same
conversational logic and processing pipeline as the chatbot API and serves as an interactmedront
for end users. It was also used as thenary vehicle for unit testing and validation of the chatbot
functionality, ensuring consistency between the A®Relbehaviourand the useifacing interface.
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4.1.2 ARCHITECTURE

The chatbot architecture is built around two core Al components exposed through the chatbot API
an Large Language Mod@lLM-based dialogue enging orchestrated via LangChain) and a
dedicated textclassification model thagither maps user requests to five predefin@és ordesignates

them as irrelevant. When useinteract with the system, their messages are sent to the chatbot API,
where LangChain handles prompt construction, conversation memory and LLM orchestration to
generate fluent responses from Llama 3. In parallel with answering the user, every incomiegtreq

is passed to the classifier, which tags the message with one or more of thiesive

Across the whole dialogue, the systamollects andaccumulates this classification information per

user request. When the conversation between the user and the chatbot is finished, the set of classified
requests is forwarded to the CoCo component. CoCo then uses theséungtibn labels to compute
thecLoTwF 2 NJ 0 KS dzaSNRa NBljdzSaida Fft2y3 SIFIOK 2F GKS
architecture cleanly separates concemsfollows. TheLlama 3 (via LangChain) focuses on natural
language uderstanding and response generatjoand the classifier focuses on trefsinction

labelling The web application operates as a thin client on top of the chatbot API, reusing the same
backend logic while enabling interactive use and systematic unit testirggure34, we illustratethe
communicatiorbetween Metaverse ApfchatbotCoCo.

Chatbot
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Metaverse App
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Figure34 Chatbot Sequence Diagram

4.1.3 INTEGRATION WITH OTHEERMPONENTS

CoCo API POST Post the user request + predicted intent in
(submit) order to receive the calculated.ow
CoCo API POST Trigger the trustworthiness computation
(calculate) once data has been submitted
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CoCo API GET Get request in order talear the user

(reset) requests from CoCo
Table8 Chatbot's interaction wittCoCo

Chatbot APl <> CoCo API

The chatbot sends davaScript Object NotatiqdSOMNpayload via a POST request that includes, at
minimum, a userld, a timestamp and the intents extracted by TRe It then issues a second POST
request to the calculation endpoint, where CoCo computesdbeTwand returns the result. CoCo
also exposes a reset endpoint to clear any stored requests and predicted intents.

4.1.4 UNITTESTS

Components a. Chatbot API
Requirements | 1.Chatbot should generate relevant text to user request.

Features to be 1.Understanding of user request.
tested 2. Relevance of generated response to the user query.
3. Handling of unclear/invalid/otbf-scope questions.
4. Context handling across multiple turns in a conversation.
5. Response time of the Chatbot API.
Test Steps 1.Testa list of sample user requests.
2.Send each user request to the Chatbot API and capture the response ret
across with response time.
3. Verify that the response text is relevant to the request.

Verification Checklist foChatbotUTL:

1 Thegenerated responses are relevant, accurate and free 'H
inappropriate or unsafe content.

2  For all requests (including unclear/invalid ones), the chat 'H
handles them gracefully and returns a response within th
target time.

Execution Output

In ChatbotUT1(Chatbot API dialogue test), we evaluated both the performance and the quality of the

I KFGo2d !t L QBbaehavidubpsemid aisktdffépfesentative user prompts, capturing

the API outputs and validating them against the expedteldaviour As shown in the firgtxecution

output (Figure35), responsdime performance was measured directly from the API logs for repeated
POST /api/chat calls, confirming that the service consistently returned successful responses (HTTP
200) with response latenciex the order of a few seconds.
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test session starts
ollama - service|[GIN] 2025/12/18 09:30:03 |200] 3.121500203s | 172.18.0.3 | POST "/api/chat"
ollama - service|[GIN] 2025/12/18 09:30:26 |200] 3.204577364s | 172.18.0.3 | POST "/api/chat"
ollama - service|[GIN] 2025/12/18 09:31:03 |200] 3.863127733s | 172.18.0.3 | POST "/api/chat"

ollama - service|[GIN] 2025/12/18 09:31:29 |200] 2.8 46863921s | 172.18.0.3 | POST "/api/chat"

ollama - service|[GIN] 2025/12/18 09:31:44 |200] 3.037687859s | 172.18.0.3 | POST "/api/chat"

ollama - service|[GIN] 2025/12/18 09:34:15 |200] 3.798451575s | 172.18.0.3 | POST "/api/chat"
test session ends

Figure35 Response times

In parallel, the seconexecution output(Figure 36) demonstrates the qualitative evaluation of
response relevance and dialogue handlisppwing a sample of the user requests used in the
evaluation, including how the assistant reacts to a valid help request, an unclear/invalid input, and a
more specific requirement.

ollama - service |time=2026 - 01- 20T08:29:14.166Z level=INFO source=routes.go:1426 msg="entering low vram mode" "total
vram"="5.9 GiB" threshold="20.0 GiB"

llama -chat | INFO: Started server process [1]

llama -chat | INFO: Waiting for application startup.

llama -chat | INFO: Application startup complete.

llama -chat | INFO: Uvicorn running on (Press CTRL+C to quit)

(venv) ubuntu@ubuntu ollama - chatbot % python3 chatbot.py

chatbot | INFO:  Using API base URL:

You: | need help

SAFE6G assistant: What's going on? Do you have a specific problem or question you'd like help with? I'm here to
listen and assist if | can.

You: hdfgsrfsd

SAFE 6G assistant: It looks like you might be typing something that doesn't make sense. Would you like to try again,
or is there something else on your mind that you'd like to talk about? I'm here to help!

You: | want to ensure stable connection for the application | am building.

SAFE6G assistant: That's a great goal! Having a stable connection can make a big difference in the overall user
experience of your application. What kind of application is it and which parts must always be available to users?

Figure36 Prompts in Chatbot (UI)

ChatbotUT2: Predict intent model testing

Components a. Predict intent model

Requirements 1.Relevant user request should be classified into tHéh

Features to be testec 1.Classification of user requests.

Test Steps 1.Testa list of sample user requests.
2.Send each user request to the Chatbot APl and cagheelassification
results.

3. Verify that the classified function ke right one.

Verification Checklist foChatbotUT2:

1 The predict intent model predicted the right classes to | 'H
predefined user requests.

Execution Output

In ChatbotUT2(Intent prediction validation), we evaluated the Predict Intent model by providing a
LINSRSFAYSR a8 2F NBLNBaSyidl A0S dzzaSNJ NBljdzSaia
against the expected categories. Some example requests and their cortbsgagmredicted intent
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labels are shown in thEigure37, where inputs related to topics such as Safety, Reliability, Privacy,
Securityand Resiliencare correctly mapped to their respective predefined classes.

"data": [

"label": "Safety",
"text": "I would like to ensure the safety of my application."

h
{

"label": "Reliability",
"text": "I am developing an application for machinery control in a factory and | need
it to have stable internet connection."
h
{
"label": "Privacy",
"text": "It will handle sensitive data such as employees information."

"label": "Resilience",
"text": "How do you currently balance QoS distribution across various traffic types in
your network?"

2

"label ":" Security
"text ":" Yes | use encryption for the data

}
]
}
Figure37 Intent prediction validatior{JSON)

4.1.5 INTEGRATIOREST

Chatbd-IT1: Checking Chatbot AP#><CoCo connectivity

Components a. CoCo
b. SAFBG chatbot
Requirements Once the conversation with chatbot is finished, the user requests ac

with the predictedintent must be sent to the CoCo.
Features to be testec Chatbot <> CoCo
Test Steps 1. Deploy and run chatbot.
2. Submit some requests thatbot
3. When the conversation finishesubmit the data to CoCo.
4. Call Calculate endpoint for calculationohb™w and get the calculatec
cLoTw

Verification Checklist foChatbot!I T1:

1 Deploy and run the 'H Chatbot deployed and runs normally.
chatbot.
2 Submit some requests t 'H Chatbot generates responses relevant to the u
the chatbot. requests and saves the users requests and
predicted intent of each request.
3 Submit the conversatior 'H HTTP request code status is 200.
to CoCo. Chatbot API sents to Co@®I the user requests an

the predicted intent of each request.
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4 Call Calculate endpoir H HTTP request code status is 200.
for calculation otLoTW The chatbot gets the calculateto™ from the CoCq

API.

Execution Output

TheChatbotIT1validatesthe communication between the chatbot and tl&oCdoy invoking the
submit, calculate and reset endpoints. THgure38 shows the terminal execution of these API calls,
each returning HTTP 200, confirming successful data submiksidncalculation and state reset.

curl -sS -X POST http://coco:8080/submit
-H "Content - Type: application/json" \
-d @submit_payload.json \
-w "\ nHTTP %fttp_code} \n"

Data sent successfully

HTTP 200

curl -sS - X POST http://coco:8080/calculate
-H "Content - Type: application/json" \

- d @calculate_payload.json \
-w "\ nHTTP %f{http_code} \ n"
Calculation request sent successfully

HTTP 200

curl -sS - X GET http://coco:8080/reset
-w "\ nHTTP %¢{http_code} \ n"

Reset complete

HTTP 200

Figure38 CoCo Integration testgerminal)

4.1.6 NEXTSTEPS

During the remaining development phase, we will test alternative LLMs to validate generation
performance and overall suitability against our requirements. In parallel, we will update the API as
needed to enablee2Esupport for the target use€ase scenarios, including any required changes to
request/response formats, validation and error handling. Additional testing will also be conducted to
confirm functional stability, performance and integration readiness.

4.2 COGNITIVEOORDINATOR
4.2.1 OVERVIEW

The CoCo is the core intettt-trust translation engine of the SABE framework. Its primary role is

to transform naturallanguage user requests, received via the chatbug trust scores peffF, so as

the TFsto perform calculations and based on them make actions in the different planes, aiming to
meet the LoTw requested by the usein order to achieve thatthe CoColeveragesits internal
componens for trustworthiness predictionsgcalibration of scoresuser information storagend
resolution of any conflictef actionsshould they emerge.

In parallel, as illustrated on diagrashown inFigure39, in order to performactionsin the different
planesinformation needs to bespreadinwards and outward€oCo, thusour main integration points
are beingintroduced. In the first, CoCo integrates withhe Chatbotto get the user intents and
responds back with the finabutcometo inform the user about the achievddvel oftrustworthiness.
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Second, a the user information sideCoCo is able to que®pen CAPIF for additionaserrelated
characteristics such as servicelD or active Wwtish prove to be vital for the rest of the flow and are
utilised by theTFs Third, $nce the final outcome towards the user should bgplained and
understandable, CoCo establishaa API centered integration with the xAl module to gather
SELX Iyl idAz2ya &lLlS Qasylb ndi lRastiidSo canimBriciies with filidsviad
kafkabased Message Broker in order to publish the predicted trustworthiness seogkslign on
feasible deployablérustworthiness.

Open
4b  cARF
Trust
Functions
Usar E
Registry
Chatbot
CJd P Messegs
{o o} G = | | o
A Conflct
> Resolution E

xAl Module

Figure39/ 2/ 2 Q& F2dzNJ YI Ay Ay i6EHadeviok2y LRAydGa Ay (GKS ¢{

4.2.2 ARCHITECTURE

In a deeper explanatory div€oCads implemented as a single coordination pipeline that starts from
user intents and ends iconfirmations fordeployable, trustaware actions over the continuum. The
user expresseits needs via the chatbot, which tokenizes the request, maps them to the rel@mant
(security, safety, resilience, reliability, privacy), and sends these intent3%SI#ncoded payload to
CoCdahrough the CoCo exposed API in the form of the example below:

{
"data": [
{" label": "Privacy", "text": "I need strong privacy over my data." },

{"label": "Resilience", “text": "I could use some resilience over my connection as
well" }

]

Figure40 A typical intents payload sent from chatbot to CoCo

At this point it is worth mentioning that if the request regards a new user, CoCo will query the Open
CAPIRo gather userspecific information such as servicelD, whikchital for the rest of the flow and

the communication with the TFs. Upon retrieval, this information is stored in the user regi€igCo
component dedicated to user information storage.
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Following the received intents, CoCo rurBidirectional Encoder Representations from Transformers
(BERYbased with 5 regression heads inference step to predict trustworthiness scordd=pehich

reflect the perceived importance of each trust dimensjmivacy, security, safety, resilience,
reliability- to the user)and based on how many intents fall under each dimension, derives weights
that are used to normalize these scores into amalizedweighted trust vector, nLoTw, containing

one score per Tge.g. [76.1, 23, 0.0, 0.0, 0.0]). This vector is passed to the Reasoning Engine, whose
conflict resolution logic enforces uster limits (privileged/nonprivileged user)by capping the
maximum allowed score per TF, in what is considered a first round of calibréfmnh noting here,

is thata privileged ornon-privilegeddza SNJ YI & NB T tightSifsiddiai SrgafiZyom ahd Q &
thus whether he/she hasaccessibilityto high levels of trustworthinessvhichconsequentlyrequire

specific and sometimes resource intensivdeployments. Those deployments dependeah
trustworthiness scores are categorized inrsiealled flavorge.g.low, medium, high)So,/ 2 / ai@ a
KSNB A& (2 ARSYGATe GKS dzaSNDa A Sadpedtiveteina A 0Af A
limits. Those capped scores are communicated to the TFs with dedicated topics via thédsdkha
Message Broker. At this point ea@irconsumes its respective topic, evaluates the feasibility of the
received nLoTw value based on its local Al agent, operational constraints, available resources and
flavor compatibility, and reports back to CoCo witie maximum feasibleleployable flavofe.g.low,
medium, high¥or its TFIn this context, flavors reflect deployment actiofesg high privacy could be
translatedinto tweaking the service in a state thatgvents too much logging

tKS FTSSRoIFIO]l FNRY GUKS ¢Ca A& O2yadzYSR o0& (KS aSs
proposed by the TRxctionsare collected, the Reasoning Engine performs Conflict Resolution and final
calibration, ensuring crosbF compatibilityensuring that no conflict occurs between the suggested
actiong and producing the final deployable trust vector, cLoTw. This final cLoTw scores are then
distributed to the TF Al agents, lyilizing the Message Broker once again, whimbtnsumesthe
dedicated topicsmap the scores téhe appropriate finalizedflavor andfinally execute deployment
actions over the continuumthe 5G core and the applicatiorinally, the overall outcome
(success/failure, errors$ published back to CoCo and is passed to the xAl module, which generates
humanunderstandable explanations and returns them to CoCaclvprovides them back to the
chatbot via the CoCo API so the user can see not only what was decided, but al$o Fitnyre41,

we illustrate the communicatiothe CoCawith the referred components
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Figure41 CoCo integrated with the rest of the components in the SBGHEramework.

4.2.3 INTEGRATION WITH OTHEERMPONENTS

The CoCo sits at the center of a minimal but wlefined integration loop:

T — Protocol Action Detail
P (API/Kafka) ~(Read/Publish/Subscribe) SIElS

Receive intents/ Report

et AP =l Trustworthiness Outcome

6G Planes Open CAPII Query userrelated info

XAl API POST UserAYy¥2 YR .9w¢Q

B Kafka Publish Bubscrik JSON structured messages in
dedicated topics

Table9 CoCacommunicatiorwith SAFEBEG components

1 Chatbott CoCo API
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CoCo exposes an A¢tidpoint implemented with framework that is invoked by the
chatbot. The chatbot sends a JS@Nnatted payload containing at least userID, timestamp
and the extracted intents pefFby utilising the POST request called. CoCo processes this
payload to generate nLoTand proceeds with the rest of the flowks soon as the final cLoTw
scores have been produced and tberresponding deploymerdctions have been decided
the final outcome iseported back to the chatbot by utilising the same API.

1 CoCa Message BrokefFs
CoCo integrates with théFs viathe Kafka Message Broker. Ondeo TwcLoTwis computed,
CoCaqublishes peiTF messages to dedicated Kafka topics by utilising its kafka producer. Each
TF subscribes to its topic, consumes ttw-calibrated score, determinegpdated feasible
score and sends feedback back to CoCo through predefined Kafka channels or endpoints.
More details and integration specifics about the Message Broker are provided in its dedicated
section.

T CoCoa xAl Module
CoCo will integrate with the XAl module by providing the final trust decisions (cLaidwng,
with the trained regression model used for trestore prediction. Although the exact
interface the time when this Deliverable is writteig, still under definition the xAlmodule
will use this information to generate humaradable explanations that are passed back to
CoCo and finally tthe chatbot alongside the raw outcomes.

1 CoCa SAFEG Planes via Open CAPIF
CoCo also integrates with the three SAFEplanes through APIs expodeam Open CAPIF.
Through these northbound APIs, CoCo can obtain netandk subscriptiorrelated user
information (e.g. identifiers such @sternational mobile subscriber identifyMS), servicelD
and other context attributes), which is stored in the user registry and is used fottiaser
enforcement, contextual reasoning and alignment of trust decisions with the actual network
state and capabilities.

4.2.4 UNITTESTS

Unit tests for theCoCovalidate the internal logic of the interib-trustworthiness translation pipeline

in complete isolation from external systems (Kafka, CAPIF, TF agents, xAl). All external interfaces are
NBLX I OSR o6& Y2014a Fftf2gAy3a TFlsidéhavioyoR wekGhitofleN A y A & (i
inputs. These tests focus on correctness of trustworthirseswe prediction and normalization into

nLoTw, usetier enforcement and conflietesolution rules that conclude toalculatecLoTw.

CoCaUT1: TF Trust Prediction and nLoTw Creation

Internal Components a. CoCo API
b. BERT model
c.nLoTw constructiofogic
Requirements 1. CoCahall invoke the model once per request
HO . 9weQa OflAaaAFAOIGAR2Y KSIFR
HO . 9weQa NBINBaaAAZ2Y KSIRa aKz
Features to be tested 1. Model invocation and output mapping
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2. nLoTw vector population

Test Steps 1. Create input payload with intents per TF
2.Mock a post request towards CoCo
3. Inspect the received intents and the calculated nLoTw

Verification Checklist foCoCeUT 1

Regression head called exactly once per
nLoTw scores are the expected ones per
nLoTw for not present Tks0

All nLoTw scores are within [0, 100]

A W NP
I T I I
1 D0 S0 5

Execution Output

== test session starts
.app.services.lotw_service
- coco.app.services.lotw_service - INFO - Grouped data by label:
[(<TrustFunction.PRIVACY: 'Privacy>, 1), (<TrustFunction.RESILIENCE: 'Resilience">, 1)]
coco- api|2026 -01-12 10:22:07 - coco.app.services.lotw_service - INFO - Predicted score for class

TrustFunction.PRIVACY: 60.27 (text: | need strong privacy over my data....)
coco- api|2026 -01-12 10:22:07 - coco.app.services.lotw_service - INFO - Predicted score for class
TrustFunction.RESILIENCE: 65.91 (text: | could use some resilience over my connection as ...)
coco- api|2026 -01-12 10:22:07 - coco.app.services.lotw_service - INFO - nLoTw result: {<TrustFunction.PRIVACY:
'Privacy>: 47.76891189301457, <TrustFunction.RESILIENCE: 'Resilience'>: 52.23108810698543}

test session ends

Figure42 CoCeUT1O0utput

CoCeUT2:Multi-TF Weighting and Normalization

Internal a.Intent counting per TF
Components  b. Weight computation
c.Aggregation into nLoTw
Requirements 1. Weights shall be proportional to the number of intents and calculated accoi
to the specified mathematical formula
2. nLoTw shall be correctly normalized accordingstmmathematical formula
Features to be 1. Weight calculation
tested 2. Normalization and edge cases (e.g. zero intents)
Test Steps 1. Construct payload: 3 security intents, 1 privacy intent, O for others
2. Mock a post request towards CoCo
3.Inspect derived weights and nLoTw

Verification Checklist foCoCeUT2:

Weights for received TFs intents are as expected
TFs with zero intents do not cause division by zero
nLoTwalues follow expected aggregation formula
Normalization constraint is satisfied

A wWN P
IITITI
51 5 5 35

Execution Output
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test session starts
coco- api|2026 -01-12 10:22:07 - coco.app.services.lotw_service - INFO - Computing W_TF values...

coco- api|2026 -01-12 10:22:07 - coco.app.services.lotw_service - INFO - W_TF values:
{<TrustFunction.PRIVACY: 'Privacy">: 0.5, <TrustFunction.RESILIENCE: 'Resilience'>: 0.5}
test session ends

Figure43 CoCeUT20utput

4.2.5 INTEGRATIORESTS

hy GKS 20KSNJ KFYRZ AyiSaNI GAz2y ( 96 dompogentsaloRg G S / 2
the full intentto-deployment loop, while still mocking the ne@aquired external infrastructure per

GSaitdeo ¢Saia AyOfdzRRS | ¢cOSNNBBEIESFGSHERNIA2Y20A0KI 8¢
integrationwhile the integration wittthe XAl module and the 6G planes via Open CARBE-not been

established yet and the related tests will be provided in future deliverables

CoCalT1:Chatbot to CoCo via API

SAFEBEG Components a.CoCo REST API
b. Intent processing and model invocation
Requirements 1. API shall accept chatbot payloads and CoCo shausa thencorrectly
and trigger the nLoTw process
Features to be tested 1. API behavior and schema
2. How is triggered upon receiving intents
Test Steps 1. CallCoCAPI with intent payload
2. Inspect the received intentpredictions, weights andLow scores

Verification Checklist foCoCelT1:

1 HTTP response status is 200 H n
2 Intents are parsed correctly H n
3 nLoTw calculation isitggered H N

Execution Output

testsession starts

{"message": "Data received successfully" “count™ 2 }
testsession  ended

Figure44 CoCelT1 output

4.2.6 NEXTSTEPS

The next steps will focus mostly on Cexd integration aspects to support a producticeady

explanation layer withiCoCe®® ¢ KA & Ay Of dzZRSa (GKS &aSt SOlAz2y 27F (K
model (BERT + regression heads), interface definition, standardizing-tiesetachanged payloads

and ensuring on both unit and integration level, that cLofvodel metadata, TF feedback, and

reasoning traces are systematically provided to the xAl module. From this point on, CoCo will need to
consume and parse thexplainable Al outcome correctly, thus more unit and integration tests will be

created andperformed towards this directiorin parallel, integration with OpenCAR$HN progress

and the related unit and integration tests will be implemented and performed.
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Additionally, to align with the existing unit and integration tests, as more scenarios emerge, the next
phase will introduce a broader and deeper test suite that captures more edge cases, additional
reasoning scenarios, and extended validation of the Gi@#ine.Such scenarios include handling of
malformed payloads and verification of produced scores and weigbtsoncludethe next steps are

as follows:

1 Focus on CoGaAl moduleintegration Establish the interfacémplement and perform both
unit and integration testdo verify that the integration andhe exchangedbayloads are
concrete(4 tests.

1 Implementation and execution of both unit and integration tests between CoCo and Open
CAPIF. Focus on the requgstsponses and the payloa@$ tests).

1 Provide more tests that capture and evaluate performance in corner cases.

4.3 MESSAGBROKER
4.3.1 OVERVIEW

The Message Broker is the evatistribution backbone of th6&AFEBG system. Its primary role is to

publish trustworthinessscore updates generated by ti@Cand deliver them to the appropriate TFs

via dedicated topics with structured messages, as well as receive feedback from the TFs, parse them
FYR KFEYR GKSY 2@SNJ (2 / 2/ 204 IwSdedce idMessage Brakary S T 2
is the componenwvithin CoCo that ensuresommunicationbetween CoCo and th&Fs in order to

achievea horizontal scalability across the system drahsmitthe requested level of trustworthiness.

4.3.2 ARCHITECTURE

The Message Broker architecture, as an internal part of CoCo, is built around a lightweight Kafka
deployment backed by a Zookeeper instance for metadata and cluster coordination and is composed
of a producer and a consumer component. In a more explanatwamner, as soon as the CoCo
produces nLoTw scores, it triggers a Kafka producer responsible for encoding trustworttoess
messages in JSON format and publishing them to funsjpaeific topics (e.g., privacy_trust_score,
reliability trust_score). Efcmessage contains a structured payload including user identifiers and
trustworthiness scores. Worth noting is that this Kafka producer is also responsible for: a) publishing
valid and not incompatible or erroneous trustworthiness scores and b) ensuringottiect message
structure. As soon as TFs consume their dedicated topicsuthizgtheir Al agents to decide feasible
deployment flavors related to the received scores. Those flavors along with other relatesucioas
GAYS&AGFYLI FYR dzaSNL5 FNB Lzt AaKSR oF Ol G2 [/ 2/ 2¢

On theKafkaconsumer sid®f Message Brokethe time each TF publishes its own feedback towards
the CoCothetaskis to consume those topics independently, one by one, until all five are consumed
and feed their content back to the Conflict Resolution Manager for the final calibration to take place.
After the Conflict Resolution Manageall crossTF conflicts are resolvge.g high privacy and high
security could potentially mean conflicting deployments) and a cap is produced for each one of the
TFgrustworthinessscores. Those capped scores are provided to the LoTw calcatadare utilized

by the cLoTw formula to produce the final cLoJasres peilk
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As soon as the calibratiqgerocedureis complete, a new topic distribution takes pladdeMessage
Broker publishes the finalalibratedscores towards the TFs, scores are mapped to deployment flavors
and upon deployment completion, the outcome is pushed back to CoCo thanksKafkeeconsumer
being utilized once again.

In essence, Message Broker handles bhekandforth communicationbetween CoCo and théFs
until the trustworthiness scores arealibrated intofeasible, deployable scorgas seen ifrigure45.
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Figured5Message Broker operation

4.3.3 INTEGRATION WITH OTHEERMPONENTS

JSONencoded message containir

B Kafka Publish .
scores and user/system related info
JSONencoded message containir

LS Kafka Subscribe GKS ¢caQ TFSSRol

actions
Tablel0 Message Brokés interaction withthe Trust Functions

The Trust Score Calculation component of CoCo is integrated withRsterough this Kafkdased
messaging workflow. Once trust scores are computed, they are distributed to the appropriate TFs,
which consume these messages and trigger their respective Al agents. The resulting outcomes
(updated, feasible trustworthiness scores/ respective actions) are then fed back to CoCo via dedicated
feedback channels, enabling continuous state updates and transparent reporting to the chatbot.
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T / 2/ 2Q& ¢NHzG {O2NB /I fOdzAZ A2y [/ 2YLRyYySyd OFf
serializes trust scores and publishes them to Kafka using the configured broker address
(bootstrap servers). Messages are keyedlBand optionally by userID to support ordered
processing.

9 TFs subscribe to their respective trdghction topics. Upon message reception, each TF
parses the payload and initiates its decision logic via its Al agent, typically involving calls to
orchestration services to apply or update feasible vAyppflavors.

9 After executing the required action, each TF reports the outcome back to CoCo through a
dedicated feedback chanrelnother Kafka topic. This response includes proposed and
feasible trustworthinesglavordactions, success/failure statuses, error details (if any), and
O2yiGSElGdzZf YSGFRFGlE o6GAYS&AGEYLE GSyFyGsz LM
and uses this feedback to trigger the Reasoning Engine, resolve any conflicts and proceed with
the final deployments.

Message Broker TR <TF_name>_trust_topic 9 ¢ & SN A2 S NIy R
GUGAYSalr YLE X

onlotwe Y
LS Message Broker <TF_name> report 9 aa SNIWAOSYAR
GGAYSallr YLE X

oflavore Y

Tablell Template for Kafka's topic

4.3.4 UNITTESTS

Unit tests validate the behavior of the message broker in complete isolation from external systems.

By mocking the Kafka producer, these tests verify that the correct topics, payloads and invocation
patterns are used when publishing trust scores. They ensliat edge casesuch as malformed

inputs or invalid structuresare handled gracefully, without triggering unintended Kafka operations.

YAl dSada GKSNBF2NBE LINPOARS Fradsxs RSGSNYAYAA()
requiring Kafkad be running.

MB-UT1:Publish Valid Trustworthiness Scores

Components a.Kafka producer wrapper
b. Topic selection logic
c. Trustscore serialization (JSON encoder)

Requirements 1. Trust scores shall be published tespEcific topics.
2. Messages shall be JS&ntoded with mandatory fields (userlD, service
TF_name, score, timestamp)

Features to be 1. Topic name resolution pdi=

tested 2. JSON payload structure.

Test Steps 1. Instantiate Message Broker with a mock Kafka producer
2. Call publish_trust_scores() with a valid score mapped to TFs
3. Capture calls on the mock producer(topic name, message)
4. Inspect captured records for topics and payload fields
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Verification Checklist foMB-UT1:

1 TF scores published to <TF name>_trust_topic per TF H A

2 Each message payload contains userID, servicelD, timestan 'H A
name, score

3 JSON payloads are syntactically valid H A

Execution Output

test session starts
coco- api|2026 -01-121 07 - coco.app.services.kafka_producer - INFO - Published to topic
‘privacy_trust_score": {"nlotw": {"Privacy": 47.76891189301457, "Resilience": 52.23108810698543}}

coco-api|2026 -01-12 10:22:07 - coco.app.services.kafka_producer - INFO - Published to topic
‘resilience_trust_scol nlotw’ rivacy": 47.76891189301457, "Resilience": 52.23108810698543}}
MB UT1 ended

Figure46 MB-IT1 Output

4.3.5 INTEGRATIORESTS

Integration tests validate the interaction between the Message Broker and T&. By selectively
mocking only external systems such as Kafka while leaving internal logic intact, integration tests
ensure that data flows correctly across components.

MB-ITl:aS&aal 3S TRIR{1 SN M

Components a.CoCo REST API
b. Trustscore calculation service
c.Message Broker
Requirements 1. API requests resulting in validoTw shall trigger broker publication
2. Exactly one message per Tpredduced
3. All topics are successfully published
Features to be E2Bpath from CoC@&PI call to score calculation to Kafka publish call and t
tested consumption
Test Steps 1.Run CoCo API in test mode
2. Send anocked butvalid chatbot request (JSON with intents for all TFs)
3. After response, inspect producer calls

Verification Checklist foMB-IT1:

1 HTTP response status is 200 H
2 Broker publish_trust_scores() called exactly once H N
3 One produced record per TF topic H n

Execution Output
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testsession  starts
coco- api|2026 -01- 12 10:22:07 - coco.app.services.kafka_producer - INFO - Published to topic
‘privacy_trust_score': {"nlotw": {"Privacy": 47.76891189301457, "Resilience"; 52.23108810698543}}

coco-api|2026 -01-12 10:22:07 - coco.app.services.kafka_producer - INFO - Published to topic
' resilience_trust_score' rivacy": 47.76891189301457, "Resilience": 52.23108810698543}}
=== ==testsession ended ==

Figured7 MB-IT1Output

MB-IT2TRR h aS&aal3asS . NB{ SNJ

Components a. Mocked THReedback
b. Message Broker
Requirements 1. Mocked feedback topic from &F

2. Topic payload

3. Message Brokezonsumesthe topics
Features to be Kafka consumer of Message Broker is able to consume and parse the
tested from the TFs
Test Steps 1. Establish a session with kafka consumer

2. Mock a feedback topic

3. Inspect consumer logs

Verification Checklist foMB-IT2;

Session is initiated H
Topic is received H
¢2LIAOCQa YSaal3asS Aa O2yadzyé H
Interaction is logged H

A WODN P
S 50 S S

Execution Output

=== ======= test session starts

kafka - 1|[ 2026-01- 12 13:18 41] INFO Created log for partition privacy_report
Ivar/lib/kafka/data/privacy_report - 0 with properties {} (kafka.log.LogManager)

% docker exec -itupdated -cognitive -coordinator -kafka - 1 kafka - console - producer \
-- bootstrap - server kafka:9092 \

-- topic privacy_report \
-- property parse.key=true \
-- property key.separator=":"

"timestamp":"2026
test session ended

Figure48 MB-IT2 output

4.3.6 NEXTSTEPS

The next phase of development for the Message Broker will focus on expanding and strengthening its
validation within the intentto-trustworthiness pipeline, ensuring reliable, deterministic and scalable
communication between CoCo and thé&s. Additional tests will be introduced to cover mitipic
publication behavior, FBpecific topic isolation, message ordering guarantees and fault scenparios
such as delayed TF responses, partial feedback, or blekelrcongestion due to multitenancy.
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4.4 DIFEERENTIABRIVACY
4.4.1 OVERVIEW

This section describes the Differential Privacy component within the-6BR#&LOps framework. In
distributed ML workflows, maintaining data privacy is necessary for some applications. This is
especially the case for scenarios where datasets contain sensitive information, for example, when this
data originates from the Edg€loud continuum or Metaverse pilots.

Differential Privacy is a mathematical privamgserving technology designed to protect individual
data points while still allowing favL models to be trained and for data analytics utility to be achieved.
To implement this within SAFES, the Differential Privacy component mathematically injects noise
into data before it is usk by ML algorithms. This ensures that sensitiueerrelated information
cannot be leaked from models used. The module uses standard Python libraries to implement privacy
preservirg versions of classifiers, specifically, Gaussian Naive Bayes, Logistic Regression, Support
Vector Machines (SVM) and Random Forest Classifiers.

4.4.2 ARCHITECTURE

The architecture of the Differential Privacy component is developed using a modular Babked
engine which follows the workflow of normalization, noise injection and model optimization, as
described below:

1 Normalisation and Noise Injection Layer: This mechanism uses the Laplace distribution

OSYGSNBR +id n 6AGK F &a0FES LINIYSGSNI o6 I kFk
G2 mModnd FYyR 8 60SLIAAf2Y0 Ad (KSREMA DA OéKS dzR3 S

2PSNJ I NI y-FEn 220 Fowh to @2 Witllz2302 decrement each time. This is done,
for us to better analyse and assess the traxdEbetween privacy preservation, model utility,
the accuracy of models, and the best moHey Rvaltfe to consider.

1 Model Optimisation: The component includes an automated hyperparameter tuning
mechanism (using GridSearchCV), which optimises classifiers specifically feinjecisel
data. This is needed, to minimize the degradation in accuracy associated with privacy
preservation (as more noise is added to data).

9 Model Serialization: To support the MLdjfscycle, the component automatically serialises
the bestperforming models into Python pickle (.pkl) files and logs performance metrics (F1
Score, Accuracy). This can be used for other $&FEmponents to asynchronously load and
utilize privacypresewning models.

A sequence diagram of the above process, and how this can fitthet&SAFEBG achitecture is
presentedin the Figure49.
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MLOps platform

Pipeline Operation Platform | | Differential Privacy | | Model Storage

| |

Store strucfured |

datasets for initigl training
I

Datasets siorsd u
I ocoooocsEessgEStoccanons

|
Toop TRepetition of training until model with DP reach an accuracy threshold]
|

|
Preprocess data :
|
|
|

Add noise

Train model

Evaluate model

|
|
|
|
|
|
|
|
| |
| |
| |
| |
| |
| |
| |
| |
- |
| |
|

Save mobel
T

I T = U
|
|
|

Figure49 Pipeline operation with Differential Privacy

4.4.3 INTEGRATION WITH OTHEERMPONENTS

The Differential Privacy component cha integrated within the SAFBG architecture, and act as a
model factory. It can expose interfaces, which can be used to generate "safe" versions of ML models
anddeployed to protect the privacy of sensitive data. An example workflow is described below:

1. Request: A SAFES component requests a model for a specific dataset with a defined privacy
0dzZRISEG O0F2NI SEFYLXES & T mMonoo

2. Processing: Thiifferential Privacgomponent normalizes the data, injects Laplace noise and
optimizes models upon this dataset, serializing the best performing model.

3. Delivery: The serialized model is saved in a shared model repository. Components can then
load this model, and perform inference on new data (such as live traffic). In this way, we
ensure that training data remain private.

The following interface can be exposed for integration:

1 prepare_training_data: Will require a CSV dataset, scale and add noise to the data.
9 fit_model: Will train and optimise models on the dataset, and serialise the best performing
model given performance metrics.

In Figure50, the following sequence diagram can be used to describe the integration flow:
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T‘
Mtij p‘s’
Repository

Differential Privacy
Component

SAFE-6G Component

TrainRequest

‘ Begin Privacy Preservation Pipeline By

Data Pre-processing /J

prepare_training_data(Dataset_Ref)

normalizeData(StandardScaler)

addLaplaceNoise(Epsilon)

1

Model Optimization
fit_modelOptimised(NoisyData)

GridSearch(Hyperparameters)

BestModel

Ta
|

Artifact Persistence  /

SerializeModel(.pkl File)

Confirm Storage Path U

[

Generate Performance Report (Accuracy/F1)

4F\etum (ModelPath, AccuracyMetrics) | |

Figure50 Differential Privacy Model Integration Flow

Given this workflow, we will be exploring the components with which Differential Privacy can be
incorporated.The Reliability and SecurifyFsand the Cognitive Coordinatare possiblecomponents

as they deal witlsensitive network telemetrnyWork will also be carried oub explore the use of
Differential Privacyvith the Chatbot componen, if this is something that can be of benefit.

4.4.4 UNITTESTS

Unit testing for the Differential Privacy component should focus on verifying the correctness of the
model generation pipeline. This is required to ensure that privacy guarantees are met and that the
created models can be used in the broader SBGErchiecture.

We define the followindviodel Integrity Unit TestDefinition

Differential PrivacyUT1:Model Integrity Unit Test

Components Model optimization engine, serialisation process.

Requirements The Differential Privacy component must successfully generate and s
model file that can be loaded and used for inference, within anot
environment/component.

Features to be Hyperparameter tuning, file serialization (serialisation to .pkl file).

tested

Test Steps Initiate the training pipeline with a standard configuration.

Verify that a .pkfile is created in the expected output directory.
Attempt to load the .pkl file using a standard library.

Pass input data (dummy data or another dataset entry) into
loaded model.

5. Pass ConditionThe model returns a valid prediction (not an error)
the input provided.

PoObdPRE

Grant Agreement 101139031SAFEBGT HORIZONUSN&023 53



00
0::0
o0

Deliverable D5.1

Verification Checklist foDifferential PrivacyUT1:

1 Artifact Generation Pipeline successfully create 'H 7/  Verified in local output
a .pkl file for each optimized model type. directory.

2 Model Functionality Loaded model accepts 'H A  Confirms model is activ
input data and returns a valid prediction or scol and not a corrupted object

3 Privacy ComplianceOutput data variance 'H A Mathematical verification
confirms that Laplace noise was successfully of DP guarantees.
applied.

The above verifications can be carried out by inspection.
4.4.5 INTEGRATIOREST

The integration testing strategy for tHaifferential Privacgomponent should validate the seamless
flow of data and models between thBifferential Privacyengine and the wider SARE MLOps
infrastructure. The tests focus on the "Model Factory" workflow, to validate that the component can
ingest data, process it under privacy constraints, and produce and deliver a usable model for other
SAFEG components.

We define the following integration test

Differential PrivacylT1

Components DP component, model storage, data layer.

Requirements The process should autonomously transition through the data prepara
noise injection, model optimisation phase and model serialization phase
Features to be Crosscomponent dataset transmission and wuse, automated mc
tested optimisation, model storage persistence.
Test Steps 1. Provide the Differential Privacy component with a S86Hataset.
2. Monitor the workflow as it executes normalization, noise additi
and hyperparameter model optimization.
3. Verify the successful creation and export of a serialised model.
4. Acceptance Criteria: The test is successful if other components
locate, load and execute a prediction using the generated model

Verification Checklist foDifferential Privacyl T1

1 Datapipeline execution: Successful dataset ingestion, H A
normalization and Laplace noise injection.

2 Autonomousphasetransition: Automatedtransitionfrom data 'H R
preparation to model optimization.

3 Storagepersistence Serialisationof the optimized model tothe H 7
repositorywhich is verified

4 Crosscomponentloading Modelcan be locatecdnd loadkd by H A

other componens.
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5 Inferenceverification: Loaded model generates valid prediction: ' H R
when used

The above verifications can be carried out by inspection.
4.4.6 NEXTSTEPS

While the main DifferentiaPrivacycomponentfunctionality has been implemented and tested, the
next steps are for thactualintegration process to occuand forthe describedntegrationteststo be
validatedthrough comprehensiveealword test scenarios

4.5 CORE OPENNESS AND PROGRAMMABILITY
451 OVERVIEW

Openness and programmability constitute core design principles of the@ABE:hitecture, enabling
flexible integration, orchestration, and control across heterogeneous infrastructure, network, and
application domains. Building upon the architecturalridations defined iri JSAFE

6G adopts a unified Addriven approach that exposes capabilities from three distinct yet tightly
coupled planes: the 6G core network plane, the emtdgud continuum plane, and the application
plane.This approach prioritizes open standards, ofsenirce components, and programmable service
interfaces to ensure extensibility, interoperability, and lelegmn sustainability. This approach
prioritizes open standards, opesource components, and programmialservice interfaces to ensure
extensibility, interoperability.

At the 6G Core network planeSAFEBG leverages both opesource and commercial 5G/6G core
implementations (Cumucore Core, Open5GSpmbining the transparency and extensibility of
community-driven platforms with the advanced capabilities of commercial offé®mseplatforms
expose programmable network capabilititgough standardizeénd extended APIs (e.g., CNC and
NEFrelated interfaces), as well as standardizedvicebased interfaces and OpenAdscribed REST
services This enableprogrammability, plicy enforcement, realime network state monitoring, and
seamless integration with highdevel orchestration and trust management components. Open
service exposure is further reinforced througbpenCAPIFenabling controlled, secure, and
standardized access to network capabilities by external applications and trust orchestration modules.

At the edge;cloud continuum plane SAFEBG relies on the aerOS Me@S to provide abstraction,
orchestration, and monitoring of distributed compute and network resources across federated
domains. The continuum APIsnables service lifecycle management, context sharing, and
infrastructure observability across edge and cloud environments, supporting dynamic placement and
adaptation of all the SAFES components.

At the application plane SAFBG integrates APIs exposed directly by the Metaverse applications
defined in the project useases. These APIs enable SBGEcomponents to interact with the
Metaverse applications for session establishment, control of collaborative XR environamahts
exchange of contextual and applicatievel information. Through these interfaces, the SAEBE
framework supports usecentric configuration, dynamic adjustment of trustworthiness levels, and
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coordination with the underlying network and edggoud continuum, as required by the Metaverse
use-cases and the chatbot virtual assistant.

To ensure coherence, security, and interoperability across all three planesp&Adddpts tha8GPP
CAPIFas a unifying exposure and consumption layer. All APIs from the core, continuum, and
application planes are registered, published, and accessed thrQmnCAPI46] , providing a
trusted and standardized mechanism for API discovery, authentication, authorization, and monitoring.
This design enables highlevel componentssuch as theCoCoand the TF5, to interact with the
underlying system in a consistent and controlled manner.

4.5.2 ARCHITECTURE

The core openness and programmability section of the project consists of 3GPP native APIs,
OpenCAPIF implementation for the CAPIF and a Metaverse Manager. Some of the 3GPP native APIs
that are supported from the architecture are tlaerOSAPIs, the NEF Monitoring Event API as well as

GKS 1ta{SaaArzy2AriKvz2{ FYyR GKS 1ylLfeirda 9ELIR&dNNB
Manager. All the APIs have a common exposure to external applications through OpenCAPIF, which
provides authentiation and authodation mechanisms between external applications and provider
applications (3GPP APIs, Metaverse Manager API).

In Figure51, a sequence diagram illustrates the onboarding process from a provider or invoker
application into the CAPIFhe Aeros APIs, NEF Monitoring Event and AsSessionWithQoS as well as
the Analytics Exposure APIs a@taverseManager APIs acting as provider applications.

CAPIF User
(Invoker / Provider) Invoker App CAPIF (OpenCAPIF) Provider App

Register User (register_and_login.py + capif_sdk_register json)

User registered (can act as Provider/Invoker)

| Onboard & Publish Service (provider_capif_connector.py + provider_c _sample json + openapi.yami)
¢

H capif_cent_server pem (stored under provider folder/) "

'

'

'
L

I
L Verify JWT Token (using capif_cert_server.pem)
b

Authorized Response

s i i orzeg e D i, s o e e
| I

| I

1
Invoker App CAPIF (OpenCAPIF)

Figure51 CAPIFegistration, onboarding and authorizatidlow

Ly

—_

The procedure is as follows:

1. User registration is performed with the openCAPIFasto have a CAPIF us#rat can act
either as a Provider or Invoker.

2. After the user registration into CAPIF, the onboarding and publishing of the provider
application takes place. In that step, CAPIF sends back to the provider application the
capif_cert_server.pem after publishing is completed while provider app shouldt use
authorize the incoming requests from external applications.
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3. As a next step, the onboarding of the invoker should be dainagsidethe discovery of the
published services througBAPIFBY finishing the discovery of the published APIs from the
CAPIFaJSON Web TokddW7 token is sent back to the invoker to use it on future requests
to be authorized from provider applications like any 3GPP native API or Metaverse Manager.

4. Lastly, an invoker (external application) performs a HTTP request with the JWT token that
retrieved earlier integrated in its HTTP Request Headers to be authorized successfully from
provider

4.5.3 INTEGRATION WITH OTKEERMPONENTS

For better illustration of the CAPIF workflow with tAd’ls exposed through CAPIF, the following
example that describes the exposuretbé IMM MetaverseAPlis considered. The principles of the
CAPImvorkflow are then applied to any of the APIs that are integrated withopenCAPIF.

To that extent the first step of the CAPIF workflow is to create a I@%WPIF user that can aa$an
invoker or provider in the scope of CAPIF. After the creaticsuoh auser,the onboarding process
into the CAPIF is performed witespect to that CAPIF user.

UserQreationand Registration into CAPIF

With regards to theFigure 52, the outcome of theexecution script register_and_login.pwith

configured values in capif_sdk_register.jstam be verified by the followindocumentAy [/ !t LCQa
MongoDB register databases a JSON Form#tscan be seen, asername asafe6gimm has been

createdfor that user. This username is configurable in the capif _sdk_register.jsan file

I
L
_id: objectId

purpose

phone_number: null,

company_web: null
uuid: °
onboarding_da

Figure52/ ' t LC ' aSNJ wSAA&UNI GA2Y Ay [/ !1tLCQ& a2y325. w
Provider onboarding and publishing into CAPIF

After a user has been created, it is tiffee onboarding the provider and publisigits APl into CAPIF

to be able to be discoverable fromvoker applications that will request it latas well as to be able

to authorize the incoming requests with regards to capif_cert_server.pem certificate that will receive
from CAPIF after the publishing process has fedsh

For this step, the openAPdchema yaml of the provider API is required alongside with the
provider_config_sample.json which includes configuration optioaslyfor connection to the CAPIF,

certificate generation, providefolder option for storing created certificates’he outcome of the

execution script with the aforementioned configuration files can be fieeti by the following
R20OdzySyid Ay /1 tLCQ& a2y3d25Asitdah lelséemFGurebIither W{ hb
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onboarding and publishing process has been createdréuiired certificates that is used foa
provider to communicate with the CAPHer information retrieval like generation of the
capif_cert_servepem, that will use later for authorization of the incoming requests.

api_prov_func_id:

reg_info: {
api_prov_pub_|
api_prov_cert: -

3
api_prov_func_role: "AMF’,
api_prov_func_info:

api_prov_func_id:

reg_info: {
api_prov_pub_key: ‘-
api_prov_cert: '-

1

api_prov_func_role: ‘AEF’,

api_prov_func_info: ‘aef’

api_prov_func_id: ‘AP

reg_info: {
api_prov_pub_key: '
api_prov_cert: '-

1
s

api_prov_func_role
api_prov_func_info

onboardin;
username:
uuid:

Figure53{ dz00SaaTdzZ t NPGARSNRA 2yo02FNRAy3d R20dzySyid AyaiRr

OpenCAPIF constitutes the common API| exposure and consumption layer within th&GAFE
framework, enabling uniform, secure, and decoupled access to capabilities provided by the core
network, the edgecloud continuum, and the application plane. By actingaasediation layer
between API providers and APl consumers, OpenCAPIF supports interoperability across
heterogeneous domains while preserving access control, authentication, and monitoring mechanisms,
in line with the SAFEG reference architecture.

From an integration perspective, a SAHKE component (e.g., th€oCoor a TH interacts with
OpenCAPIF to retrieve information or invoke actions exposed by another component through the
following process. First, the component queries OpenCAPIF to discover the relevant API corresponding
to the required functionality (e.g., networtate, infrastructure metrics, or applicatidavel context).

Once the API is identified, the component performs an authorized request via OpenCAPIF, which
brokers the interactiorand forwards the request to the appropriate API provider. The response is then
returned through OpenCAPIF to the requesting component, enabling it to consume the retrieved
information in a consistent and technologgnostic manner

This interaction pattern allows SAF&EG components to access operational, contextual, and
applicationspecific information without requiring direct coupling to the underlying implementation
of the API providers. As a result, OpenCAPIF facilitates modular integratiorifisgrggbssdomain
interactions, and supports the scalable deployment of trastare functionalities across the SAF&
ecosystem.
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4.5.4 NEXTSTEPS

The next steps focus on extending and keep validating the use of OpenCAPIRkthesSAFEBG
technical components that require access to network, infrastructure, and applickeieh
information. This includes systematically integratiajf TFsand supporting subsystems, and
performing additionalE2E testing of CAPHased API discovery, authorization, and invocation
workflows. The objective is to verify secure and reliable information exchange through OpenCAPIF,
ensure correct enforcement of access contamld authorization mechanisms, and confirm that all
components can interact in a degpled and interoperable manner.

4.6 SAFETIRUSTFUNCTION
4.6.1 OVERVIEW

The UseiCentric Safety Function is a core enabler of the S8&-Brchitecture, providing intelligent,
adaptive, and finggrained protection mechanisms that safeguard users, services, and network assets
from unintentional harm, misconfigurations, and unsalperational states. Operating as a Software
Defined Perimeter (SDP) stack, the Safety Function introduces aatmase layer of dynamic control
within the 6G Packet Core, ensuring that only authenticated, authorized, and contextually validated
entities gain access to network microservices and data paths. At its core, the Safety Function
integrates data collection, preprocessing,-déiven safety inference, and rdime network
enforcement. It operates in close coordination with existing 5G/6G Késthat reflect the live state

of the network.Its Al agent consumes information by those functions to perform-tiea¢ inference

and derive safety scores to determine the necessary mitigation or enforcement actions.

4.6.2 ARCHITECTURE

The internal architecture of the Safety Function is modular, rtajtered, and designed to integrate
seamlessly with the SAfBE CoCo network core functions, and aerOS orchestration environment. It
is composed of three tightly coupled layers named Al Agent, vApmApd Together, they form a
continuous pipeline spanning from data ingestion, decisimaking to ultimately network policy
enforcement. The higlevel sequence diagram for the Safétlyis depicted irFigure54.
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Figure54 Safety Trust Function Sequence Diagram

At the top of the architecture, the Al layer hosts the Local Al Agent, wdgchesas the central
decisionmaking entity.The agentreceives thenLoTwvalue,derived from(i K S dza S Namdl NI |j dzS
gueries the nApp layeto obtain current network and infrastructure conditions. By combinihg

nLoTw valuewith reatime network metrics and predefined safety thresholds, the Al agent
determines the appropriate actions to takéthenreportsits assessment to the CoCo. After resolving

any conflics between thelTFsthe CoCqrovides acLoTwto the Safety Functionwhich interpretsand

executesthe actionsrequired to provide the desired safety level. These actions may include
instantiating additional vApps, deploying neé\Fs, or adjusting security and policy configurations

acrossi KS dzaSNDa ySaég2N] LISNRYSGSND
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The nApp layer consists of two specializetbps that provide the Al agent with comprehensive
network awarenessThese twonApps are reusable software components that providetopdate
information on network topology and available resources, which the Al layer leverages to make more
informed decisionsThe first, the Topology Manager, analyzes available network paths and computes
a weighted cost based on metrics such as jitter, packet loss, and hop count, enabling the selection of
the safest and most effient routing optionthat will be used to define the perimetefhe second, the
Resource Manager, assesses the current infrastructure load by modelisimealPU, memory, and

disk utilizationto achieve the optimatesource allocation to ensur&DPoperation It evaluates
whether incoming requests at different demand levels can be accommodated without violating safety
or performance constraintsTogether, these nApps supply the Al layer with both netwerlel and
resourcelevel insights required for infmed, safetydriven decisions.

The vApp Layemplements the core SDP logic and contains the three mApps that constitute the
safety perimetemamedService/Data Plane Control Functi8DPCJ-Service/Data Plane Gateway
(SDPGWandVPN Gateway Functigqh'GB. Their purpose ifo:

1 Authenticate the gateway and UE, mamadDU session control, and interéawith policy
componentgSDPCF, an enhanced SMF)

71 Establish a safe and isolated forwarding plane between the UE and target applications
(SDPGW, an enhanced UPF)

1 Configure and manag the E2Eencrypted tunnels per user and per application fI0MGF, a
VPN Gateway Functipin

Thesefunctionsl NB Ayadl yiAl §SR 0 & detigiond) &Suring that onBSy G Q &
authorised microservices are added to the perimeter. This layer enforces microsienéteccess
control, encryption, and traffic isolation, resulting in a robust, adap#afety perimeter.

4.6.3 INTEGRATION WITH OTHEERMPONENTS

CoCo SafetyTF  Consumerkafka User request + UE info
Topic: safety_trust_score
SafetyTF  DataOps Invoker/API  Information about network @sources andopology
SafetyTF Core Invoker/API  Enforce Safety Policies to the network.

SafetyTF CoCo Producer/kafka Topic:safety_report
Tablel2 Safety TEommunicatiorwith SAFEBG components

4.6.4 UNITTESTS

This section describes the unit tests implemented for the Safety Function, focusing on the verification
of individual software components and internal logic in isolation. The objective of these tests is to
ensure that each unit behaves as expected undetratied conditions, using mocked dependencies
where appropriate. Unit tests provide early validation of functionality and serve as the foundation for
higherlevel integration and system testinhecomponents belowpresented in similar manneas
_parserequest, _lookup_amf_context, _safe_validate_token, and _send_resporeggesent
internal implementation details of theafety TF component. These elements are part of the internal
program logic and are used to structure and organize procedsmmres As such, they are not
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represented as separate components in the sequence diagrams, which focus instead oHehigher
architectural interactions between the Al agent layer, nApp layetvApp layer.

Safety-UTL: Kafka Processor

Components  a. KafkaProcessor.start
b. _parse_request, _lookup_amf_context, _safe_validate_tok
_send_response
c. Mock consumer, mock producer, mock path selector, mock FLCM,
token validator
Requirements 1. Valid Kafka messages trigger the full processing flow
2. Response produced with correct action and updated context
Features to be 1. Full message processing loop

tested 2. Token validation
3. AMF context lookup
4. Path selection and response sending
Test Steps / Cases
Case Action Expected Result
1 Kafka message with Response produced with

SUPI/MSISDN/IMEI/USR/LOT/Target Apf  action_performed=True, AMF context
updated, path selected

Verification Checklist foSafetyUT1

Provide mocked Kafka message with all required fields
Execute KafkaProcessor.start loop once

Verify _parse_request correctly extracts fields

Verify _lookup_amf_context runs and updates context
Verify _safe_validate_token executes and validates token
Verify _send_response produces correct response
Check action_performed=True in response

Confirm selected path matches expected outcome

00 ~NO Ol WN P
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Execution Output
SafetyUT1 was executed with all required dependencies configured as defined in the test setup. The

test verified the complete processing loop of the Kafka processor, including message parsing, AMF
context lookup, token validation, path selection, and resge production. All assertions were
satisfied, demonstrating that the processor correctly handles valid Kafka messages and executes the
full workflow. Figure55 illustrates the test execution results, including relevant logs and assertions
that confirm compliance with the expected outcomes described in the test steps.

tests/test_kafka_processor.py::test_happy_path_triggers_all_steps
test session starts

live log call

PASSED

tests/test_kafka_processor.py:: test_safe_validate_token_handles_system_exit
live log call
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ERRORsafety_af.kafka_processor - validate_token triggered SystemExit: missing env
PASSED

tests/test_kafka_processor.py:: test_safe_validate_token_rejects_falsy_token

live log call
ERRORsafety af.kafka_processor - validate_token returned empty/falsey token.
PASSED

3 passed in 7ms
Figure55 SafetyUTL output

SafetyUT2: Kafka Processay Token Validation

Components a. KafkaProcessor._safe validate_token
b. Mock validate_token
Requirements 1. SystemExit exceptions must be caught and logged
2. Falsy tokens must be rejected and logged
3. safe validate token must return None on invalid tokens
Features to be 1. Exception handling for SystemExit
tested 2. Rejection of empty or falsy tokens
3. Logging of errors
Test Steps / Cases
Case Action Expected Result
1  validate_token raises _safe_validate_token returns None, error loggt

SystemEXxit("missing env")
2  validate token returns empty string _safe validate token returns None, error logg:

Verification Checklist for Safety T2

Patch validate_token to raisgystemExit
Call _safe validate token

Verify _safe_validate_token returns None
Check that error is logged for SystemExit
Patch validate_token to return empty string
Call safe validate token

Verify _safe_validate_token returns None
Check that error is logged for falsy token

co~NOoO Ok wWNPRP
IIIIIIII
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Execution Output:
SafetyUT2was executed with all the required dependencies configured as defined in the test setup.

The test passed successfully, and all assertions were satisfied, demonstrating correct behaviour of the
tested functionality.Figure 56 illustrates the test execution results, including relevant logs and

assertions that confirm compliance with the expected outcomes described in the test steps.

tests/test_kafka_processor.py::test_safe_validate_token_handles_system_exit
test session starts
live log call
ERRORsafety af.kafka_processor - validate_token triggered SystemExit: missing env
PASSED

tests/test_kafka_processor.py::test_safe_validate_token_rejects_falsy_token
live log call
ERRORsafety af.kafka_processor - validate_token returned empty/falsey token.

Figure56 SafetyUT2 output
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SafetyUT3: Al Model Inference

Components a. KSERVE model endpoint
b. make_inference_request() function
c. Response handler / logging

Requirements 1. Valid input (HTTP 200 with inference result)
2. Invalid input format (HTTP 400 with error)
3. Missing required fields (HTTP 400 with error)
Features to be tested 1. Input validation
2. Model inference processing
3. Error reporting
Test Steps / Cases
Case Input Expected Result
1 Valid payload with all required fields Status code = 200, response contai

valid inference
2 Invalid data format ({"instances": "invalid_data"  Status code = 400, error returned
3 Missing required field ("instances" missing) Status code = 400, error returned

Verification Checklist foSafetyUT3

Valid payload returns HTTP 200

Response for valid payload contains expected inference resu
Invalid data format returns HTTP 400

Missing required field returns HTTP 400

Error messages/logs are correctly generated

O hwWN P
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Execution Output
SafetyUT3 was executed with all required dependencies configured as defined in the test Jdtep.

test verified that the Al model serving endpoint responds correctly to inference requests, including
handling of valid, invalid, and missing data inputs. All assertions were satisfied, demonstrating that
the model produces expected outputs and handbesors gracefullyFigure57Figureillustrates the
test execution results, including relevant logs amgponsesthat confirm compliance with the

expected outcomes described in the test steps.

tests/test_integration.py::test_valid_data
test session starts =========== —=—=——-——=————————————————-—-—
live log call
INFO root:kserve_request.py:9 Kserve endpoint: http://localhost:8080/v1l/models/safety - model:predict
INFO root:test_integration.py:21 Test test_integration was successful: {"predictions":[0,1]}
PASSED [33%]
live log call
INFO root:kserve_request.py:9 Kserve endpoint: http://localhost:8080/v1l/models/safety - model:predict
INFO root:test_integration.py:27 status_code: 400, response.text:{"error":"Expected \"instances \"to
be a list"}

INFO root:test_integration.py:29 Test test_integration_invalid_data was successful

PASSED [ 66%]
live log call

INFO root:kserve_request.py:9 Kserve endpoint: http://localhost:8080/v1l/models/safety - model:predict

INFO root:test_integration.py:40 status_code: 400, response.text:{"detail":"Invalid input: Missing

required fields: [PathCost', 'ResourceUsage’, 'CurrentLoad]"}

INFO root:test_integration.py:42 Test test_integration_missing_field was successful

[100%]

=== 3 passed in 0.22s
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Figure57 SafetyUT3 output

SafetyUT4: Repositoryg Cluster and Candidate Cluster Persistence

Components a. Repository SQLite tables: clusters, candidate_clusters
b. Dataclasses: Cluster, CandidateCluster, Resources
c. Helper: utcnow
Requirements 1. Upsert clusters and candidate clusters correctly
2. Persisted rows retrievable with correct cluster_id and cost
1.
2.

Features to be Repository upsert

tested Listing clusters and candidate clusters
Test Steps / Cases
Case Action Expected Result
1  Cluster(id="c1"), CandidateCluster(cost=0.2 One row returned with same cluster _id,
Resources(CPU/mem/storage)) costin [Q1]

Verification Checklist foSafetyUT4

Upsert cluster into repository

Upsert candidate cluster into repository

List candidate clusters and verify cluster_id
Verify cost in [(L]

Ensure SQLite table contains exactly one row

O hwWN P
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Execution Output
SafetyUT4 was executed with all required dependencies configured as defined in the test setup. The

test verified that clusters and candidate clusters are correctly persisted and retrieved from the
repository, including validation of stored fields suclchsster IDs and candidate costs. All assertions
were satisfied, demonstrating that the repository layer behaves as expected under standard
operations Figureb8illustrates the test execution results, including relevant logs and database entries
that confirm compliance with the expected outcomes described in the test steps.

tests/test_candidate_paths_service.py::test_repository_upsert_and_list

testsession starts
live log call
PASSED

1 passed in 32ms
Figure58 SafetyUT4 output

SafetyUT5: Cost Modek, Environmental Variable

Components a. CostModel.cost function
b. Environment variable lookup (e.g., PREFERRED_REGION)
Requirements 1. Clusters in the preferred region must have lower computed cost
2. Clusters in other regions should have higher cost
Features to be 1. Cost computation
tested 2. Regionbased preference logic
Test Steps / Cases
Case Action Expected Result
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1 PREFERRED_REGIONwe=t1, two clusters (one Cost of preferredregion
matching region, one nematching) with same resource: cluster < cost of non

preferred cluster

Verification Checklist foSafetyUT5S

Set environment variable PREFERRED REG HaMsEL
Compute cost for cluster in preferred region

Compute cost for cluster in nepreferred region

Verify preferredregion cluster cost < nepreferred
Check that computed costs are within expected rajt#]
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Execution Output:
SafetyUT5 was executed with all required dependencies configured as defined in the test setup. The

test verified that the cost model correctly adjusts candidate cluster costs based on the configured
environment variable (e.g., PREFERRED_REGION). Abrassesre satisfied, demonstrating that

the cost computation reflects environmental preferences as expedtaglire59 illustrates the test
execution results, including relevant logs and computed cost values that confirm compliance with the
expected outcomes described in the test steps.

tests/test_candidate_paths_service.py::test_cost_model_components_env_preference
testsession  starts

live log call
PASSED

1 passed in 1ms
Figure59 SafetyUT5 output

SafetyUT6: Candidate Path ServiagTick Persistence
Components a. CandidatePathService._tick
b. Repository.upsert_candidate_cluster
c. Repository.upsert_paths_bulk
d. Logging
Requirements 1. Candidate clusters must be persisted with correct costs
2. Legacy paths must be stored correctly in the database
1. Tick persistence
2. Candidate cluster and path creation
3. Logging during persistence
Test Steps / Cases

Features to be
tested

Case Action Expected Result
1 Fake MANO with 2 clusters, dummy 2 candidate rows with different
resource provider map, temp SQLite costs; 4 path rows saved

Verification Checklist foSafetyUTa

1 Execute _tick with fake MANO clusters and dummy resoi 'H A
provider map
2 Verify 2 candidate clusters persisted with different costs H A
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3 Verify 4 path rows saved in repository H A
4 Check logging output for persistence steps H A
5 Ensure no exceptions or errors during tick H A

Execution Output:
SafetyUT6was executed with all required dependencies configured as defined in the test Jdtep.

test verified that a service tick correctly persists candidate clusters and legacy paths in the repository,
including validation of the number of candidate rows and path entries. All assertions were satisfied,
demonstrating that the tick operation bekias as expected and maintains data integritigure60
illustrates the test execution results, including relevant logs egpbsitory entriesthat confirm
compliance with the expected outcomes described in the test steps.

tests/test_candidate_paths_service.py::test_service_tick_persists_candidates
testsession  starts

live log call
INFO candidate -paths - event=tick status=started
INFO candidate -paths - event=candidate_upsert cluster_id=c1 cost=0.233 cpu_free=28.00/32.00
mem_free=128849018880/137438953472 , storage_free=966367641600/1099511627776
INFO candidate -paths - event=candidate_upsert cluster_id=c2 cost=0.677 cpu_free=10.00/32.00
mem_free=42949672960/137438953472 , storage_free=214748364800/1099511627776
INFO candidate - paths - event=paths_upsert status=ok count=4
INFO candidate -paths - paths_link_cost:
INFO candidate - paths Z RANKPATH(nodes) BW_MINLAT_SUM(ms)JIT_MAX(ms)PL_MARATH_COST

INFO candidate -paths Z 2 ran_cluster _ eks-prod 1041.0 15.1 0.075 0.273
INFO candidate -paths - 1ran_cluster _ onprem-a4 65.88.80.061 0.602
_  eks-prod _ onprem-a6 138.8 15.1 0.075 0.650

INFO candidate - paths 3ran_cluster _ onpremra _ eks-prod 4 163.511.8 0.061 0.720
INFO candidate - paths event=paths_link_cost_dump status=ok path=legacy_paths.json count=4
INFO candidate - paths event=tick status=finished count=2
PASSED
= == 1passedin49ms =

Figure60 SafetyUT6 output

INFO candidate - paths - 4 ran_cluster

SafetyUT7: CandidatePathServiogePath Persistence
Components a. CandidatePathService._dump_paths_link_cost

b. Repository.upsert_paths_bulk

c. Environment flags (to enable legacy path build)

1. Paths must be generated and saved in SQLite with deterministic cost
hops

2. Rerunning the path dump updates updated_at while keeping the s¢
cost

Features to be 1. Path generation logic

Requirements

tested 2. Persistence of paths in repository
3. Cost and timestamp correctness
Test Steps / Cases
Case Action Expected Result
1 Env flags enable legacy path build, fa 4 paths saved, hops=2 or 3, cost i
MANO clusters [0,1], ISO timestamp parseable
2 Rerun with same seed, patched Same path costs, different
utcnowreturning different timestamps updated_at values
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Verification Checklist foGafetyUT7:

Enable legacy path build via environment flags
Generate and dump paths with _dump_paths_link_cost
Verify 4 paths saved in repository

Check hops of each path =2 or 3

Verify cost of each path is within,[]

Rerun path dump with patched utcnow

Verify path costs remain the same, updated_at timestamps dif °

~N O 0o WN B
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Execution Output:
SafetyUT7 was executed with all required dependencies configured as defined in the test Batup.

test verified that candidate paths are generated, persisted, and sorted correctly in the repository, and
that repeated executions update the updated_at timestamp while preserving path costs. All assertions
were satisfied, demonstrating that the path séstence logic behaves deterministically and maintains
data integrity.Figure6lillustrates the test execution results, including relevant Jagmerated paths,

and repository entrieghat confirm compliance with the expected outcomes described in the test
steps.

tests/test_candidate_paths_service.py: _persist_and_sorted_dump

= =testsession  starts===
--- live log call
INFO candidate event=paths_upsert status=ok count=4

INFO candidate paths_link_cost:

INFO candidate RANK PATH (nodes) BW_MIN LAT_SUM(ms) JIT_MAX(ms) PL_MAX PATH_COST

INFO candidate 2ran_cluster _  eks-prod 10 41.0 15.1 0.075 0.273
INFO candidate lran_cluster _ onprem-a4 65.8 8.8 0.061 0.602
_  eks-prod _ onprem-a6 138.8 15.1 0.075 0.650

INFO candidate 3ran_cluster _ onprem-a _ eks-prod 4 163.511.8 0.061 0.720

PASSED

--- live log call

INFO candidate event=paths_upsert status=ok count=4

INFO candidate paths_link_cost:

INFO candidate RANK PATH (nodes) BW_MIN LAT_SUM(ms) JIT_MAX(ms) PL_MAX PATH_COST

INFO candidate 2ran_cluster _ eks-prod 10 41.0 15.1 0.075 0.273
INFO candidate lran_cluster _ onprem-a4 65.8 8.8 0.061 0.602
INFO candidate 4ran_cluster _  eks-prod _ onprem-a 6 138.8 15.1 0.075 0.650

INFO candidate 3ran_cluster _ onprem-a _ eks-prod 4 163.511.8 0.061 0.720

INFO candidate event=paths_upsert status=ok count=4
INFO candidate paths_link_cost:
INFO candidate RANK PATH (nodes) BW_MIN LAT_SUM(ms) JIT_MAX(ms) PL_MAX PATH_COST

INFO candidate 2ran_cluster  _  eks-prod 10 41.0 15.1 0.075 0.273
INFO candidate lran_cluster _ onprem-a4 65.8 8.8 0.061 0.602
INFO candidate 4ran_cluster _  eks-prod _ onprem-a 6 138.8 15.1 0.075 0.650

INFO candidate 3ran_cluster _  onpremra _ eks-prod 4 163.511.8 0.061 0.720
PASSED

INFO candidate 4 ran_cluster

— ===3 passed in 61lms =
Figure61 SafetyUT7 output

SafetyUT8: Path Selector; Best Path Selection
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Components a. PathSelector.select_best path
b. _assign_roles

Requirements 1. Path with higher Al score should be preferred

2. Only paths matching requested RAN cluster should be selected
3. Handles empty DB gracefully
1.

2.

3.

Features to be Al score prioritization

tested RAN cluster filtering
Empty path handling
Test Steps / Cases

Case Action Expected Result

1 Two paths, Al scores {0.3, 0.8}, lot=0.1 Path with higher score chosen

2 Paths for ranA/ranB, requested RAN cluster = Selected path ranBy, roles

"ranB" nodel=ranB
3 No paths available ok=False, reason=no_paths_availal

Verification Checklist for Safety 8T

Provide two paths with different Al scores

Call select_best path

Verify path with higher Al score is selected

Provide paths for multiple RAN clusters, request specific clust
Verify only paths for requested RAN cluster are selected

Call select_best_path with no paths

Verify output is ok=False and reason=no_paths_available
Ensure roles are assigned correctly for chosen path

co~NOoO O wWwNBE
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Execution Output:
SafetyUT8 was executed with all required dependencies configured as defined in the test setup. The

test verified that the path selector correctly chooses the best path based on Al scores and requested
RAN clusters, including handling of multiple candidpé¢hs and the case where no paths are
available. All assertions were satisfied, demonstrating that the path selection logic behaves as
expected under normal and edgmse scenariogrigure62 illustrates the test execution results,
including relevant logs and selected path information that confirm compliance with the expected
outcomes described in the test steps.

tests/test_path_selector.py::test_select_best_path_prefers_highest_ai_score
testsession starts

live log call
PASSED
tests/test_path_selector.py:: test_select_best_path_filters_by ran_cluster

live log call

PASSED

tests/test_path_selector.py::test_select_best _path_when_no_paths
live log call

PASSED

3 passed in 1ms
Figure62 SafetyUT8 output
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SafetyUT9: OSM Adapter;, Cluster Normalization

Components a. OSMAdapter.list_clusters
b. Patched validate_token
c. Patched get k8s Ist

Requirements 1. Raw cluster data from OSM is transformed into Cluster dataclass obj
2. Cluster IDs and names match expected values

Features to be 1. Token validation

tested 2. Cluster object creation from OSM data
3. Correct mapping of UUIDs and names

Test Steps / Cases
Case Action Expected Result
1 Patched OSM API returning two Two Cluster objects created with

UUID/name pairs expected IDs and names

Verification Checklist for SafetiTo:

Patch validate_token and get_k8s_|st

Call OSMAdapter.list_clusters

Verify two Cluster objects are returned

Check that cluster IDs and names match expected values
Ensure no exceptions or token errors during listing

O wN P
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Execution Output:
SafetyUT9 was executed with all required dependencies configured as defined in the test setup. The

test verified that the OSM Adapter correctly converts raw OSM cluster data into normalized Cluster
objects, including validation of cluster IBsdnames. Alassertions were satisfied, demonstratitingt

the adapter transforms input data accurately and relialfiygure63 illustrates the test execution
results, including relevant logs argknerated Cluster objectthat confirm compliance with the
expected outcomes described in the test steps.

tests/test_candidate_paths_service.py::test_ osm_adapter_normalizes_clusters
testsession  starts
live log call

12:22:05 INFO candidate - paths - event=mano_list_clusters status=ok count=2
PASSED

1 passed in 1ms
Figure63 SafetyUT9 output

SafetyUT10: Legacy Discovey Candidate Paths Schema

Components a. discover_candidate_paths

b. _build_paths

c. Cost and resource checker functions

1. Returned paths must include bandwidth and perde resource
dictionaries

2. Paths must be keyed by path IDs

3. Structure must conform to expected schema

Requirements
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Features to be 1. Path structure correctness
tested 2. Resource and bandwidth inclusion
3. Integration with _build_paths and validation functions
Test Steps / Cases

Case Action Expected Result
1 Patched token and k8s list  Dict keyed by path IDs, each path contains
default hops and seed bandwidth and pemode resource dictionaries

Verification Checklist for Safetiy T10:

Patch token validation and k8s cluster list

Call discover_candidate_paths with defaults

Verify returned dictionary is keyed by path IDs

Verify each path contains bandwidth information
Verify each path contains p&ode resource dictionaries
Ensure no exceptions occur during path discovery

o UhAwWN K
IIIIIZI
R R R R R X

Execution Output:
SafetyUT10 was executed with all required dependencies configured as defined in the test setup. The

test verified that the legacy discovery process produces candidate paths with the expected schema,
including bandwidth information and perode resource diionaries. All assertions were satisfied,
demonstrating that the discovery logic correctly generates paths and maintains the required data
structure. Figure64 illustrates the test execution results, including relevant logs and generated path
structures that confirm compliance with the expected outcomes described in the test steps.

tests/test_legacy_discover.py::test_discover_candidate_paths_schema

testsession starts
live log call
PASSED

1 passed in 4ms
Figure64 SafetyUTL0 output

SafetyUT11: Legacy Discovey Deterministic Output

discover_candidate_paths randomness handling
RNG seed control
Fixed RNG seed should produce consistent, repeatable path outputs

Components a
b

1

2. Hash of JSON representation of paths should match expected value
1

2

Requirements

Features to be Deterministic behavior under fixed seed

tested Path stability across runs
Test Steps / Cases
Case Action Expected Result
1 RNG seed =123, knowi Hash of JSON string matches expected; patt

k8s list stable across runs
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Verification Checklist for Safetiy T11:

Set RNG seed to fixed value (123)

Call discover_candidate_paths with known k8s list

Generate JSON representation of returned paths

Compute hash of JSON and compare to expected

Verify paths remain stable across multiple runs with same see
Ensure no exceptions occur during deterministic discovery

o UlA WN R
IIIIIT
e R Y R R R B

Execution Output:
SafetyUT11 was executed with all required dependencies configured as defined in the test setup. The

test verified that the legacy discovery process produces deterministic candidate paths when a fixed
random seed is used, ensuring that path generation eost values are consistent across multiple
executions. All assertions were satisfied, demonstrating that the discovery logic behaves predictably
and reliably under controlled condition&igure65 illustrates the test execution results, including
relevant logs and path outputs that confirm compliance with the expected outcomes described in the
test steps.

tests/test_legacy_discover.py::test_deterministic_with_seed
testsession  starts

live log call
PASSED

1 passed in 6ms
Figure65 SafetyUTL1 output

4.6.5 INTEGRATIORESTS

SafetyIT1: Al Modek, CI/CD Deployment & KSERVE Inference

Components MinlO bucket & endpoint (download stage)
Docker build environment (build stage)
Unit test framework for internal container testin
(test_internal_container stage)
CI/CD release mechanism (release stage)
KSERVE model serving endpoint
Test client for inference requests
Model artifact can be downloaded from MinlO
Docker image builds successfully from model code
Internal unit tests pass inside the container
Model is deployed to KSERVE and endpoint is available
Model returns correct inference for valid requests, and appropriate er
for invalid/missing fields
Artifact download from MinlO
Docker image build
Internal container unit tests (Al model validation)
Deployment via release stage
KSERVE endpoint availability
Inference correctness & error handling
Test Steps / Cases by Pipeline Stage

0T

Requirements

OrONREITO O

Features to be
tested

©» @ 2> @ [® =
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Stage Action Expected Result
Download Pull model artifact from MinlO Artifact downloaded successfully,
bucket/endpoint correct version

Build Build Docker image using model coc Docker image built successfully, r
and Dockerfile errors

Test Internal Run internal unit tests for Al model All unit tests pass inside containe

Container (valid, invalid, missing field)

Release Deploy container to KSERVE via ClI/ Container deployed successfully
release stage KSERVE endpoint is available

Inference Testing Send valid payload to KSERVE HTTP 200, response contains val

(2) inference

Inference Testing  Send invalid payload (invalid_data) HTTP 400, error returned

2

Inference Testing Send payload missing required field HTTP 400, error returned

3

Monitoring / Check deployment logs, endpoint Logs show no critical errors,

Logging readiness endpoint responds within timeout

Verification Checklist for SafetyT1: Al Modek CI/CD Deployment & Kserve Inference

1 Model artifact successfully downloaded from MinlO bucket H
2 Docker image built successfully from model code H n
3 Internal unit tests for Al model pass inside the container H
4 Container successfully deployed to KSERVE via Cl/CD releast 'H R
5 KSERVE endpoint becomes available and ready to serve requ 'H 1
6 Inference test; valid payload returns HTTP 200 and correctres 'H
7 Inference test; invalid data format returns HTTP 400 H 1
8 Inference test; missing required field returns HTTP 400 'H R
9 Deployment and inference logs contain no critical errors H f
10  Endpoint responds within acceptable timeout 'H R

Execytion Output

¢CKS AydSaINIrGAz2y GSad o1 a SESOdziSR dza Ay 3IE2E KS LINZ
deployment and serving of the Al model. The pipeline stages were triggered automatically and
executed sequentially, including model artifact download, container image build, internal container

testing, and release deployment. All pipeline stages complstetessfully, resulting in a Docker

image being built and deployed to the model serving platform using KSERVE. After deployment, the
model endpoint became aylable and responded correctly to inference requests, confirming proper
integration between the CI/CD pipeline, container image, and model serving infrastructure.

Figure66 shows the successful execution of the CI/CD pipeline stages, demonstrating that the Al
model was built, tested, and deployed without errors, and is ready to serve inference requests.
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Figure66 Safetyl Tloutput

SafetylT2: CoCo to SafetyTrustFunction Kafka Consumption

Components a. CoCo Kafka Producer
b. Kafka Broker
c. SafetyTrustFunction Kafka Consumer
d. SafetyTrustFunction Message Parser
Requirements 1. CoCo must publish a valid message to the Kafka topic
2. SafetyTrustFunction must consume the message without errors
3. SafetyTrustFunction must correctly parse required fields
Features to be 1. Kafka message consumption
tested 2. Message parsing and validation
Test Steps / Cases by Pipeline Stage
Stage Action Expected Result
CoCdao Kafka Go(o publishes a valid message tc Message is available on Kafka toj
the topic
Kafkato SafetyF. STF consumer polls Kafka Message is consumed successfu
SafetyTrustFunction STF parses message payload Required fields are extracted

correctly

SafetylT3: SafetyTrustFunction to DataOpgé| Invocation

Components SafetyTF Processing Logic
DataOps Invoker / API
Network communication layer
SafetyTFmust construct a valid API request for DataOps
DataOps API must be reachable from STF
SafetyTFmust handle the API response correctly
API request construction
SafetyTFto DataOps service invocation
Response handling and error propagation
Test Steps / Cases by Pipeline Stage

Stage Action Expected Result

Requirements

o
m

Features to
tested

WP WNF o oo
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SafetyTF Internal  Safety TF derives DataOpsequest Request payload is correctly

from Kafka message constructed
SafetyTFto SafetyTF invokes DataOps API APl is called with correct
DataOps parameters
DataOpgo STF DataOps returns a response Response is received and

processed by STF

SafetylT4: SafetyTrustFunction to Core API Invocation

Components SafetyTF Processing Logic
Core Invoker / API
Network communication layer
SafetyTFmust generate a valid request for the Core API
Core API must be reachable and respond correctly
SafetyTFmust correctly process the Core API response
API request construction for Core
SafetyTFto Core service invocation
Response handling and decision continuation
Test Steps / Cases by Pipeline Stage
Stage Action Expected Result
SafetyTF Internal  Safety TF determines need t« Core API request is prepared
invoke Core API

Requirements

Features to be
tested

WNP WNRE O T

SafetyTFto Core SafetyTF invokes Core API Core APl is called successfully
Coreto SafetyTF Core returns response Response is received and processe
correctly

SafetylT5: SafetyTrustFunction todCo Kafka Production

Components SafetyTF Processing Logic
Kafka Producer
Kafka Broker
CoCo Kafka Consumer
SafetyTFmust format the response message correctly
Kafka broker must accept the message fr8afetyTF
CoCo must be able to consume the message successfully
Kafka message production froBafetyTF
Correct message formatting and payload
E2Hlow completion
Test Steps / Cases by Pipeline Stage
Stage Action Expected Result
SafetyTF Internal Safety TF prepares respons Message payload is correctly formatte
message
SafetyTFto Kafka Safety TF publishes messa¢ Kafka broker accepts the message
to Kafka

Requirements

Features to be tested

WNE WN 20 DD
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Kafkato CoCo CoCo consumes the messag CoCo receives message with expecte
content

4.6.6 NEXTSTEPS

This section descriloethe plannedunit andintegration tests for theSafetyTFcomponent, focusing

on validating its interactions with upstream and downstream systems. The objective of these tests is
to ensure that theSafety TF correctly consumes messages, invokes external services, processes
responses, and publishes results as part of the overall system workflow. The integration tests are
designed around the key communication flows involv8afety TF including Kafkdnased message
exchange and APlasedservice invocations. These tests aim to verify interface correctness, data flow
integrity, and basic error handling across system boundaries, rather than internal algorithmic
behavior. The following integration tests will be implemented using test orirgjagnvironments,
leveraging existing messaging infrastructure and service interfaces where available. Together, they
provide confidence that the SafefyFoperates correctly within the larger system context and can be
safely integrated with other componén

4.7 SECURITYRUSTUNCTION
4.7.1 OVERVIEW

The Securityf Fprovides reatime enforcement of security decisions across the S&EBystem by
leveraging dynamic trust levels, contextual information, and system metrics supplied Bp@elts
primary objective is to adapt security controls to live trust conditions and system behaviour, rather
than relying solely on static identities or fixed rule sets. The Security Function operates as a
distributed, Aldriven security enforcement pipelirtightly integrated into the SAFES control plane.

It enables hybrid identy and access management, combining OAuth2/OpenID Corj@sbBxC)or
low-latency, tokerbased authorization with SeS8overeign ldentity (SSI) and verifiable credentials
(V&) to support decentralized and privagyeserving identity assurance. In addition, the function
delivers traceable and trustware enforcement through security audit logs-dhiven risk evaluation
determines proportional security responses, while blockchminked logging ensures the integrity,
traceability, and compliance of all critical security actions without exposing sensitive data. At the core
of the function isthe Local Al Agent that continuously listens for trgsbre updates and consumes
reaHime system telemetrydata. The agent is responsible for transforming infrastructure monitoring
data and trust signals into actionable security decisions. Througkinealreasoning, it evaluates
evolving system conditions and uselated trust intents to determine and trigger ¢hmost
appropriate security enforcement response.

4.7.2 ARCHITECTURE

The architecture of the Securififis designed as a modular, layered, and ewdmien control loop

that enables adaptive security enforcement within the SAEBEsystem. It incorporates an interface
and ingestion layer responsible for receiving trust scores, contextual intelligence, atemsy
information from the CoCoand monitoring components. This layered design ensures adaptive,
decentralized, and verifiable security enforcement, continuously aligning protection mechanisms with
live trust conditions ad evolving system behaviour.
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The internal architecture of the Securitf-comprisesthe following key elements:

 Local AlAgent wSalLlRyaAaofS F2NJ AYGSNLINBGAY3I GNYzad
request under current system conditions, and selecting the appropriate security enforcement
flavor. The agent implements evehased interfaces through a Kafka message broker
enabling scalable and decoupled interactions with the CoCo.

1 vApp Implementing applicatiotevel security enforcement such as authentication
strengthening, credential handling, and access restrictions.

1 nApps Applying networlevel security policies and optimizations accessed through
OpenCAPIF, where approved security actions are deployed and enforced.

1 Identity Infrastructure: Integrating OAuth2/OpenID Connect with SSI mechanisms on a Fabric
blockchain, allowing for DI@efense in Depthand \Csoperations.

Figure67 illustrates the internal architecture and interaction points of the Secdriithin the SAFE
6G ecosystemThe operational workflow of the Security TF is organized as a elospdorocess
consisting of three main phases

Phase X Trust Score Reception and Feasibility Evaluation

The workflow begins when theéoCaublishes thenLoTw for the security dimension to the Message
Broker. The SecuritfFconsumes this value and initiates a feasibility assessment. To this end, the
function authenticates through OpenCAPIF and gathers-timmal network information and
operational metrics from the underlying execution planes. Using this contextual informétmhocal

Al Agent evaluates whether the requested trust level can be supported under current conditions and
determines the maximum a@évable trust level.

Phase Z; Trust Calibration and Action Approval

The achievable trust value is reported back to ®eCathrough the Message Broker as feedback.
Upon receiving feasibility feedback from the SecdufiEy/the CoCoperforms conflict resolution and
final calibration across allfs to ensure crostunction compatibility. If required, an updated cLoTw is
produced and redistributed. Once the calibrated trust level is confirmed, the Sectdgrives a set

of proposed security actions, including the selection of enforcement flavours and deployment
strategies. Mese proposed actions are published to the Message Broker and consumed Gy Qige
which validates them against global system policies and ofRactions. Approved actions are then
returned to the Security Ffor execution.

Phase 3; Enforcement Deployment and Execution

Following approval, the SecuriffF deploys the selected vApp andApp flavours through the
execution planes exposed via OpenCAPIF. Deployment identifiers are reported baclCmQbie
ensure full traceability. During enforcement, the Secufiynay request UE and session context from
the 5G Core and associated systems. Depending on the selected enforcement filagddunction
performs identityrelated operations such as user registration, credential issuance, and tokenized
action generation, leveragg OAuth2/OIDC and SSI mechanisms as appropriate. Finally, the approved
security policies are applied and enforced across the planes, completing theltivest security loop.
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This process ensures that security enforcement remains adaptive, proportional, and verifiable,
continuously aligned with live trust conditions and system behaviour.

Security Trust Function Diagram

[ | (o] (== ] ]
T

Phase 1 Trust Feasibility Assessment

Phase 2: Action Proposal & Deployment -

Publish achievable LoTW

— __________________Y_____‘

Figure67 Security Trust Function sequendiagram

4.7.3 INTEGRATION WITH OTHEERMPONENTS

Component  Protocol Action

(API/Kafka) (Read/Publish/Subscribe)
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CoCo Kafka Subscribe
CoCo Kafka Publish
aerOS REST API (vi Invoke
CAPIF)
DataOps  REST API/ Read
Telemetry

Deliverable D5.1

Consumes LoTw for the secur
dimension published by th€oCoon
the Security TF topic.

Publishes achievable trust lev
(feasible LoTw) and proposed secur
actions back to theCoCofor conflict
resolution and final calibration.

Receives deployment an
orchestration requests for Security
components, including vApp amApp
flavours, and executes approve
security enforcement actions.
Provides operational and telemetr
data used by the SecurityTF to
evaluate feasibility and determin
achievable trust levels.

Table13 Security TF communication with the SAFEcomponents

4.7.4 UNITTESTS

Security-UTL vApp¢ HTTR; Route Mounting Verification

Components

. HTTP Servérosting vVApp
. Route registration module(s)
. Application bootstrap (app)

Requirements

Features to be
tested

Test Steps

WNNEFPWNEFEPE WNRPFEPEOTD

. Applicationmust instantiate successfully
. Core route groups must be registered

. No external services are required

. Application bootstrap

. Route group mounting

. Internal router state

. Import the serverapplication instance

. Inspect registered routes

. Assert presence of expected paths

Verification Checklist for &urity-UT1.:

A WODN PR
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App instantiated

Health routes mounted

DID routes mounted

Key Management Service (KM&)tes mounted
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Execution Output
This unit test validates the structural correctness of the vApp HTTP server during application startup.

The test focuses exclusively on verifying that the application instance is successfully instantiated and
that the expected route groups are correctly mmded and exposed by the internal router. The
presence of the expected route prefixes (e.g., health, DID, and KMS routes) confirms that the routing
configuration is correctly wired and that the vApp can be started in a valid operational state. This test
does not validate functional correctness of the individual endpoints; such behavior is covered by
separate unit or integration tests where applicable. By validating route mounting independently of
runtime behavior, this test provides early detection of cgofation or wiring errors that could
otherwise prevent the vApp from starting correctly or exposing its required interfaces.

testsession starts =========== ——=—=—-—————-———————————————
n LowvApp Z HTTP > General > [integration] should have mounted the Veramo agent [3.37ms]

n Low vApp Z HTTP > DID Routes > [unit] should mount the /did routes [0.45ms]

n LowvApp Z HTTP > KMS Routes > [unit] should mount the /kms routes [0.25ms]
testsession  ends

Figure68 SecurityUT loutput

Security-UT2 vApp¢ SSkK Plugin Mounting Verification

Inspect available methods
Assert presence of plugin APIs

Components a. SSI Agent
b. Identity Plugin
c. DID Resolver Plugin (Fabric)
d. KMS Plugin
Requirements 1. Agent must initialize successfully
2. Required plugins must be registered
3. Plugin methods must be callable
Features to bel. Plugin registration
tested 2. Agent method exposure
3. Plugin wiring
Test Steps 4. Import initialized agent
5.
6.

Verification Checklist for &urity-UT2:

1 Agent initializes H n
2 Identity plugin mounted H N
3 Fabric DID resolver mounted H n

Execution Output:
This unit test verifies that the SSI agent initializes correctly and exposes the required ideatiy

capabilities through its plugin system. The test focuses on structural and wiring correctness by
ensuring that all mandatory plugins are registerenidathat their corresponding interfaces are

accessible through the agent instance. The validation is performed by importing the initialized agent,
inspecting the exposed methods, and asserting the availability of the expected plugin APIs. No
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behavioral logic, protocol execution, or external interactions are exercised. Successful execution of
this test confirms that the agent is correctly composed, that identity and resolver capabilities are
available to highetevel components, and that the H8yer can be safely relied upon as a foundational
building block for subsequent trust and security operations.

==== test session starts
n vApp Z SSI > Identity Plugin Tests > [unit] mounted the Identity plugin on Veramo [0.14ms]
n VvApp Z SSI > Identity Plugin Tests > [unit] returns the identity of the agent [0.26ms]

n VvApp Z SSI > Fabric Resolver Tests > [unit] mounted the custom Fabric resolver on Veramo [0.15ms
SSI > Fabric Resolver Tests > [unit] resolves a valid DID when gateway returns a docum
test session

Figure69 SecurityUT2 output

Security-UT3 vAppg SSk Database Initialization

Components a. SSI Agent
b. Database Abstraction Layer
c. SQLite (irmemory) Backend
Requirements 1. The agent must initialize an-memory database successfully
2. Invalid database configuration must raise a deterministic error
3. No external database service is required
Features to bel. Database bootstrap
tested 2. Configuration validation
3. Error propagation
1. Initialize the SSI agent with validimemory SQLite configuration
2. Verify successful database creation
3. Initialize the agent with an invalid database configuration
4

Verify that initialization fails with an error

Test Steps

Verification Checklist for &urity-UT3:

1 In-memory SQLitelatabaseinitializes 'H N
2 Agent starts with valid config H i
3 Invalid config throws error H 4

Execution Output
This unit test validates the correct initialization and defensive beh&vier 4§ KS {{ L I 3Sy (i Qa

layer. The test ensures that the agent can successfully bootstrap its internal database under a valid
configuration and that misconfigurations are detected and handled deterministically at initialization
time. The validatioris performed by instantiating the agent with both valid and invalid database
configurations and observing the resulting behavior. No higéeel agent logic, identity operations,

or external services are involved. Successful execution confirms thaethistgnce layer is correctly
wired, that configuration errors are not silently ignored, and that the agent fails fast and predictably
when invalid settings are provided.
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=test session SEU]
n vApp Z SSI>Database Tests > [unit]initializes anin - memory SQLite database successfully [101.05ms]

n vApp Z SSI > Database Tests > [unit] throws an error for invalid configuration [1.01ms]
test session ends

Figure70 SecurityUT3 output

SecurityUT4:Local Al Ageng, Configuration & Runtime Safety

Initialize the agent with a valid configuration
Inspect internal state and component availability
Verify successful startup without invoking inference or messaging

Components a. Local AAgent
b. Agent Configuration
c. Message Handler
d. Model Access
Requirements 1. The agent must initialize successfully with a valid configuration
2. Core internal components must be available after initialization
3. No external services are required
Features to be 1. Agent bootstrap
tested 2. Configuration loading
3. Internal component wiring
Test Steps 1. Import the Local Al Agent initialization module
2.
3.
4,

Verification Checklist for SecurityT4:

Agent initializes successfully
Configuration loaded correctly
Core components wired

No external dependencies required

IIII

A WODN P
e B i & 3l & i £}

Execution Output
This unit test validates the structural correctness of the Local Al Agent during initialization. The test

ensures that the agent can be instantiated with a valid configuration and that its essential internal
components are properly wired and accessible igainately after startup. The validation is performed

in isolation, without triggering inference logic, message consumption, or external service interactions.
Successful execution confirms that the Local Al Agent reaches a stable and operational baseline sta
providing a reliable foundation for subsequent trust evaluation, inference processing, and-action

triggering workflows.
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tests/unit/test_config.py::test_config_has_global_keys PASSED
tests/unit/test_config.py::test_env_is_str PASSED
tests/unit/test_config.py::test_port_is_int PASSED
tests/unit/test_config.py::test_secret_key_is_str PASSED

tests/unit/test_config.py::test_log_level_is_str PASSED
tests/unit/test_config.py::test_config_has_minio_keys PASSED
tests/unit/test_config.py::test_config_has_handler_keys PASSED
tests/unit/test_config.py::test_config_has_aeros_keys PASSED

—===—=—==—=—==—=—=—=——=————=—=——=————=——————=—==—=—====={@St Session ends ==================—=—=—=——=—=——=—-=——=—====
Figure71 SecurityUT4 output

SecurityUT5: Local Al AgertModel and Data Artifact Management

Load a valid model or dataset artifact

Verify that the artifact is stored and reused from internal state
Attempt to load an invalid or missing artifact

Verify that the error is handled gracefully

Components a. Local Al Agent
b. Model Registry
c. DatasetlLoader
d. InternalCache
Requirements 1. Model and dataset artifacts must be loadable under valid configuration
2. Previously loaded artifacts must be reused without redundant loading
3. Failures during artifact loading must be handled deterministically
4. No external storage service is required
Features to be 1. Model artifact loading
tested 2. Dataset loading
3. In-memory caching
4. Error handling and fallback behavior
Test Steps 1. Initialize the Local Al Agent model management module
2.
3.
4,
5.

Verification Checklist for SecurityTs:

Model artifacts load successfully
Dataset artifacts load successfully
Artifact caching is applied

Invalid artifact handled

IIII

A WDNPE
S 5 5 5

Execution Output ) o ) o o 5 o
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deterministic and faulolerant manner. The test ensures that artifacts can be successfully loaded
when valid, that repeated access reuses cached instancasgdial redundant operations, and that

loading failures are detected and handled predictably. The validation is performed without invoking
inference logic or external storage services, focusing strictly on lifecycle management and internal
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mechanisms are robust and suitable for reliable operation within the trust evaluation pipeline.

—test session starts
tests/unit/test_models.py::test_fetch_model_file_loads_and_caches PASSED

tests/unit/test_models.py::test_fetch_model_file_uses_cache PASSED

tests/unit/test_models.py::test_fetch_model_file_failure PASSED

tests/unit/test_models.py::test_fetch_model_dataset_loads_and_caches PASSED
test session ends

Figure72 SecurityUT5 output

SecurityUT6: Local Al Agert Messanging Input Handling and Validation

Components Local Al Agent

Message Handler

Input Parser and Validation logic

Internal Request Dispatcher

The agent must accept wdbbrmed input messages
Malformed or invalid messages must be handled safely
No unhandled exceptions must propagate to the runtime
No external messaging infrastructure is required

Message parsing

Input validation

Graceful error handling

Internal request routing

Initialize the Local Al Agent message handling component
Submit a valid trustelated message

Verify correct parsing and internal handling

Submit an invalid or malformed message

Verify that the agent handles the input safely without triggering unintent
behavior

Requirements

Features to be
tested

Test Steps

grONPEIRONMNERONMNEQO TO

Verification Checklist for SecurityT6:

Valid message parsed successfully
Missing or malformed input detected
Invalid message handled safely

No unintended side effects triggered

A WODN P
IIII
S 51 51 5

Execution Output

CKAA dzyAl GSad ot ARFGSa GKS NeRodzadySaa 2F (GKS |
incoming inputs are parsed and validated correctly and that malformed or incomplete messages do

not lead to runtime failures or unintended state changé&he test is performed in isolation, without

relying on external messaging systems or invoking inference or actggering logic. Successful

execution confirms that the agent enforces defensive input handling and can safely operate in
environments whee message quality or structure cannot be guaranteed.
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—test session starts
tests/unit/test_kafka.py:: test_handle_message_with_security_score PASSED

tests/unit/test_kafka.py::test_handle_message_without_security_score PASSED
tests/unit/test_kafka.py::test_handle_message_invalid_json PASSED
test session ends

Figure73 SecurityUTo output

SecurityUT7: Local Al Agert External Dependency Handling

Components  a. Local Al Agent
b. External Minio Service Utility
c. Internal Configuration
Requirements 1. Optional external dependencies must not be required for agent startup
2. Failures or unavailability of optional services must not cause agent crask
3. Errors must be handled deterministically and logged appropriately
4. Core agent functionality must remain unaffected
Features to be 1. Conditional integration
tested 2. External dependency invocation guards
3. Graceful failure handling
4. Isolation of optional services
1. Initialize the Local Al Agent with optional external integrations disabled
2. Verify successful agent startup and normal operation
3. Simulate failure or unavailability of an optional external dependency
4. Verify that the agent handles the failure without propagating errors

affecting core behavior

Test Steps

Verification Checklist for SecurityT7:

1 Agent starts without optional dependencie  'H N

2 Optional integration  guarded b H N
configuration

3 External failure handled gracefully H n

4 Core agent behavior unaffected H n

Execution Output: S o o 5 o
¢CKA& dzy AU 0uSau It ARFUSa uKS [20Ft 'L !3SyiuQa
external servicege.g. Minio) may be unavailable, misconfigured, or intentionally disabled. The test
ensures that such integrations are correctly guarded by configuration and that failures are handled in
a controlled and isolated manner. The validation is performed without relyingxéernal systems,
focusing on error containment and resilience at the agent boundary. Successful execution confirms
that optional dependencies do not introduce instability and that the agent maintains robust and
predictable behavior under partial integration conditions
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—test session starts
tests/unit/test_minio.py::test_try _download_minio_disabled

tests/unit/test_minio.py::test_try _download_minio_success PASSED
tests/unit/test_minio.py::test_try download_minio_s3_error PASSED
test session ends

Figure74 SecurityUT7 output

Security-UT8: vApp¢ HTTR; Core Initialization & Health Monitoring

HTTP Server

SSI Agent (mounted dependency)

HTTP Health Routes (/status)

Server must start with Veramo agent mounted
Health endpoints must be exposed

Server must return meaningful status and errors

Components a
b
Cc
1
2
3.
Features to bel. Server bootstrap
2
3
4
1
2
3

Requirements

tested Health route registration

Runtime health reporting

Error handling

Start HTTP server

Verify SSI agent is mounted

Call/status endpoint under normal and error conditions

Test Steps

Verification Checklist fofSecurity-UTS:

SSI agent mounted on server init
[statusroute registered

Valid status response returned
Unknown routes return errors

A WODN P
IIII
i B i & 3 & fin £}

Execution Output
This unit test validates the correct initialization and runtime readiness of the vApp HTTP server by

ensuring that core dependencies are mounted at startup and that health monitoring endpoints are
exposed and operational. The test focuses on structuralrantime correctness by verifying that the
server can start successfully with its required internal components attached, that the health/status
route is properly registered, and that meaningful status information is returned during normal
operation. Errothandling is also exercised by accessing undefined routes to confirm that the server
responds predictably to invalid requests. The test does not evaluate application logic or external
integrations but confirms that the HTTP layer provides a reliable emiiryt pnd basic observability

for higherlevel services.

Grant Agreement 101139031SAFEBGT HORIZONUSN&023 86



00
0::0
o0

Deliverable D5.1

n VApp Z HTTP > General > [integration] should have mounted the Veramo agent [3.37ms]
n vApp Z HTTP > Health Routes > [unit] should mount the GET /status route [12.58ms]

Figure75 SecurityUT8 output

Security-UT9: vApp¢ HTTR; DID Management API

Components a) HTTP Server
b) SSI DID Manager
DID Resolver
DID providers must be discoverable
DIDs must support aliases and components
Invalid inputs must be safely handled
DID creation

Requirements

Features to be

tested DID resolution
Component lookup
Error handling

Test Steps Query DID providers

Create DID (valid/invalid cases)
Resolve DID and components

c)

1

2

3

1

2.

3. Alias resolution
4

5

1

2

3

4. Delete DID

Verification Checklist foecurity-UTO:

DID providers listed

DID created successfully
Aliasbased resolution works
Invalid DID handled correctly

A WOWDN PP
IIITI
i & Y & e & P

Execution Output S ) o L S 3
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interface by exercising the full lifecycle of decentralized identifiers through the exposed REST API. The

test verifies that DID providers are discoverable, that new DIDs can be created and resolved
successfully, and that aliasesd component references are handled consistently. Both valid and

invalid input scenarios are evaluated to ensure that erroneous requests are detected and handled
safely without affecting server stability. The test focuses onléRl behavior and errohandling,

without assessing cryptographic properties or external resolution mechanisms, and confirms that the
HTTP layer provides reliable access to core DID management capabilities.
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=test session SEU]
HTTP > DID Routes > [integration] should list available DID providers [11.65ms]
HTTP > DID Routes > [integration] should list all DIDs [15.79ms]
HTTP > DID Routes > [integration] should create a new DID [305.86ms]
HTTP > DID Routes > [integration] should handle existing alias in DID creation [17.88ms]
HTTP > DID Routes > [integration] should handle invalid provider in DID creation [13.25ms]
HTTP > DID Routes > [integration] should resolve a DID [9.42ms]
HTTP > DID Routes > [integration] should resolve a DID component [14.25ms]
HTTP > DID Routes > [integration] should handle invalid DID for component lookup [0.94ms]
HTTP > DID Routes > [integration] should handle invalid component of a DID [2.84ms]
HTTP > DID Routes > [integration] should resolving DID using alias [20.46ms]
HTTP > DID Routes > [integration] should handle resolving invalid DID [0.95ms]
HTTP > DID Routes > [integration] should handle resolving an invalid DID alias [11.42ms]
HTTP > DID Routes > [integration] should delete a DID [122.61ms]
HTTP > DID Routes > [integration] should handle deleting an invalid DID [4.61ms]
test session ends
Figure76 SecurityUT9 output

Security-UT10 vAppg HTTRGKMS API

Components

Requirements

Features to be

tested

Test Steps

HTTP Server

SSI KMS

Cryptographic Providers (Ed25519, X25519)
Keys must be created, read, and deleted
Signing and encryption must function
Missing resources must fail gracefully
Key generation

Signing (data & JWT)

Encryption / Decryption

Error handling

List KMS providers

Create keys

Sign payloads

Encrypt/decrypt data

Delete keys

OrpONPERAPONPE WNEO T

Verification Checklist foSecurity-UT10:

A WN PR

Keys created successfully
Payload signing works

JWE encryption/decryption works
Missing keys handled correctly

IITIII
i & M & Jin & Jien 4

Execution Output:

¢ KAa

dzy Al GSail OHTTRhadedkey mandgkéreit intefka&e carectlylelpéses and

supports cryptographic key lifecycle operations. The test verifies that keys can be created, accessed,
and deleted through the exposed routes, and that core cryptographic operations such as aigphing
encryption/decryption execute successfully when valid inputs are provided. Error handling is also
exercised by attempting operations on missing or invalid key references to ensure that failures are
handled gracefully and do not impact server stahilifye test focuses on ARVel correctness and
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robustness, without evaluating cryptographic strength or external interoperability, and confirms that
the HTTP layer provides reliable access to essential key management capabilities required by higher
level security functions.

=test session SEU]
HTTP > KMS Routes > [integration] should list available KMS providers [13.88ms]
HTTP > KMS Routes > [integration] should create a new Ed25519 key [40.43ms]
HTTP > KMS Routes > [integration] should create an X25519 key for encryption [34.92ms]
HTTP > KMS Routes > [integration] should read an existing key [5.70ms]
HTTP > KMS Routes > [integration] should handle missing key [13.93ms]

HTTP > KMS Routes > [integration] should sign a data payload [25.49ms]

HTTP > KMS Routes > [integration] should sign a JWT payload [23.78ms]

HTTP > KMS Routes > [integration] should encrypt data to JWE [36.58ms]

HTTP > KMS Routes > [integration] should decrypt encrypted JWE [41.06ms]

HTTP > KMS Routes > [integration] should delete a key [43.43ms]

HTTP > KMS Routes > [integration] should handle deleting missing key [2.86ms]
test session ends

Figure77 SecurityUT10 output

Security-UT11: vApp¢ SSl¢ DID Operations

Components a. SSI Agent

DID Manager

DID Resolver

DID providers must be accessible
Alias handling must be consistent
Import and deletion must work
DID creation

Alias assignment

DID import

DID deletion

List DID providers

Create and resolve DID

Resolve by alias

Import DID with keys

Delete DID

Requirements

Features to be
tested

Test Steps

OBEWNRPAONRPONRE DT

Verification Checklist foSecurity-UT11.

DID created & resolved
Alias resolution works

DID import succeeds
Nonexistent DID fails safely

A WDN PP
IIII
S 5 50 5

Execution Output
This unit test validates the correct operation of decentralized identifier management within the SSI

agent, independently of any HTTP or external interfaces. The test exercises core DID lifecycle
functionality by verifying that identifiers can be createdsolved, aliased, imported, and deleted
GKNRdzZAK GKS +3SyiQa AyiaSNylrt ttLad . 204K &adz00Sa
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consistent alias handling and safe behavior when-ewistent identifiers are referenced. The test
focuses on internal agent logic and state management, without involving-BESTrouting or
external resolution services, and confirms that the SSI agenigies reliable and wedefined DID
operations for use by highdevel components.

=test session starts
n vApp Z SSI > DID Tests > [integration] lists DID providers [0.46ms]
n vApp Z SSI > DID Tests > [integration] lists all existing DIDs [41.39ms]
n VvApp Z SSI > DID Tests > [integration] creates and resolves a DID document [88.58ms]
n VvApp Z SSI > DID Tests > [integration] fails resolving a non - existent DID [0.48ms]
n VvApp Z SSI > DID Tests > [integration] creates a DID with alias and resolves it by alias [86.46ms]

n VApp Z SSI > DID Tests > [integration] fails resolving unknown alias [11.22ms]

n vApp Z SSI > DID Tests > [integration] resolves a DID component by fragment [57.78ms]
n vApp Z SSI > DID Tests > [integration] sets a DID alias [100.57ms]

n VvApp Z SSI > DID Tests > [integration] deletes a DID [142.13ms]

n vApp Z SSI > DID Tests > [integration] imports a DID with keys [81.85ms]
test session

Figure78 SecurityUT11 output

Security-UT12 vAppg SSk KMS Cryptographic Operations
Components SSI Agent

KMS

Crypto Providers

Keys must be generated and deleted
Signing & encryption must work
Errors must be deterministic

Signing

JWT creation

JWE encryption

Shared secret derivation

Create keys

Sign payloads

Encrypt/decrypt data

Generate shared secrets

Requirements

Features to be testec

Test Steps

PR PONEWONEO O

Verification Checklist foSecurity-UT12:

Keys generated

Data/JWT signing works
Encryption/decryption works
X25519 shared secret created

A WODN P
IIII
S 51 51 54

Execution Output
This unit test validates the correctness and reliability of cryptographic operations performed directly

0KNRdAK GKS {{L F3SyidQa (Se@ YIEylF3aSyYSyi OF LJ 0 A
cryptographic functionality by verifying that keys can be getesl and removed, that data and token

signing operations execute successfully, and that encryption, decryption, and shared secret derivation
behave as expected. Both successful and failure scenarios are evaluated to ensure deterministic error
handling andLINBRA Ol 6t S O0SKIFI@A2NXY» ¢KS (Said Aa LISNF2NI
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interfaces, without relying on external services or HTTP routing, and confirms that the SSI agent
provides a stable and secure cryptographic foundation for higgnezl identity and trust operations.

===test session SEU]
n VApp Z SSI > KMS Tests > [integration] lists available KMS providers [0.50ms]
n vApp Z SSI > KMS Tests > [integration] creates a new Ed25519 key [32.03ms]
n vApp Z SSI > KMS Tests > [integration] fails with invalid key type [0.97ms]
n VApp Z SSI > KMS Tests > [integration] reads an existing key [35.58ms]
n vApp Z SSI > KMS Tests > [integration] returns 404 for a missing key [9.84ms]

n vApp Z SSI > KMS Tests > [integration] deletes a key successfully [47.23ms]

n VApp Z SSI > KMS Tests > [integration] returns internal error for non - existing key [1.79ms]
n VvApp Z SSI > KMS Tests > [integration] signs data using an Ed25519 key [38.31ms]

n VApp Z SSI > KMS Tests > [integration] signs a JWT payload [40.10ms]

n VApp Z SSI > KMS Tests > [integration] encrypts and decrypts a JWE successfully [54.23ms]

n vApp Z SSI > KMS Tests > [integration] creates a shared secret using X25519 [65.98ms]
test session ends

Figure79 SecurityUT12 output

Security-UT13: Local Al Agent, Inference & Decision Logic

Components Local Al Agent

Inference pipeline

Input Validation and Preprocessing

Model and Artifact Manager

The agent must accept structured input metrics

Inference must execute successfully using loaded models
The agent must return a deterministic trust result

Invalid or incomplete inputs must be handled safely

No external orchestration services are required

Model loading and reuse

Input preprocessing and validation

Inference execution

Error handling during inference

Initialize the Local Al Agent with valid configuration

Load required model and preprocessing artifacts

Submit a valid input payload to the inference pipeline
Verify that a trust result is produced

Submit malformed or edgease input and observe safe behavior

Requirements

Features to be
tested

Test Steps

rONREIRONMNPEORLODNMEOQO O

Verification Checklist foecurity-UT13:

Model loads successfully
Inference returns trust result
Output schema is correct
Invalid input handled gracefully

A WODN PR
IIIZI
S 50 51 54

Execution Output
CKA& AYyOdS3aINIGA2Y GSad gFrtARFGSa GKS [20Ff 1L 1 3¢
workflow, from input ingestion through preprocessing and model execution to trust decision output.
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The test leverages real model artifacts and representative input data to exercise the full inference
path while remaining isolated from external systems and deployment mechanisms. Both valid and
adverse inputs are evaluated to ensure deterministic behaaiwt robust error handling. Successful
SESOdziaAzy O2yFANNA GKIG GKS 113SyiQa AyFSNByOS
subsystem, providing reliable trust evaluations to downstream components.

—test session starts
tests/unit/test_classification.py::test_prediction_rows_schema PASSED
tests/unit/test_classification.py::test_make_prediction_valid PASSED
tests/unit/test_classification.py::test_make_prediction_invalid PASSED

tests/unit/test_classification.py::test_make_prediction_handles_outliers PASSED
tests/unit/test_classification.py::test_make_prediction_missing_artifacts_raises PASSED
tests/unit/test_classification.py::test_make_prediction_multiple_rows PASSED

test session ends

Figure80 SecurityUT13 output

4.7.5 INTEGRATIORESTS

Security-IT1: Local Al Ageng, Trust Decisions & Action Triggering

Components a. Local Al Agent
b. Trust Score Consumer
c. Action Dispatcher (internal)
Requirements 1. Trust thresholds must be configurable
2. Trust decisions must be evaluated deterministically
3. Correct actions must be triggered for each trust level
4. No unintended actions must be triggered for low trust values
5. External orchestration systems are not required
Features to bel. Trust threshold evaluation
tested 2. Low / medium trust classification

3. Action triggering logic

4. Boundary condition handling

1. Initialize the Local Al Agent with a valid configuration

2. Submit a trust input producing a low trust decision

3. Verify that no action is triggered

4. Submit a trust input producing a medium or higher trust decision

5. Verify that the corresponding internal action is triggered

6

Repeat the test at the trust threshold boundary to verify determinism

Test Steps

Verification Checklist foSecurity-ITL:

Low trust detected correctly

Medium trust detected correctly

Correct action triggered for medium trust

No action triggered for low trust

Threshold boundary handled deterministically

ga b wN PP
IIIII
S 5 51 35
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Execution Outpu’t:A ] S o o 3
¢CKAA& AYUSANIXUuAZ2Y u0uSauv OFtARIFuSa uKS [20Ft 'L ! 3S
internal actions based on configurable thresholds. The test exercises the completddndiing
workflow, from trust input ingestion through deston evaluation to action triggering, while remaining
isolated from external orchestration systems. Both low and medium trust scenarios, including
boundary conditions, are evaluated to ensure predictable behavior and to prevent unintended
actions. Succeadfexecution confirms that the agent enforces trust policies consistently and that its
decisionto-action logic is reliable and suitable for integration within the broader security framework.

—test session starts

tests/unit/test_trust_handler.py::test_handle_request_triggers_medium_flavor PASSED
tests/unit/test_trust_handler.py::test_handle_request_low_trust_no_action PASSED

tests/unit/test_trust_handler.py::test_handle_request_threshold_boundary PASSED
test session ends

Figure81 Securityl T1 output

Security-IT2: Local Al Ageng, Gitlab CI/CDModel ServingPipeline

Components a. Model serving service
b. Model loading and initialization logic
c. Inference request handling pipeline
d. CI/CD execution environment
Requirements 1. The model serving service must start successfully after deployment
2. The trained model artifact must be loaded correctly
3. Valid inference requests must be processed successfully
4. Invalid or malformed requests must be rejected deterministically
5. The test must execute automatically as part of the CI/CD pipeline
Features to be 1. Model artifact loading during deployment
tested 2. Inference service availability

3. Request preprocessing and validation

4. Inference execution and response formatting

5. Error handling for invalid inputs

1. Model artifact loading during deployment

2. Inference service availability

3. Request preprocessing and validation

4. Inference execution and response formatting

5

Error handling for invalid inputs

Test Steps

Verification Checklist foSecurity-1T2:

CI/CD pipeline triggers model deployment
Model loads successfully after deployment
Model loads successfully after deploynten
Valid inference request succeeds

Invalid input rejected deterministically

ga b wN PP
IIIII
S 5 51 35
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Execution Outpu;‘c A ) o ) o o 3

¢CKAA AYUuUSANIUAZY u0uSauo OFrtARIFIUSa 0KS [2O0FE 'L '3
CI/CD workflow. The test is executed automatically upon code changes to a designated branch and
verifies that the deployed inference service correctly pdlde trained model artifact, exposes an
operational prediction endpoint, and handles inference requests as expected. Both valid and invalid

input scenarios are exercised to confirm correct request preprocessing, inference execution, and
deterministic err@ handling. The test does not assess model accuracy or deployment orchestration
success beyond service availability. Successful execution confirms that the model serving pipeline is
correctly integrated into the CI/CD process and that deployed modelsadyfor operational use.

tests/test_integration.py::test_valid_data PASSED

tests/test_integration.py::test_invalid_data PASSED
i i i issing_field PASSED
—==== —————=—== == test session ends ======== —=————=——c—

Figure82 Securityl T2 output

4.7.6 NEXTSTEPS

To enhance the resilience, accuracy, and operational efficiency of the Security Function, the
subsequent testing and validation activities are scheduled for the next development phase:

1 Expansion of Unit Test Coverage:

We will enhance the current unit test suite to comprehensively cover the internal decision logic
of the Local Al Agent, focusing specifically on trust threshold evaluation, feature validation, and
the deterministic mapping between inferred trust levelsyl/dviedium / High) and corresponding
enforcement actions.

1 Integration and E2E Validation:

A unified E2E validation process will be established to assess the Security Function ashaxblack
component operating within the broader SABE& system. The validation will span all relevant
architectural layers and communication planes, covering intésas from servicdevel entry points

at the vApp layer, through the Local Al Agent, and up to enforcement actions issued towards network
facing nApps.

The E2E tests will replicate a complete trust evaluation cycle, beginning with the injection of a security
related trust input (e.g., metrics, trust intent, or contextual signals) indlizingwith a concrete
enforcement decision. Validation focuses on correct message propagation, API interactions, and
consistency of side effects across components. This includes verifying that enforcement actions are
selectedaccordingo the assessed trust level and that failure scenarios, such as unavailable Al Agent
or nApp endpoints, are handled gracefully withdureakingerrors.

Integration is being considered across all relevant SAFE communication planes, including
interactions with core network and platform components via standardized interfaces (e.g., CAPIF) and
automated deployment and lifecycle management through aerOS. While this deliverapleasizes
functional correctness and integration readiness of the Security Function, the defined E2E validation
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framework explicitly supports progressive integration with the wider SBEGEecosystem in
subsequent phases and pilot deployments.

4.8 PRINACYTRUSTFUNCTION
4.8.1 OVERVIEW

The Privacy Function is a component tkaforces requested privacy levels in 6G networks through
automated, Aldriven decision making and executiofihe nLoTwis provided by tk CoCoand is
propagated with a unique executiddentification document(ID) for E2Etraceability. The Al Agent
interprets this numeric value and maps it to a predefined privacy profile. Based on this profile, the Al
Agent selects the appropriate vApp and requests its deployment. The vApp encapsulates the
enforcement logic for the selected privacy level aaddeployed in a fully containerized manner,
supportingK8senvironments.The vApp activates one or moné\pps that translate highevel privacy
intents into concrete network policies, such Bata Network Selectionand Sice ConfignAppapplied
through the 5G coreThese compoents use the Configuration Manager to load their config and then
apply their changesll components communicate asynchronously over Kafka, using the execution ID
to correlate actions and outcome$he system continuously monitors enforcement results and can
dynamically reconfigure policies or escalate actions if the requested privacy level is not maintained.
The overall design is modular, extensible, and cloative, enabling scalable and adaptaplivacy
enforcement across current and future mobile networks.

4.8.2 ARCHITECTURE

The internal operation of the Privacy Function and its interaction with other B&Emponents is
shown in the sequence of evenits Figure83; the CoCo sendhe nLoTwto the Al Agent over the

event stream (Kafka). The Al Agent maps the numeric value to a semantic privacy tier
(no/low/medium/high), selects the matching vApp and the set of requindgps. The chosen vApp

then composes concrete privacy policies and triggafspps to apply them by calling 5G
core/controlplane APIs (e.g., DNN and slice configuration). Each component reports status and logs
back over Kafka using a correlated execution_id; the Al Agent aggregates these results, verifies
whether the applied policies meet the requested privacy level, éintkcessaryissues corrective
actions (reconfigur@Apps, escalate to a stronger vApp, or roll back changes). Finally, the Al Agent
returns the outcome and audit log to the CoCo for authorization and rekeeging.
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Figure83 Privacy Trust FunctioBequence Diagram

4.8.3 INTEGRATION WITH OTKEERMPONENTS

The PrivacyHinterfaces with other components in 2 ways:Through the message brok&rThrough
APIs

Component Protocol Action Details
(API/Kafka) (Read/Publish/Subscribe’
CoCo Kafka Subscribe ReceivegsLorwfrom CoCo
CoCo Kafka Publish Sends back executed report |
executed actions and status
5G core HTTP Send Sends request to the API to apg

configuration changes
Table14 Privacy TEommunicatiorwith the SAFEBGcomponents

4.8.4 UNITTESTS

Privacy-UT1: Al Agent Privacy Level Selection

Objective To \erify that the Al Agent correctly maps numerical privacy levels to t
appropriate VApp type (Low, Medium, High).

Components a. Al Agent Decision Logic

Requirements Privacy levels-& No, 160-> Low, 6180 -> Medium, 83100-> High

Features to be tested Privacy Level Decision Logic

Test Steps 1. Mock the Kafka Connector

2. Call handle_vapp_selection with privacy levels 60, 61, 80, and 81.
3. Verify the returned component name matches the expected vApp t

Verification Checklist foPrivacy-UT1:

Step Description Yes No Comments

1 Level 60 maps to "loygrivacyvapp", H n
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2 Level 61 maps to "mediwprivacyvapp" H A
3 Level 81 maps to "higprivacyvapp" H A

PrivacyUT2: Al Agent Invalithput Handling

Objective To ensurethat the Al Agent returns an error response when receivil
invalid privacy level inputs.

Components a. Al Agent Input Validation

Requirements System must handle naeimteger or outof-bounds inputs gracefully.

Features to be tested Input Validation

Test Steps 1. handle_vapp_selection with invalid input,(101, "nota-number").

2. Check that the response dictionary contains an "error" key.

Verification Checklist foPrivacy-UT2:

Step Description Yes No Comments
1 Negative numbers return error H n
2 Numbers > 100 return error H n
3 Non-numeric strings return error H n

Privacy-UT3: Al Agent Execution Error

Objective To \erify that the execute_vapp method raises a ValueError if
unknown privacy string is passed internally

Components a. Al Agent Execution Logic

Requirements Internal methods should fail fast on invalid state

Features to be tested Error Handling

Test Steps 1. Call execute_vapp directly with "béalel".

2. Assert that ValueError is raised.

Verification Checklist foPrivacy-UT3:

Step Description Yes No Comments
1 ValueError raised for invalid level H n

Privacy-UT4: Results Message Validation

Objective To test that the ResultsMessage Pydantitodel accepts valid payload|
and rejects extra fields.

Components a. Messaging System (Pydantic Models)

Requirements Strict schema validation for intexervice communication

Features to be tested Schema Validation

Test Steps 1. Create a valid dictionary with success, log, execution_id, etc.

2. Validate it against ResultsMessage.
3. Add an extra field "unexpected" and verify ValidationError is raise«

Verification Checklist foPrivacy-UT4:
Step Description Yes No Comments
1 Valid payload accepted H n
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2 Extra fields rejected H A

Privacy-UT5: Results Message Type Enforcement

Objective To ensure that ResultsMessage enforces specific allowed values
component_type.

Components a. Messaging System

Requirements component_type must be one of the allowed literals (e.g., "vapp").

Features to be tested Enuml/Literal Validation

Test Steps 1. Create a payload with component_type="other".

2. Attempt validation and expect ValidationError.

Verification Checklist foPrivacy-UT5:
Step Description Yes No Comments
1 Invalid component_type rejected 4] H

Privacy-UT6: vApp Selection Message Validation

Objective To \erify that VappSelectionRequestMessagmorrectly validates the
privacy_level field.

Components a. Messaging System

Requirements privacy_level must be an integer.

Features to be tested Type Validation

Test Steps 1. Validate payload {"privacy_level": 45}.

2. Validate payload {"privacy_level": "bad"} and expect failure.

Verification Checklist foPrivacy-UT6:

Step Description Yes No Comments
1 Integer level accepted H n
2 String level rejected H A

PrivacyUT7: Action Message Defaults

Objective To \erify that ActionMessage automatically generates an execution |
if one is not provided

Components a. Messaging System

Requirements Every action must have a unique tracking ID.

Features to be tested Default Field Generation

Test Steps 1. Create a\ctionMessage without an execution_id.

2. Verify execution_id exists and is a rampty string.

Verification Checklist foPrivacy-UT7:
Step Description Yes No Comments
1 execution_id autegenerated 'H 4]

Privacy-UT8: Settings Configuration
Objective To ensure that the settings.toml file is loadable and contains critici

Kafka topic configurations
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Components a. Configuration Manager
Requirements Configuration file must exist and define topic names.
Features to be tested Config Loading
Test Steps 1. Load settings.toml.

2. Check for presence of keys "dev.aiagent.requests”
"dev.containermanager.requests”.

Verification Checklist foPrivacy-UT8:

1 Critical topics present in config X

Privacy-UT9: Slice Payload Creation

Components a. Slice ConfigApp

Requirements Payload must match 5G Core API spec (nested structure).

Features to be tested Payload Construction

Test Steps 1. Callcreate_slice_payload with specific parameters (throughput, r
UEs).

2. Assert nested keys like  NetworkSliceSubnet.RAN
SubnetProfile.resourceSharingLevel match inputs.

Verification Checklist foPrivacy-UT9:

1 Nested JSON structure correct H
2 Values mapped correctly 'H

s B s ]

Execution Output
The unit tests are designed to validate the correctness, robustness, and safety of the FPiaty

internal logic in isolation. They ensure that privdeyel interpretation, message validation,
configuration handling, and payload construction behave deterministically and fail safely under invalid
conditions. This reduces the risk of incorrect privanjorcement and guarantees reliable behavior
before components are composed into an eiodend system.

At the foundation of this testing strategy is Privddy1, which addresses privacy level selection by
ensuring deterministic and correct mapping from numerical privacy levels to semantic privacy tiers
and corresponding VApps. This test establishes thatpyi classifications are interpreted consistently
across all invocations, eliminating ambiguity in privacy tier assignment and creating a reliable baseline
for all downstream operations. Building upon this foundation, Privd€® validates invalid input
handling by verifying that malformed, nemumeric, or outof-range inputs are rejected early,
preventing undefined enforcement behavior. By catching invalid inputs at the boundary before they
propagate further, this test mitigates the risk of downstream camgnts operating on corrupted or
nonsensical privacy directive@nce inputs are validated, Privady'3 confirms that execution error
handling fails fast when encountering invalid internal state, improving system debuggability and
safety. Rather than allowing the system to propagate errors silently through multiples|aies test
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ensures that internal inconsistencies surface immediately and provide actionable diagnostic
information for rapid issue resolutioVith correct execution flow established, the systenust
ensure message integrity. Privady4 enforces strict schema validation for result messages,
preventing schema drift and unexpected fields in imtervice communication. This validation step
protects against subtle compatibility issues that arise whéresws diverge between producer and
consumer, ensuring reliable integration with downstream syster@@mplementing schema
validation, PrivacyJT5 guarantees that only explicitly allowed component types are propagated,
preserving semantic consistency acressvices. By enforcing type constraints at the message level,
this test prevents inadvertent type confusion or unsupported component classes from traversing
service boundaries, maintaining the integrity of the information floWhis typesafety discipline
extends upstream as well. Privadyf6 verifies strong type enforcement for incoming privisel
requests to avoid runtime casting or interpretation errors. This upstream validation complements the
downstream type enforcementalidated in PrivacyJT5, crating a defensén-depth approach to type
safety that protects the system at multiple boundary poini® enable observability throughout
execution, PrivacyT7 ensures automatic generation of execution identifiers, enablingtemnd
traceability without relying on external components. This-selfitained identifier generation reduces
coupling to upstreamsystems and guarantees that every execution instance can be tracked
independently, facilitating debugging and audit traldefore the system can exeeuteliably, Privacy

UT8 confirms that required Kafka topics and configuration parameters are present before runtime
execution. This startup validation prevents silent failures caused by misconfigured deployment
environments and ensures that all runtime dapencies are satisfied, catching environmental issues
early rather than during operatiorkinally, PrivacyT9 validates correct construction of nested 5G
Core API payloads to prevent misconfiguration at the network control plane. By verifying payload
structure in isolation, this test catches integration defects before they propagate to network control
plane APIs where debugging becomes significantly more complex, ensuring that the Privacy TF
correctly translates privacy requirements into valid networkfiguration directives.

Below weprovidelil KS O2y a2t S 2dziLidzi 2F (GKS dzyAdG GS&ad adzii
even though we have defined 9 tests above, the output mentions 11 passed tests. That happens
because one of the 9 defined ones is executed 3 times with different inputsefter coverage.

===test session starts ===
platform linux -- Python 3.8.10, pytest - , pluggy -1.5.0 -- /home/ubunt
cachedir: .pytest_cache
rootdir: /lhome/ubuntu/safe6g/privacy - function
configfile: pytest.ini
plugins: mock -3.14.1
collected 11 items

tests/unit/test_ai_agent.py::test_handle_vapp_selection_thresholds_low_medium_high PASSED [ 9%]
tests/unit/test_ai_agent.py::test_handle_vapp_selection_invalid_input_returns_error[ -1] PASSED [ 18%)]
tests/unit/test_ai_agent.py::test_handle_vapp_selection_invalid_input_returns_error[101] PASSED [ 27%)]
tests/unit/test_ai_agent.py::test_handle_vapp_selection_invalid_input_returns_error [not - a- number] PASSED [ 36%]
tests/unit/test_ai_agent.py::test_execute_vapp_invalid_privacy_level_raises PASSED [ 45%)]
tests/unit/test_messages. st_results_message_accepts_valid_payload_and_rejects_extras PASSED [ 54%]
tests/unit/test_messages. st_results_message_component_type_literal_enforced PASSED [ 63%]

tests/unit/test_messages. st_vapp_selection_request_and_response_validation PASSED [ 72%]

tests/unit/test_messages.py::test_action_message_defaults_and_validation PASSED [ 81%]

tests/unit/test_config.py::test_settings_contains_expected_topics PASSED [ 90%)]
napps/test_slice_config st_create_slice_payload_structure PASSED

=%1 passed in 0.37s ====

Figure84 PrivacyUnit tests Outputs

4.8.5 INTEGRATIORESTS

Privacy-IT1: Kafka Roundtrip
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Components a. Kafka Broker
b. Kafka Producer
c. Kafka Consumer
d. Kafka
Requirements Working Kafka environment defined in KAFKA BOOTSTRAP_SERVERS
Features to be Messaging Infrastructure
tested
Test Steps 1. Create a unique ephemeral topic.
2. Produce a VappSelectionRequestMessage (privacy_level=42).
3. Consume the message from the topic.
4. Validate the consumed message matches the sent model.
5. Validate the consumed message matches the sent model.

Verification Checklist foPrivacyIT1.:

Topic created successfully
Message produced without error
Message consumed and validated
Topic cleaned up

0 5 50 59

A WN P
IITITI

Privacy-IT2:K8sManager Live Pod Lifecycle

Components a.K8sManager
b. K8sCluster (Local or Remote)

Requirements Active Kubeconfig and permissions to manage pods in the de
namespace.

Features to be tested Container Orchestration

Test Steps 1. InstantiateK8sManager.
2. Request creation of a "busybox" pod with specific env vars.
3. Poll the cluster until the pod reaches "Running" or "Succeeded" st
4. Delete the pod via the manager.
5. Verify the pod is removed from the cluster.

Verification Checklist foPrivacy-IT2

1 Manager connected to cluster H n
2 Pod created and reached Running st: 'H N
3 Pod deleted successfully H A

Execution Output:
The integration tests validate the correct interaction of the PrivBEEwith its runtime infrastructure,

including messaging and orchestration systems. They demonstrate that the system operates correctly
in realistic environments and that individual components interoperate as intended when deployed.
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Integration TestLevel Motivation

1. PrivacylT1 (Kafka Roundtrip)
Verifies reliable endo-end message production, consumption, and validation in a live Kafka
environment.

2. PrivacylT2 (K8s Manager Live Pod Lifecycle)
Confirms that the Container Manager can deploy, monitor, and clean up real workloads on
an active Kubernetes cluster.

St2¢ 6S KIPS LI AGSR GKS O2yaz2ftS 2dzildzi F2N GKS

=est session starts
platform linux --  Python 3.8.10, pytest -8.3.5,pluggy -15.0 -- /home/ubuntu/safe6g/privacy - function/venv/bin/python
cachedir: .pytest_cache
rootdir: /home/ubuntu/safe6g/privacy - function
configfile: pytest.ini

plugins: mock -3.14.1

collected 2 items

tests/integration/test_kafka_roundtrip.py::test_kafka_produce_consume_roundtrip PASSED [ 50%]
tests/integration/test_kubernetes_manager_live.py::test_kubernetes_manager_create_run_delete_pod [100%
======================================================2-passed in 43.98s

Figure85 Privacyintegration Test Outputs

4.8.6 NEXTSTEPS

To further ensure the robustness, reliability, and productieadiness of the Privacy Function, the
following testing activities are planned for the immediate future:

1. Expansion of Unit Test Coverage:

a. We will integrate the remaining suite of unit tests that are currently in a staging phase.
This includes comprehensive coverage for the dnn_configp, specifically focusing
on quality of service (Qogparameter validation and preemption capability logic.

b. Additional test cases for the low_privacy_vapp will be added to verify behavior under
high-load configuration requests and to ensure correct fallback mechanisms when
resource sharing levels are at their maximum.

c. We will also formalize tests for the ContainerManager's internal state handling to
ensure it gracefully recovers from transigf8sAPI failures.

2. E2BEvalidation:

a) We willimplement a fultycle E2E test suite that treats the system as a black box. These tests
will simulate a complete user journey: injecting a privacy_level request into the entry Kafka
topic and polling the final output topic for the completion signa

b) The E2E validation will verify not just the successful message flow, but also the side effects:
ensuring that the correct "mock" API calls were made to the 5G Core (verifying the correct
slice parameters were applied) and that tKk@spods were spun up and torn down in the
correct order.
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4.9 RESILIENCERRUSTFUNCTION

4.9.1 OVERVIEW

The Resilienc&Fin SAFE D NBLINB&aSyida (GKS ySGé2N] Qa FoAfAGe 0
address faults or attacks, thereby allowing for graceful degradation and rapid recovery. This approach

relies on intentbased, Aldriven operations and uses a sophisticatietent ontology grounded in

knowledge management and semantic modeling. Riesilience Thtegrates severaliL models for

monitoring cellular network status, predicting QoS, and detecting anomalies, all within an
orchestrated pipeline that uses rulgased actions. These actions may include prioritizing or rerouting

network traffic, optimizing terminal subscriptioparameters such a8G Quality Indicato(5Q)),

Allocation and Retention Policy (ARB) Session and Service Continuity (S$@J refining the

allocation of NB that support the terminal. Collectively, these techniques enable $&-Eo

anticipate, absdv, and recover from faults or attacks while maintaining uninterrupted service.

4.9.2 ARCHITECTURE

The Resilience TF is divided into three internal modulesL®bal Al Agenis the cornerstone of the
function. Its role is to interpret the level of trustworthiness request from the CoCo and combine it with
reaktime statistics and information read from the usegntric core and cloudontinuum DataOps to

1) run the Al models tgredict what is the achievable level of resilience and 2) determine the
Resilience Flavor to apply. It then activates th#gp which is in charge to enforce the Resilience
Flavor.To do so, it runs a flavor specific Al Model that predicts which sets of rules are needed. Finally,
the nAppisinvoked to apply those rules.

The internal operation of the Resilience TF and its interaction with other-GBF®&mponents is
pictorially described in the sequence diagranr@fure86. The typical Resilience TF mode of operation
starts when it receives a message from th&&that includes the identifier of the UE whose Resilience
must be guaranteed and the nLwTo be enforced.

Firstly, the Local Al Agent retrieves the network statistics and information relevant for the UE,
guerying the Usefentric Core network and the DataOps APIs. With this information and the type of
UE-smartphone or XR glassehe achievableLoTw éLoTWw) Al predictor is run. The predicted value
brings the flavor of Resilience to be appliémv, medium or highand is fed back to the CoCo. There
might be conflicts in those cases when the required level of Resilience cannot be guaranteed, for
example if tlie XR glasses UE is connected in a location where the occupancy level of teentser
network is so high that cannot bring the required noThe CoCo is in charge to resolve such
conflicts.

Once the CoCo receives the feedback from all theTifgeand resolves the possible conflicts it might
encounter, it provides the cLefand the flavor of Resilience that must be enforced by the Resilience
TFE The Local Al uses this information to select and invoke the appropriate vApp. There are different
vApps depending on the type of tinartphone or XR glassesd the Resilience flavdow, medium

or high.
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All the vApps share the same flow of operation but run different Rule Selection Al models, each one
trained specifically for the type of UE and Resilience flavor, and generate the Rules needed to
guarantee the level of resilience. Those Rules are clabgifie three groups:

1 UE subscription optimization Rules. These rules optimize the subscription in theNBRM
provide the required flavor of Resilience. It manages parameters like 5QI, ARBCSSC,

1 QoS optimization Rules, include rules to create sessions with specific levels-aijreee
quality. It leverages the ASsessionWithQoS NEF features.

1 UENF allocation optimization rules. These rules are used for those flavors that require a very
high level of resilience. They modify the assignation of the UPF where the UE is anchored, to
select a UPF that provida better level of Resilience.

nApps are invoked by the vAppsery timea set of Rules must be applied. The nApp is able to
transform these Rules into the specific operations of the 6G Core that are required, including updates
in the UDM, specific NEF calls or proprietary 6G Core API calls through the CME&paHinally
informs the CoCo aboueach and evergxecuted operation, so that thknowledge base can be
enlarged for futureretraining processes.
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Figure86 Resiliencd rustFunctionSequence Diagram

4.9.3 INTEGRATION WITH OTHEERMPONENTS

The Resilience TF interacts with the components of the -$&Fglatform through the following
interfaces:

CoCo Kafka Subscribe Local Al AgergetsnLo™w from CoCo
Publish  Local Al Agemublishes the achievabRavor of
Resiliencdor the CoCo
Subscribe Local Al Agent getd ow from CoCo
Publish  Local Al Agentublisheghe activated Resilience
Flavourfor CoCo
Publish nApppublishes executediles andactions for CoCo
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CAPIF RESTOI API Read  Gets the auth tokens required to consuriee APls of
other modules
MLOps RESTful API Read Local Al Agent and vApetrieves the more recently
trained Al moded
DataOps RESTful APl Read Local Al Agent and vAget the required datto feed
the models
aerOS RESTful APl  Write  Local Al Agendeploys and instantiates the required
VApPpsS
6G Core CMCAPI Read Local Al Agent and vAget the required datto feed
the models
CMC API Write nAppapplies the network configuration requirdxy
the Rules
NEF API Write  nAppapplies the network configuration requirdxy

the Rules
Tablel5 Resilience TF communication with the SABEcomponents

4.9.4 UNITTESTS

This sectiomutlinesthe unit testsdevelopedo verify the algorithms and logic withthe components

of the Resilience Functiolhese tests are designed to ensure that the models yield consistent
outcomes when executed under controlled conditions. Unit tests isolate the targeted software
module for evaluation, employing mocks for any dependent modules required during testing.

4.9.4.1 AIMODELS

The Resilience TAl modelsconsumethe status of the network, cloud continuum and use case
applications relevant tahe UE with the goal to predict what is thevel of Resiliencéhat can be
providedfor the UE.The following Unit Testimulatesknown context situatios where the achievable
level of Resilience Ismown and check whether the Al model prediction is correct

Prerequisites
A mockup is required to simulate the DataOpsmponent, so that the Al Models can be fed with the

data representative for the Unit Test.

ResilienceUT1¢ Resilience Level and Flavour Predictor

Components a. Al Model
b. DataOps mockip service
Requirements N/A
Features to be tested Output of the Al model is as expected
Test Steps 1. Activate Al Model with input context information

2. Check that the Al Model reads the relevant information from
DataOps mockip
3. Get Al Model output

Test case IXR glassesl oW low value andlavor low
Verification Checklistthe Al Model must indicate the following results

1 Achievable Lo H n
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2 Resiliencdlavor. low H

5}

Test case 2XR glassesl .o medium value andlavor medium
Verification Checklistthe Al Model must indicate the following results

1 Achievabld_oTw H
2 Resiliencdlavor. medium H

S 5

Test case 3XR glassesl o high value andlavorhigh
Verification Checklistthe Al Model must indicate the following results

1 Achievabld_ow H
2 Resilience flavour: high H

S 5

Test case 4SmartphonealLoTv low value andlavor low
Verification Checklistthe Al Model must indicate the following results

1 Achievabld_oTw H
2 Resilience flavour: low 'H

S 5

Test case 5SmartphonealLoT medium value andlavor medium
Verification Checklistthe Al Model must indicate the following results

1 Achievabld_.oTw H
2 Resilience flavor: medium H

i & Jien B}

Test case 6SmartphonealoTv high value and flavor high
Verification Checklistthe Al Model must indicate the following results

1 Achievabld_.ow H
2 Resilience flavor: high H

i & e B}

Execution Output
The 6 Test Cases of thiait Test 1 of the Resilience Functioar&gexecuted as defined in the sections

above. They verified that the achievable level ofrustworthinessand the achievabldlavor of
Resiliencewere correctly predicted whenthe deterministic input was read from the mock of the
DataOpsThisdemonstrated that the Al Modevasproperly trained at leastfor the specific conditions
of the Test Casefigure87 shows thesummary of the tests results.
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test session starts
platform darwin - .3, -9.0.2, pluggy -1.6.0
cachedir: .pytest_cache
configfile: pyproject.toml|
plugins: anyio  -4.10.0
collected 6 items

tests/ai_models_unit_test.py::TestAlModels::test_phone_high_alotw PASSED
tests/ai_models_unit_test.py::TestAIModels::test_phone_low_alotw PASSED
tests/ai_models_unit_test.py::TestAIModels::test_phone_medium_alotw PASSED

tests/ai_models_unit_test.py::TestAlModels::test_xr_high_alotw PASSED
tests/ai_models_unit_test.py:: stest_xr_| PASSED
tests/ai_models o X PASSED
6 passed in 0.07s

Figure87 ResiliencéJnit Tests Outputs

4.9.5 INTEGRATIORESTS

This sectiomlescribeghe integration testscreatedto ensurethe correct interaction betweeinternal
Resilience TF modulesd the SAFBEG componentsThetests use synthetic predefined inputsand
rely onmocks fordependentmodules The expectedutput isthen compared with the actual output
to confirm whetherthe testpassesr not.

4.9.5.1 LOCALAIAGENT

The Resilience TEocal Al Agent orchestrates all the actions requiredlétermine the achievable
flavor of Resiliencbased orthe UE andevel oftrustworthiness demandelly theCoCaand the actual
network conditions. Onc¢he CoCoconfirms the Resilience flavor to be enforcedbdots up the
appropriate vVAppThefollowing Unit Tests simulate thateractionsfrom the CoCo and validate if the
Local Al Agemrocesses them correctly and generates the expected outputs

Prerequisite
Mock-ups are required to simulate the components that interact with the Local Al Agent:

1. MLOps component: to run the required Al models to calculate the achievable LoTw and the
vApp flavour.

2. aerOS component: to discover and deploy t#gp and nApp.

3. Message Broker: to simulate the inputs and read the outputs of the Local Al.Agent

ResilienceUT2 ¢ Al Agent Initial Feedback Flow

Components a. Local Al Agent
MLOps mockup service
c. Message Broker moakp service
Requirements N/A
Features to be Activation of the Flow between Message broker, Al Agent and Al Mod
tested
Test Steps 1. Publish a JSON message in the Message Brokerupadtiat indicates the
userlD and requiredow
Local Al Agent activates the MLOps mapk
3. MLOps mockup provides an achievableow that will be sent in JSOI
format.

c

N
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Test case IMessage processed by Al Agent with feedback flow.
Verification Checklist: test_message_processing_flow

1 Al Agent receives information from the Kafka topic mock H 1

2 Al Agent sends the information to MLOPs mock and receives 'H A
result of it.

3 The Al Agent publishes a JSON message in the Message H 1

through Kafka with the flavor andow

Test case Validates batch processing of multiple users with different resilience scores, same process
asTest case 1
Verification Checklist: test_multiple_messages_processing

1 Al Agent receives information from the Kafka topic mock H 7
2 Al Agent sends the information to MLOPs mock and receives '"H R
result of it.

3 The Al Agent publishes a JSON message in the Message 'H 1
through Kafka with the flavor andow

ResiliencdJT3 ¢ Al Agent Final Feedback Flow

Components a. Local Al Agent
b. MLOps mockip service
c. aerOS mockip service
d. Message Broker moakp service
Requirements N/A
Features to be  Activation of the vApp
tested
Test Steps 1. Publish a JSON message in the Message Brokerumpoitiat indicates the

requiredLow

Local Al Agent activates the MLOps mapk

3. MLOps mochkup provides an achievable wand flavor that matches witf
the aLow

4. Local Al Agent calls the aerOS mapkio discover the vVAPP

a. aerOS activates the vApp if it was not running

Local Al Agent provides th@Tw and flavor to the vVAPP

Local Al Agent publishes a JSON message in the Message Brokearpn

that informs about the activated flavour ariabw.

N

oo

Test case validates deployment strategy for users with low resilience scores (< 40).
Verification Checklist: test_final_score_low_deployment

1 Al Agent receives the final score from the Kafka topicm 'H R
2 Al Agent deploys the flavour that has received from Cc '"H 4  Low vApp and nApj
deploying the corresponding vApp and nApp configuration
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3 The Al Agent receives the status of the vApp and n 'H
deployment and publishes a JSON message back tc
CoCo through Kafka

Test case 4Validates deployment strategy for users with medium resilience score8Q%0
Verification Checklist: test_final_score_medium_deployment

1 Al Agent receives the final score from the Kafka tt 'H 1
mock
2 Al Agent deploys the flavour that has received fr 'H A  Medium vApp and
CoCo, deploying the corresponding vApp and nApp nApp configuration
3 The Al Agent receives the status of the vAppand n 'H 1

deployment and publishes a JSON message back t
CoCo through Kafka

Testcase5: I f ARIF 1Sa RSLI 2@YSyd &a0NrdS3e F2NJ dzaSNE 64
Verification Checklist: test_final_score_high_deployment

1 Al Agent receives the final score from the Kafka topicm 'H R

2 Al Agent deploys the flavour that has received fromCc 'H 73 High VvApp anc
deploying the corresponding vApp and nApp nApp configuration

3 The Al Agent receives the status of the vApp and n 'H A

deployment and publishes a JSON message back tc
CoCo through Kafka

Execution Output

All the Test Cases of tlnit Tests 2 and 8f the Resilience Function were successfully execuaad
they verified thatthe Local Al Agentan interact with its required componeitterfaces including
MLOps, aerOS, vApandthe MessageBroker.Figure88 shows the summary of the test results.

test session starts
platform darwin -- Python 3.10.17, pytest -9.0.2, pluggy -1.6.0
cachedir: .pytest_cache
collected 5 items

test/aiagent_unit_test.py::UnitTestAlAgent::test_final_score_high_deployment PASSED

test/aiagent_unit_test.py::UnitTestAlAgent::test_final_score_low_deployment PASSED
test/aiagent_unit_test.py::UnitTestAlAgent::test_final_score_medium_deployment PASSED
test/aiagent_uni .py::UnitTestAlAgent::test_message_processing_flow PASSED
itTestAlAgent::test_multiple_messages_processing PASSED
§passed in 0.06s

Figure88 Resilience Integration Tests Outputs

4.9.6 NEXTSTEPS

The team is engaged in an ongoing, iterative process to develop the modules of the Resilience
function. The primary focus is on refining both the architecture and functionality of these modules to

ensure they are closely aligned with the overarching objestof the project. The planned next steps
are:

1. Evolve the Resiliende: Evolve the Al models, which were initially constructed using synthetic
datasets, to consume and handle real data from the Cellular (RAN and Core) networks.
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Collaboration is ongoing between Telefénica, Cumucore, and the Polytechnic University of
Valencia to finalize the lists of KPIs used to assess the network resilience, as well as to agree
on the full catalogue of corrective and preventive actions triggeliedluding network
subscription optimization, quality of service management adB (Network Function)
selection optimization. Insights from each development cycle will be fed back into the process
to steadily improve resilience prediction accuracy.

2. Verification and validatioare prioritized by developing comprehensive tests in parallel with
model iterations, ensuring correctness, stability, and intendsehavior under varied
conditions.

a. Unit test coveragds being expanded across all critical modules, including the Al
models, the Local Al Agent, andppAnApp. Special attention will be given to edge
cases, such as nulls, eoftrange values, malformed inputgnd fault-injection
scenarios

3. Integration and E2E validation. Integrate the modules with the rest of the SA&G

components: CoCa /1Tt LCZ al hlLlaz 51 Gl hL&AzX
Once integrated, test crosdomain interactions under both normal and degraded operating
conditions.

4.10RELIABILITYRUSTFUNCTION

4.10.1 OVERVIEW

The ReliabilityTFexploits AI/ML methoddo ensure thereliability of applicationsdeployed in 6G
networks,contributing in this wayto the overall trustworthines®f 6G.Within SAFBG, it operates
o0l aSR 2y ( KiFyfirdpefondddmulli-My@rdngnitoringacrosshe different planes of the
system(edgecloud continuunplane system openness plane and servagplicationplane). Then, it

leverages AML mechanismssuch as deep neural network& continuously predict application
reliability and, when needed takesactions(e.g. scale up/out of system resourcés)ensure that the
reliability level requested by the user (via theoTw is maintained throughoutthe entire service
lifecycle

4.10.2 ARCHITECTURE

The internal operation of the Reliability TF andiiteeraction with other SAFBG componentss
pictorially described in theequencediagramof Figure89.

The workflow begins when the CoCo publishesrtbheTw score to the Al Agent of the Reliability TF
via the / 2/ Zn@ssage brokerKafkdRedPanda This score encapsulates the user's desired
trustworthiness level for the deployed service. Upon receiving the score, the Al Agent semantically
maps the numerical LoTw value to a trust filaw, medium, or highestablishing the operational
baseline for subsequent decisionaking.

Next, the Al Agent initiates thEFby acquiring a secure token from CAPIF to authenticate its actions.
It then issues deployment requests to the aerOS orchestrator, which provisions the selected vApp and
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nApp instances across the SAEEG infrastructure. The vApp retrieves the appropriate Al/ML model
from the Model Store (MinlO), while both vApp andpp independently acquire CAPIF tokens to
validate their configuration and API access rights.

Once deployed, th@Appbegins collecting telemetry and contextual data from multiple distributed
sources:

1 The EdgeCloud Continuum for infrastructusevel metrics.
9 The 5G Core for netwoilkevel performance indicators and session data.
1 The Metaverse Manager for applicatibevel metrics and immersive service context.

ThenApp processes the raw input and forwards structured data to the vApp. The vApp applies the
selected AI/ML model to analyze the data and generate reliability predictguth as forecasting
anomalies, performance degradation, service instability relative to the user's LoTw requirestent
These predictions arten transmitted back to the Al Agent.

Based on the predictions, the Al Agent determines whether proactive reliability actions are required
(e.g., scaling resources). If so, it publishes the proposed actions to the Message Broker. The Conflict
Resolution module consumes these acticansgl through its internal operations éonfirms or rejects

them. Approved actions are executed by the Al Agéithe TFacross multiple domains:

9 Through aerOS for orchestration and deployment.
1 Viathe Metaversélanager for applicatiotkevel enforcement.
1 Directly on the 5G Core for netwol&vel optimization.

Finally, the Al Agent transmits the executed reliability actions and outputs back to the CoCo,
completing the trust orchestration loop.
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Figure89 Reliability Enction Sequence diagram

4.10.3INTEGRATION WITH OTKERIPONENTS

The Reliability TF interacts with tttomponentsof the SAFBG platform through the following
interfaces:

Component Direction Protocol/Topic Details

CoCo Al Agent Kafka/RedPanda Receives nLoTw from CoCo
Al Agent aerOS aerOS API DeployTF

aerOS VApp aerOS API Deploy vApp

VApp MLOps REST Select AI/ML model

MLOps VApp REST Provide model for inference
aerOS nApp aerOS API Deploy Network App

nApp DataOps REST Request Metrics

nNApp 5GCore API REST API request
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nNApp VApp Internal Message Broke Send processed data
VApp Al Agent Internal Message Broke Send predictions
Al Agent CoCo Kafka/RedPanda Publish TF actiohsutputs
CoCo Al Agent Kafka/RedPanda Sends back executed actidostputs

Tablel6 Rdiability TF communication with the SABE components

In Figure 90, the Gitlab pipeline of the ReliabilityF executes automatically both the unit and
integration test. The following picture depicts th@tlab pipeline dashboardof the nApp jobs that
havebeenexecuted successfullfthe lint tess check the structure of the code for any formatting
errors. The unit tests check the functionality of isolatesbdulescomponents The integration tests
checkthat the communicatiorbetween modules/components woslcorrectly.

“‘ SAFE-6G Development Reliability Function Net App Pipelines #2191416414

Edit test_integration_network_app.py

@ Passed  Created 1 week ago by Anastasios Vetsos, finished 1 week ago
For commit 6c9b3694 [Q

In NetApp_EUCNC

latest branch €0 3 jobs (Y 57 seconds, queued for 14 seconds

Pipeline  Jobs 3 Tests 0

lint unit_test integration_test

Q
Q

@ lint (9] @ unit_tests @ integration_tests

Figure90 Integration Test

4.10.4UNITTESTS
Reliability-UTL: Splittime window

Components a. ReliabilitynApp

Requirements 1.nApp deployed
2. Start and end timestamptefined

Features to be tested Time window splitting logic

Test Steps 1. Define the start and end timestamps
HO /[ Fff aalX AGeidAYSYsAyR26¢ 7T
3. Verify the count and boundaries of the chunks

Verification Checklist foReliability-UTL:

1 Returns the correchumberof chunks for the split time window  'H
2 Returns each chunk of equal length H

S

Execution Output
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The ReliabilityUT2ensures that the data is fetched optimally and efficierily splitting the time
window for the data requestsany change in the time window could result in data loss so a unit test
for a required time window was createbh Figure91two messages are shown, the first notifies about
the time window and the number of chunks that the message will be split. The second about the
successful outcome of the test.

—test session starts
Ran 1 test in 0.000s
OK
Reliability - UT2 Split time window

n Time window splitting test passed

test session ends
Figure91 ReliabilityUT1 output

Reliability-UT2: Successfulljetch metric data

Components a. ReliabilitynApp
Requirements 1.nApp deployed

2. Required namespacesfined
Features to be tested Fetching of the metrics successfully
Test Steps 1. Mock a successful response

2. Filter the required namespaces
od /it aFSUOKYYSIUNROUYRI
4. Verify the results

Verification Checklist foReliability-UT2:

1 Returns a successful status H N
2 Filters only the required namespaces H N
3 Verify data structure H

Execution Output
The ReliabiliyJT?2 validates that theAppfetches the data from th®ataOpsand filters only the data

from the requirednamespaceshroughtt KS a FS G OK ¢ Y S (i NFigued2 four messaFedzy O A 2
are shown, the first shows the time window and the selected metric(s) being fetched. The second and

third messages follow the requirements mentioned in the verification steps and the fourth notifies

about the outcome of the test.

test session starts

Ran 1 test in 0.006s
OK
Reliability - UT2: Successfully fetch metric data

n Returns a successful status
n Data structure and required namespaces are valid
n Successful metric data fetch test passed

test session
Figure92 ReliabilityUT2 output
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Reliability-UT3: Fetchmetric data errors

Components a. ReliabilitynApp

Requirements 1.nApp deployed

Features to be tested Handling of various errors

Test Steps 1. Mock a HTTP 500/JSON decode error responses

Hd /[ Fff GFSGOKYYSONROUYRIEGI €
3. Verify error handling

Verification Checklist foReliability-UT3:

T

1 Returns error status
2 Status code error capture 'H

s B s £

Execution Output:

The ReliabilifT3 was executed to handle of the errors that may occur when the
dfetch_metric datda Fdzy OG A2y A& NIBI dzS asiep iafreqiiresiveriicationrKlh & A & |
Figure93there are three messages show. The first one notifies about the handling of HTTP errors and

the other two about the any JSON error.

=fest session starts
Ran 2 tests in 1.004s
OK
Reliability - UT3: Fetch metric data errors
n HTTP error handling test passed

JSON decode error on attempt 1 for metric ‘container_memory_usage_bytes' (2025 -11-06T14:00:00Z -
2025- 11- 06T14:01:002), retrying in 1s...

n JSON error test passed

Figure93 ReliabilityUT3 output

Reliability-UT4: Fetcimetric data for window

Components a. ReliabilitynApp

Requirements 1. nApp deployed

Features to be tested Metric fetch with split time windows

Test Steps MO aZOJfOKYYSIENAROYRIGFE F2NI 6+

HP [ Fff GFSIOKYYSONROYREFGE @TF2I
3. Verify results

Verification Checklist foReliability-UT4:

1 Returns a successful status H 0
2 Returnresults for both windows H ]
3 Verify the grouping of the collected metric data H A
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Execution Output
TheReliabilityUT4 validates theombination forthe data fetching functionality with theplitting of

the time windowinto equal chunks usinthe d F SG OK Y Y S G NRA OYRI (| ByFcallMg 6 A Y R 2 ¢
this function, the test verifies that the metric data received by all the chunks of the time window are

correct. There are five messages showRigure94. The first shows the time window and the selected

metric(s) being fetched. The rest of the messages follow the requirements mentioned in the
verification steps and the fifthotifies aboutthe outcome of the test.

=test session starts
Ran 1 testin 0.001s
OK
Reliability =~ - UT4: Fetch metric data for window
n Returns a successful status

n Returns results for both windows
n Verify the grouping of the collected metric data
n Metric fetching with split time windows test passed

test session ends
Figure94 ReliabilityUT4 output

Reliability-UT5: Grouping ofnetrics

Components a. ReliabilitynApp

Requirements 1.nApp deployed
2. Required namespaces defined

Features to be tested  Grouping of the metrics

Test Steps 1. Create mock test input data with different pod label names
H® [/ ff GaO2YOAYSYYSINROaAYORE YPY
3. Verify grouping of the metrics

Verification Checklist foReliability-UT5S

1 Successful grouping of the metrics by metric name and pod na 'H
2 I FyRf Sa 020K daLB2RE YR daLR2RYUH

S 5

Execution Output
The ReliabilifT5 validates that thdata received by the ML model in the vApp need to be correctly

formatted and with proper grouping of the metrics. This test ensures #mtformatting or grouping

issues thamay occur in this step don't propagate to the vApp compong&he test is performed by
combining the identified metric(s) and verifying correct label handling, in this case by splitting the
YSGNROE Ayi2 (#® HNYRIABENBEKBBRY &NX dzSa NBLINBASY
fl oSt | yR (48 TheidarRipe/meds&yes sliown figureds. The first message shows

the name(s) of the metrics to be combined. The second message shows if the requirement mentioned

in the verification step 2 is valid and the third about the outcome of the overall test.

test session starts

Ran 1 test in 0.000s
OK
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test session ends
Figure95 ReliabilityUT5 output

Reliability-UT6: Calculation ofmetric ratios

Components a. ReliabilitynApp

Requirements 1.nApp deployed
2. Required namespaces defined
3. Memory usage metricdefined
4.ada! - a9 ahw,vdue defined ¢
Features to be tested Memory metrics ration calculation
Test Steps 1. Create mock test memory usage metric data
H® [/ ff aFrRRYYSYZ2ZNEYYSGNROA
3. Verify the calculation of the ratios

Verification Checklist foReliability-UT6:

1 Required memory usage metrics names added to the keys 'H
2 Rations calculated correctly 'H

S 5

Execution Output A A ) ) A ) o

The Reliabilitf ¢ ¢ Sy adzNsa U0UKIFIO lye 2LISNIUOGAZ2Y YIRS dzZaAy3
correctly applied and do naffectthe data send to the’App. InFigure96 two messages are shown.

The first one shows the number of metrics the memory rations are being calculated and the values of

the pod labels. The second shows the outcome of the test.

—test session starts
Ran 1 test in 0.000s
OK
Reliability - UT6: Calculation of metric ratios

n Memory ratio calculation test passed

test session ends
Figure96 ReliabilityUT6 output

Reliability-UT7: Get pod suffix

Components a. ReliabilitynApp
Requirements 1. nApp deployed

Features to be tested Pod suffix generation

Test Steps 1. Test different pod names

HO /1 ff a3SGYLRRYEadzZFFAEE Fdzy O
3. Verify correct suffix extraction from pod name

Verification Checklist foReliability-UT7:
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1 Verification of all the pod name cases 'H n

Execution Output
TheReliabilityUT7 confirms that theuffix on the pod names orrectly extracted, as it igquired in

the formatting of the data send to the vApim Figure97two messages are shown. The first message
indicates the name of the pod label name being extrated and the second shows the outcome of the
test.

—test session starts
Ran 1 test in 0.000s
OK
Reliability - UT7: Get pod suffix

n Pod suffix generation test passed

Figure97 ReliabilityUT7output

Reliability-UT8: Feature extraction

Components a. Reliability vApp

Requirements 1. vApp deployed

Features to be tested Feature extraction output validation
Test Steps 1. Create test input data

HO [/ FEf aFSIEGAdNBYSEGNI OGAz2yé T
3. Verify output shape and values

Verification Checklist foReliability-UT8:

1 Verify the function handles the input  'H N
2 Check for dimension errors H n
3 Verify correct values H N

Execution Output
TheReliabilityUT8 validates that théeature extraction This processexitical to the training of the

MLmodel. The test verifies thatach featuras extracted correctly with the expected valuagegard
to the test input data. The message showrkigure98 notifies if the test was successful

—test session starts

Ran 2 tests in 0.006s
OK
Reliability - UT8: Feature extraction

n Feature extraction values test

Figure98 ReliabilityUT8 output

Reliability-UT9: Predict scale up
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Components a. Reliability vApp
Requirements 1. vApp deployed

2. ML model required
Features to be tested ML model predictions
Test Steps M® / Fff GLINBRAOGYAOIf SPdzL¥ T dzy
2. Test with low memory usage input data
3. Test with high memory usage input data
4. Verify predictions

Verification Checklist foReliability-UTO:

1 Verify if high memory usage triggers scale up decision 'H
2 Verify if low memory usage doesn't triggers scale up decision 'H

S 5

Execution Output
A wrong prediction from the ML model couldvemajor problems in the operation of the Reliability

Function,for that reasonthe ReliabilityUT9 testghe decision making of the ML model by feeding it

with specific input data to verify each scale up decidioRigure99, there are four messages depicted,

GKS TFTANRG YSaal3aS akKz2e¢a GKS | dSNI IS Mdecwtedd® NI (A 2
a high memory usage scenario which later triggers a scale up decision as shown in the second message.
Inthelast 52 YS&aal3Sa GKS aO0SyINA2 gA0K Wnomd | @SNI 3
correctlyR 2 S ariggenla scale up.

=test session starts
Ran 1 testin 0.005s
OK
Reliability - UT9: Predict scale up

n High memory usage triggers scale up decision
n Low memory usage doesn't triggers scale up decision

test session ends
Figure99 ReliabilityUT9output

Reliability-UT10: Cognitive Consumer low reliability

Components a. Reliability Al Agent
Requirements 1. Al Agent deployed
Featurestobetested ¢ f 21 6¢ (GKNBXaK2f R LINRPOSaaAy3

Test Steps 1. Call the cognitive_consumé&rO £ f 61 O1 ¢ Fdzy Ol A 2
H® +SNATFe GKIFIG GKS FdzyQlAzy 41

Verification Checklist foReliability-UT10:
1 The cognitive_consumar O £ t 6 O1 ¢ Fdzy QG A:i'H 7
aft 20 6¢
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Execution Output o o o A ]
The ReliabiliyT10 confirms thatwhed KS ! L ! 3Sy i NS OBSNK JIINR LIS NR2& XY 2
input and issues request for low flavoudeploymentof the components Two messages figure

100, depict the logamadeby theO2 Ay A G A @S PO2y adzyYSNJ aOF tft ol O1¢ Fdzy
value

—test session starts
20 1- 03 13:52:38,414 - INFO - Received Low lotw: 15
Ran 1 testin 0.515s
OK

Reliability - UT210: Cognitive Consumer low reliability
n OAAT 1 AEI ET ¢cmAADPI T UI AT O £ OETT xAO AAITAA xEOE 211 x

test session
Figurel00 ReliabilityUTL0 output

Reliability-UT11: Cognitive Consumer medium reliability

Components a. Reliability Al Agent

Requirements 1. Al Agent deployed

Featurestobetestec éI2 1 ¢ G KNBaKz2f R LINRPOS&aaAy3

Test Steps Mo [/ttt GKS O%EI)/)\U}\QSQJ(:) y & dzY S NJ
H® +SNATFe GKIFIG GKS FdzyOlAzy 61 a

Verification Checklist foReliability-UT11:

¢CKS O23ayAlGAQGSyYO2yadzySNI aOFf 'H n
YSRAdzY af206¢

Execution Output o o o

The ReliabiliyT11 confirms thatwhetd KS ! L ! 3Sy (i NB CGS phapery interprefsS R A dzY
the input and issuea request for medium flavouteploymentof the components Two messages in

Figure 101, depict the logsmade by thecognitive_consumest OF £ t 6 F O1 ¢ TFdzy Ol A2y
mediumLoTwvalue.

—test session starts
2026- 01- 03 13:52:39,328 - INFO - Received Medium lotw: 50
Ran 1 testin 0.518s
OK

Reliability - UT11: Cognitive Consumer medium reliability
n OAAT T AE]I ET CmAADPI T UI ATO £ =T xAO AAIT 1T AA xEOE 2i AA

test session
Figurel01 ReliabilityUT11 output

Reliability-UT12: Cognitive Consumer high reliability

Components a. Reliability Al Agent
Requirements 1. Al Agent deployed
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Featurestobetested ¢ f 2 1 6¢ GKNBaK2f R LINRPOS&aaAy3
Test Steps M® /Fff GKS O23ayAdGA@SYpO2y adzySNJ
HO +SNATFe (KFG GKS FdzyOGA2y 6 ¢

Verification Checklist foReliability-UT12:

1 ¢KS O23yAuGAQ@SYpO2yadzYSNJ aOF £t H A§
Gt 20 06¢

Execution Output

The ReliabiliyJT12 confirms thatwhed KS ' L | 3Sy i NB GpBfedyierpretsther I K A [
input and issues request for high flavoudeploymentof the components Two messages irigure

102, depict the logs made by thecognitive_consumedt OF £ £ 6 | O £ Fdzy QliAzy I
highLoTwvalue.

—test session starts
2026- 01- 03 13:52:37,253 - INFO - Received High lotw: 85
Ran 1 test in 0.485s
OK

Reliability - UT212: Cognitive Consumer high reliability
n OAAT 1 AEl ET ¢cmAADPI T UIT AT O £ =11 xAO AAI1AA xEOE 2EEG

test session
Figurel02 ReliabilityUTL12 output

Reliability-! ¢ mo Y {OFfS dzLJ LINBRAOGAZ2Y damé

Components a. Reliability Al Agent

Requirements 1. Al Agent deployed

Features to be tested Scaling logic based on the ML models output

Test Steps Mm® {Si aaoltSypdzal GFNARF6ES (2

Hd [/ ff GKS Y2RSt pO2yadzySNI aOt
3. Verify scaling action

Verification Checklist foReliability-UT13:

GNBO2yOAf AYIYRSLE 28Y H
¢
OKFG aaol f SydzL 61 a aH

-

14

v O«
SnoS
+H = H

N
t
N

+ Q- I+
D & D

-

Execution Output
The ReliabiliT13 validates the scale up logic of the Al Agantunwanted scale up action could

desynchronize the components, soualidatethat the scale up action correspond to the ML model
outputofl  a m¢ LINGBIR arédtiirde ngssageshigure103, that show the reliability of dest
service and the actions taken for a scale up decision.

=test session starts

2026- 01- 03 13:52:44,320 - INFO - Predicted value for service ID service - 123 received.
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- INFO - Service service - 123 is not reliable. Scaling up.

in 0.434s

Reliability -54ttck 3AAT A Ob POAAEAOQEIT 2re

n reconciling_deployment function was called with 2mediune clotw for service

test session ends
Figurel03ReliabilityUTL3 output

Reliability-! ¢ mn 'Y {OFfS dzLJ LINBRAOGAZ2Y dané

Components a. Reliability Al Agent

Requirements 1. Al Agent deployed

Features to be tested Scaling logic based on the ML models output

Test Steps M® /ff GKS Y2RSft pO2yadzySNI aOtl

2. Verify that no scaling action occured

Verification Checklist foReliability-UT14:

1 +SNAFEe aNBO2yOAf AyIYRSLAE 28Y H
2 Verify the log message about the reliability of the service H

e & i B

Execution Output:

The ReliabilityT14 validates the scale up logic of the Al Agent. An unwanted scale up action could
desynchronize the components, so to validate that the scale up action correspond to the ML model
2 dzi Lz 2 F | Wé caid secudblaRsade ifig@el0l, that showsthe reliability of a test
service and that no actionseretaken for a scale up decision.

—test session starts

Ran 1 testin 0.422s
OK ) . . i
Reliability -UT®k 3 AAl A ObP DPOAAEAOEIT 1T 2dz

n Service - 123 is reliable. No action taken.

Figurel04 ReliabilityUTL4 output

4.10.5INTEGRATIORESTS

Reliability-IT1: Network App RabbitMQ Integration

Components a. ReliabilitynApp
b. Internal RabbitMQ
Requirements 1. RabbitMQ message broker deployed

2.nApp deployed
Features to be tested RabbitMQ Integration with theApp

Test Steps 1. Establish RabbitMQ connection
2. Create test queue
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3. Publish test message to the queue

4. Consume message

5. Send response to the response queue
6. Clean test queues

Verification Checklist foReliability-1T1:

Successful connection to RabbitMQ

Message published without errors

Message received and response published
Response successfully $émthe response queue
Queues cleaned up after all the tests

b wN e
IIIICXI
51 5 5 S5 S

Execution Output:
The ReliabilihT1 confirms that the@Appand the internal message broker are successfully integrated.

A failure in the connection to the internal RabbitMQ or any queue within the RabbitMQ would
separate the communication of th@Appto the vApp. The four messages depicted Higure 105
follow the requirements mentioned in the verification steps.

—test session starts

Ran 1 test in 0.235s

OK

Reliability - IT1: Network App RabbitMQ Integration
n Successful connection to RabbitMQ

n Message published
n Message received and response published
n RabbitMQ test completed successfully!

test session ends
FigurelO5Reliabilityl T1output

Reliability-IT2: Fetch metric data with DataOps connection

Components a. Reliability Network App
b. DataOps
Requirements 1. DataOps API reachable

2. Network App deployed
Features to be tested DataOps API integration with the Network App
Test Steps 1. MakeDataOpsAPI call
2. Query memory usage metrics for a 1 minute window
od /I tf aFSGOKYYSUNROUYREF Gl ¢ Fdz
4. Verify results

Verification Checklist foReliability-IT2:

1 API call returns successful status H N
2 Verify the filtering of the required namespaces is successful 'H
3 Message received in the callback function H
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4 Verify the handling of errors 'H

=5}

Execution Output
The ReliabiliyiT2 validates the connection to the DataO@éthout a connection to the DataOps no

data could be processed in tid\ppand send to the vApprhis test verifiethat the nAppsuccessfully
performs anAPI calto the DataOpsand receives the requested data. TRegure106 depicts four
messages, the first two show that the API call was successful and the last two show that the results
are properly filtered and the structure of the requested data is valid.

=test session starts

Reliability - 1T2: Fetch metric data with DataOps connection
n Status 'success' is valid

n DataOps API call succeeded
n All results properly filtered to 'demo - app' namespace
n Message structure is valid with data and result fields

test session ends
Figurel06 Reliabilityl T2 output

Reliability-IT3: vApp RabbitMQ Integration

Components a. Reliability vApp
b. Internal RabbitMQ
Requirements 1. RabbitMQ message broker deployed

2. vVApp deployed
Features to be tested = Queue operation with test queue and messages

Test Steps 1. Establish RabbitMQ connection
2. Create required queues
3. Send test message from producer to the input queue
4. Process message
5. Send prediction output queue
6. Verify the prediction

Verification Checklist foReliability-1T3:

Successful connection to RabbitMQ H
Verify if producer can send messages to input queue H
Verify if consumer can retrieve messages to input queue 'H
Verify if the prediction was received and if the value is correct 'H

WO DN PR
S 51 51 3

Execution Output
The ReliabilihT3 confirms that the vApand the internal message broker are successfully integrated.

A failure in the connection to the internal RabbitMQ or any queue within the RabbitMQ would
separate the communication of the vApp to thAppand the Al AgentThe four messages depicted
in Figure107follow the requirements mentioned in the verification steps.
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=test session starts
Ran 1 testin 4.890s
OK
Reliability - 1T3: vApp RabbitMQ Integration
n Connected to RabbitMQ

n Producer sent message to reliability - vapp- test - service -001
n Found message in input queue
n Consumer processed message, prediction: 1

test session ends
Figurel07 Reliabilityl T3 output

Reliability-IT4: aerOS API endpoint reachability

Components a. Reliability Al Agent
b. aerOS
Requirements 1. aerOS deployed

2. Al Agent deployed
Features to be tested aerOS reachability

Test Steps 1. Make GET request to aerOS API endpoint
2. Verify expected response

Verification Checklist foReliability-1T4:

1 Verify that the API endpoint is reachable
2 Status code is one of expected values H

I
S 5

Execution Output

The ReliabiliiT4 ensureshat the aerOSAPI is reachable. The API availability is required to deploy
any flavour of the vApp andlApp. A single message that shows if the status if the endpoint is depicted
in Figure108.

—test session starts
Ran 1 testin 0.133s
OK
Reliability - 1T4: aerOS API endpoint reachability

n aerOS endpoint is reachable

test session ends
Figurel08Reliabilityl T4 output

Reliability-IT5: Cognitive Consumer scaling action

Components a. Reliability Al Agent
b. aerOS
Requirements 1. aerOS deployed

2. Al Agent deployed
3. TOSCA template structure
Features to be tested Scaling action with aerOS API
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Test Steps 1. Create TOSCA template
H® [t f GNBO2yOAf AYIYRSLIX 28
GO2IAYAGABSYO2y adzYSNE & ONMX LI
3. Handle exception types
4. Verify scaling action

Verification Checklist foReliability-IT5:

1 TOSCA template created with proper structure H
f

2 Verify  successful scaling action log output frc 'H
GNBO2yOAf AYIAYRSLI 28 YSyidé TFdzy

Execution Output
The ReliabiliyfT5 verifiesthat aerOS deploys the correct flavask the components based on the

LoTwinput that the Al Agent receiveisom CoCoThere are two messages shownRigurel09, the
first shows a log fromthd NS O2 Yy OAf AYIPYRSLI 28YSyidé FdzyOlAz2y (N
test TOSCA template and the second one if the API call was successful.

—test session starts
2026- 01- 03 13:53:16,000 - INFO - Triggered aerOS for deployinglow level of trust.
Ran 1 test in 0.818s
OK
Reliability - IT5: Cognitive Consumer scaling action

n Triggered aerOS for deployinglow level of trust.
n API call completed

test session
Figurel09ReliabilitylT5output

Reliability-IT6:Model Consumer Scaling Action

Components a. Reliability Al Agent
b. aerOS
Requirements 1. aerOS deployed

2. Al Agent deployed
3. TOSCA template structure
Features to be tested Scaling action with aerOS API

Test Steps 1. Create TOSCA template
HO [/ Fff GNBO2YyOAf AYyIAPYRSLI 28YSy
script

3. Handle exception types
4. Verify scaling action

Verification Checklist foReliability-IT6:

1 TOSCA template created with proper structure H

i B
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2 Verify  successful  scaling action log output frc 'H A
GNBO2yOAf AYIAYRSLI 28 YSyidé TFdzy

Execution Output

The ReliabilitylT6 validates that the scale uecision that the Al Agent received from the vApp

is correctlytranslated into the scale up action of the resources that aerOS initidtezre are two

messages depicted Figure110. The first message shows the log fromth&N S O2 Yy OA f Ay A YRS LI
function of the triggered aerOS deployment for a test service and the second one if the API call was
successful.

=test session starts
2026- 01- 03 13:53:17,177 - INFO - Triggered aerOS for scaling service test - service -123.
Ran 1 testin 0.272s
OK
Reliability - 1T6: Model Consumer scaling action

n Triggered aerOS for scaling service test - service -123.
n API call completed

Figurel10ReliabilitylT6 output

Reliability-IT7: RabbitMQ Connection

Components a. Reliability Al Agent
b. Internal RabbitMQ
Requirements 1. RabbitMQ message broker deployed

2. Al Agent deployed
Features to be tested Queue operation with test queue and messages
Test Steps 1. Establish RabbitMQ connection

2. Create test queue

3. Create test message

4. Publish test message in the queue

5. Acknowledge and consume the test message

6. Clean test queues

Verification Checklist foReliability-1T7:

1 Successful connection to RabbitMQ H n
2 Message properly acknowledged H A
3 Test queues cleaned H

Execution Output
The ReliabilifT7 confirms that the Al Agent and the internal message broker are successfully

integrated.A failure in the connection to the internal RabbitMQ or any queue within the RabbitMQ
would separate the communication of the Al Agent to the vAf®e four messages depictedrigure
111that follow the requirements mentioned in the verification steps.
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=test session starts
Ran 1 testin 0.020s
OK
Reliability - I1T7: RabbitMQ Connection
n Connected to RabbitMQ

n Test message published

test session ends
FigurelllReliabilitylT7 output

Reliability-IT8 RedpandaConnection

Components a. Reliability Al Agent
b. Redpanda/Kafka
Requirements 1. Redpanda message broker deployed

2. Al Agent deployed
Features to be tested Kafka producer functionality and validation
Test Steps 1. ConfigurKafkaProducer

2. Fetch topic metadata

3. Create test message

4. Send message with callback

Verification Checklist foReliability-1T8:

1 KafkaProducer configured successfu 'H n
2 Metadata fetched H A
3 Callbacks registered H N

Execution Output ) o o 5 o o o
The Reliabilist ¢y @F t AR USa 0KS O2yySOuA2y o0SU6SASY UUKS
FlLATfdzZNE Ay GKS Omessadge Grokeravguldsaparaiek s comgunizaian of the Al
Agentwith the CoCand prevent the LoTw message from being exchanged. There are five nessage
depicted inFigurel12 The first confirms that the producer was created. The second one verifies that

the metadata was fetched from the relevant topic. The third and fourth message verify that the test
message was sent to the relevant topic and the fifth message about the suzict® overall test.

—test session starts
Ran 1 testin 0.114s
OK
Reliability - 1T8: Redpanda Connection
n Producer created, testing connection...
n Topic 'trust - scores' metadata fetched

n Message sent to partition O, offset 112
n Successfully sent test message to trust - scores
n Message Broker connection test completed

test session ends
Figurell2ReliabilitylT8 output
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4.10.6 NEXTSTEPS

The next steps, based on the integration plan in SectiotnBegration Planare to further extend the

unit and integration tests of the components, complete the E2E integration test using the standard
initial template of the pipeline mentioned in Section 2SAFEBG GitOps In Addition, the
incorporation of the Open CAPIF into the pipeline and the produggany DevOps and MLOps
systems will be finalized. Furthermore, the development of the high LoTw flavour for the Reliability TF
will continue in alignment with the integtion plan.

4.11METAVERSEPPLICATIONS
4.11.1 OVERVIEW

Three main components are directly related to the metavays®l and UCZXEince each of therwas
further detailed in ; we only give in the following section a summafiyst, tvo applicatiors (one

per usecase)were developed with theJnity framework[47] during the project.When launching
these apps, end users first arrive in a virtual XR lobby. They must then authenticate therbeéives
interacting with the SAFBG chatbot to define their porities. Finally, they are allowed to access to
the selected content (factonDT for UC1, machine procedure formation for UCE)nally, the
metaverse manager wadeveloped as an intermediate component between the Unity UC apps and
the rest of the SAFGG architecture. The goal of the metaverse manager is to peasitipoints and
expose UC APIs vdibeing easy to containerize and deploy during validation phases24, the
intermediate versias of both the Unity UC apps and the metaverse manager were released.

4.11.2 ARCHITECTURE

The technical architectuseof the Unity applications are detailed in2.3 Since these applications
cannot be containerizedhey are a special case with respect to WP5 activilibsy run directly on
the userworn XR devices (for instanc@yest 3 headsetl8]) or on a dedicated workstation running
CloudXR to stream the resulting video to the XR device (UC1).

The metaverse manager is a Python application based on Faskmajor Flask subcomponents are
present:

1 The main oneoordinates web endpoints and the three categories of API handibegbot,
systemand UGspecifichandlers.

1 TheRequest manageroordinates the communication with tfendUserManagenodule and
with the Unity applications (throughransmission Control ProtocdlG sockets).

Beyond its web graphical user interface, the metaverse manager thus exposdsrAResrest of the
SAFBBG components, requesting data from the Unity UC apps or triggering effects ortahegfifect
endusers. Contrary to the Unity apps, the metaverse manager can be containediepkbyed at
UNIWA and/or NCSRD premisesl follow the standard CI/CD approaadnducted in SAF&EG.

The two figures below illustrate the behaviour of the metaverse components and the related
metaverse APIs. The firehe showcases the fact that the Unity apps send QoS metrics logs to the
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metaverse manager on a regular basis. If a TF nieeldave access to rediilme metrics about the XR
headset, it can thus request a subscription to the metaverse manager it order to receive those logs.

Metaverse

App Manager Trust Function

L - -

|

|

| XR headset

| QoS metrics logs

»

OK (200)

&

Subscription request
endpoint id)

A

OK (200)

A 4

Transmits QoS
metrics logs every
x seconds

OK (200)

A

Figurel13Example of UC API workflow with the QoS metrics API

The second figure illustrates how a TF can havengact on the Unity apps and the activity of end
users. By calling an API like tBlacklistUsefrom the metaverse manager, the TF can for instance
trigger a request on it to isolate a connected user until furthetice. When the user has been
successfully disconnected from the metaverse lobby, the Unity app sends an acknowledgment to the
metaverse manager, which wilien do the same towards the TF.

Metaverse

App Manager Trust Function
L

P
|
|
] XR-user

| related info

| (device, role, user_id...) |

OK (200)

BlacklistUser
AP call

A

Disconnect and
isolate user request

Disconnect
end user from UC

OK (200)

»

OK (200)

Figurel14Trust Function interaction with Metaverse App

4.11.3INTEGRATION WITH OTHEERMPONENTS

The metaverse manager communicates with the UC Unity apps through TCP sbaketsinunicate
with the rest of SAFEG components (chatbot and TFs), it either consumes or exposes REST APIs.
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Unity UC apps Metaverse manager Websockets
Metaverse manager Chatbot REST
Metaverse manager TFs REST Metaverse APIs exposed by tl

metaverse manager
Tablel7 Metaverse Apficationcommunication with the SAFES components

4.11.4UNITTESTS

MetApp-UTL: Metaverse manager web GUI status

A first important testfor the meaverse manageconsists in checking the main Flaskapp was
correctly initializeg with basic routes in place and accessible on the expected url and port. A simple
way to do so is to asseiftthe homepage of the metaverse manager Gligilableand complete.

Components a. Metaverse manager

Requirements None

Features to be tested Web GUI initialization and reachability (GET request)
Test Steps 1. Start the Metaverse manager

2. Trigger a GET request to obtain the content of the web page a
expected url and port

3. Check if the request status code is 200 (OK) and that the content «
page looks correct (for instance, the welcome message is present).

Verification Checklist foMetApp-UTL.:

1 Request status code is 200 (OK) 'H

2 Html page content is correct (welcome message present, 'H
selection too)

S 5

Execution output:

Upon executing the test, the two steps are validated. First, a GET request is successfully executed to
obtain the content of the homepage. Then, thigml content is checked to make sure the page is
complete and allows to select the desired ts#se The metaverse manager web GUI is accessible and
complete
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bailly@IMM - PG CHB d/Charles/Code/SAFE - 6G/MetaverseManager/metaverse - manager (dev) $ ./UnitTests.sh
test session starts

Python 3.11.8, pytest -6.2.4,py -1.11.0,pluggy -0.13.1rootdir: D:
63 MetaverseManager \ metaverse - manager plugins: parallel -0.1.1
collected 1 item
test \unit \ webapp test_root.py

1  Serving Flask app 'src.python.network.MainFlaskThread'

1  Debug mode: off Serving Flask app 'src.python.network. authenticationsAPIs.

AuthenticationHandler' *Debug mode: off
1  Serving Flask app 'src.python.network.immAPIs.unityAPls. UnityCommHandler' *Debug mode: off

Step success: managed to reach the metaverse manager landing web page
Step success: landing page content is complete

=% passed, 2 warnings in 12.85s
Figurel15MetApp-UT loutput

MetApp-UT2: Forbid factory DT updates

A second major feature that must be tested concethe available APIs. The metage manager
exposes APIs to let other SAGE componentsnteract with the usecase applications. It is thus
important to assert that these APIs are reachable at the expeptt after being declared in the
corresponding Flask app.

To do so, one of the best candidate Adtlthis is the diupdate-authorization ARlas it makes sense
in the context of UCL to initially block modifications on the factory DT until usersuhenticated.

Components a. Metaverse manager

Requirements  The metaverse manager must allow to enable or disable factory DT updat
UC1, even without any users connected yet.

Features to be dt-update-authorization API

tested

Test Steps 1. Start the Metaverse manager
2. Call the dupdate-authorization API with "areDTUpdatesAllowed" parame
set to false

3. Check if the metaverse manager answers OK (200)

Verification Checklist foMetApp-UT2

1 Metaverse manager answers OK (200) to theupdate 'H R
authorization call

Execution output:
When executing the test, a POST request witls®Nnessage is sent on the expectedugidate

authorization API url.He request isuccessfuhs the APl is reachable and handheld correctlyJ®@N
content. Since théooleanfor authorizing DT updates was set to false in #i@®Nontent, DT factory
updates are now blockefir all users.
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bailly@IMM - PG CHB MINGW64 /d/Charles/Code/SAFE - 6G/MetaverseManager/metaverse - manager (dev) $
JUnitTests.sh
test session starts

Python 3.11.8, pytest -6.24,py -1.11.0,pluggy -0.13.1 rootdir: D: \ Charles \ Codée SAFE
63 MetaverseManager \ metaverse - manager plugins: parallel -0.1.1
collected 1 item
test \unit \ webapp test_root.py

1 Serving Flask app 'src.python.network.MainFlaskThread'

1  Debug mode: off Serving Flask app 'src.python.network. authenticationsAPIs.

AuthenticationHandler' *Debug mode: off
1  Serving Flask app 'src.python. network.immAPIs.unityAPIs. UnityCommHandler' *Debug mode: off

DT factory updates successfully turned off.

£ passed, 2 warnings in 22.71s
Figurel16 MetApp-UT2 output

4.11.5INTEGRATIORESTS

MetApp-IT1: Checking metaverse manager>SAFEBG chatbot connectivity

The first main role of the metaverse manager is to make the link between the Unity UC applications
and the SAFEG chatbo, transmitting user requests and givingdidahe system answers to inform
endusers in XR. The first integration test to perform should thus focus on checking that
communications between the metaverse manager and the chatbot were correctly established.

Components a. Metaverse manager
b. SAFEBG chatbot
Requirements None
Features to be testec Metaverse manager-= SAFBG chatbot connectivity
Test Steps 1. Deploy and run the SABE chatbot

2. Deploy and run the Metaverse manager

od !aAiAy3d (GKS S0 D!LX GNRIISNI
the corresponding button (UC1 or UC2)

4. Check that the Metaverse manager calls the chatbot API

5. Check that the SAHE chatbot sent a reply to the metaverse manag

Verification Checklist fofntegration MetApp-IT1:

1 Action 1 'H 1A  The reply should contain the text to be displayed for the end u
MetApp-IT2: Checking metaverse manager>Unity UC app connectivity
Following the first integration test about the connectivity with the chatbot, the second integration

test must assert the connectivity between the metaverse manager and thity UG app This way, a
complete communication pipeline between the Unity apps and the $&-&hatbot carbe verified

Components a. Metaverse manager
b. Unity UC app (UC1 or UC2)
Requirements None
Features to be testec Metaverse manager- SAFBG chatbot connectivity
Test Steps 1. Deploy and run the Metaverse manager

2. Launch the selected Unity UC app

Grant Agreement 101139031SAFEBEGT HORIZONUSNS2023 134



00
o
o0

Deliverable D5.1

3. Enter the initial identification step by entering ender basic infc
through the dedicated XR GUI (user id, role, UC).

4. Check that the Metaverse manager receives the correspondingised
data

Verification Checklist foMetApp-IT2

1 Actionl 'H 'H Check that the endiser data matches exactly with what w
provided on the Unity side

SAFE-6G Chatbot ‘“\

| would like maximum safety and security.

A

To achleve the highest level of safety and security, we'll need to
Implement some robust measures.

First, let's discuss your role in this project. Are you a system
administrator, developer, or something else? Knowing more about
your specific responsibilities will help me provide more tailored
guidance.

Also, what kind of data do you plan to collect and store within the

application? This Information will be cruclal when determining the
necessary safety protocols

I would like maximum safety and security.

Figurell7Result of the test performed to check the connectivity between the Unity UC app and thes&AdHAtbot.

4.11.6 NEXTSTEPS

Theintermediate version of thenetaverse manager has been containerized through Do¢karent
work involves finishing to deploy it at UNIWA and/or NCSRD premises. Once deployed, the next major
activity will be to test the new authentication pipeline wi/IDEMomponents and the Security TF.

The deployment of theJC applications is more complex to handle since these Unity applications
cannot be containerized and follow the sameQGI} approach than other SAEG components.The

5G connectivity setup was already successfully tested at NCSRD gréoniseth the Unity UC apps,
Currentdiscussions involvihe possibility to use lightweight versions of the Unity UC app as a first
step to perform integrtion tests remotelyat NCSRD premisesithout sending XR headseds this

first stage.This wayremote integration tests will be performed to first validate the complete pipeline
betweenthe metaverse component and the SAGE chatbot. The metaverse APIs will then be tested
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iterated if necessargnd validatedbne by oneuntil the final release othe metaverse components at
M30.
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5 DIGITALTWINS OF THE COMPONENTS AND NETWORK

Digital Twin DT) paradigm -understood as a virtual model of a physical object, system, or
phenomenon that is represented in the digital worlths already been adopted by other industry
sectors with the aim to model complex dynamic systems as they offer the advantagewhte
modelling of such cases. Although it is extensively instrumented by other sectors, it still remains
relatively new for 5G/6G networks, despite the obvious support it could provide in taming the complex
5G/6G environment, regardirgevelopment, deployment and management aspects.

Especially, the Network DT (NDT), which is considered inB&FEtends the notion ddTsin the
domain of networking, where data regarding network operation and traffic patterns are collected or
mined from cloud to edge and are integrated into one system to facilitate the live replica of distinct
processes or of the whole 5G/6G network. Data populating models that represent accurate digital
versions of physical entities constituting the real network peers angoiered functions are
producing resuli that can achieve an autonomous feedback loop between the 6G physical network
and its NDT.

Being the NDT a faithful copy of the reabrld network, any input value set can be provided for testing
even if these values possible tacause service disruptions. NDT is executed in a safe environment
isolated from the reahetwork. It does not affect real world network operation and only when best
models and scenarios are exploréaey are fitted to 5G/6G network for adaptation. Thus, the unique
capabilities oDTsmake them a powerful technology for the design, analysis, diagnosis, simulation,
and ontrol of 6G wirelesdletworks. Several tools provide such emulation and simulation capabilities
although in the SAF&G ecosystem it became apparent that the best candidates are the EXata tool
and the ns3.

5.1 BEXaTATOOL

EXata[42] is a reaitime network emulation platform designed to accurately reproduce the behaviour
of communication networks under controlled, repeatable conditions. It provides a hybrid environment
in which simulated network components operate alongside real hardyapplications and protocaols,
enabling hardwarén-the-loop and softwaren-the-loop experimentation. EXata achieves high fidelity

by executing protocol stacks, wireless channel models, routing algorithms and mobility patterns in real
time, allowing uses to observe how a network reacts to operational events such as congestion,
failures, interference, mobility or security attacks.

In a deeper divag-igurel18EXata architecturdlustrates the EXata architecture, where the Simulation
Kernel provides scalability for higidlelity simulations across various platforms. Users interact via an
API to develop protocol models. The Emulation Kernel, meanwhile, connects real applications a
hardware, processing internal and external events in-tmaé, ensuring seamless integration with
physical network components. Users engage with it through interfaces Sikeple Network
Management ProtocqlSNMB and Packet Sniffing.
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Figurel18 EXata architecture

The tool supports a wide range of communication technologies, including wired, wireless, tactical and
mobile adhoc networks, and is commonly used in research, defence and industrial settings where

deterministic and timesynchronised network experimentatids required. EXata also allows users to

import traffic, integrate with external devices through API interfaces, and perforrawedd testing

without risking service interruption. Its key value lies in its ability to emulate complex network
GFSSt ¢

scenariosth & 0 SKI @S | yR
and safety of a virtualised environment.

5.2 NS3TooL

NS3[43]is an opersource, discretevent network simulator widely used in academic and industrial

ftA1S NBIHE aeaisSva

g KAt

research to model the behaviour of communication networks. It provides highly granular simulation
of network protocols, physicdhyer mechanisms, mobility modelsy&ueing behaviour, scheduling
algorithms ande2Eapplication flows. As a simulator rather than an emulator3rdoes not operate

in real time but instead advances internal events according to a controlled simulation clock, enabling

detailed exploration of protocol behaviour,
configurations.

performance metrics andgdacale network

The ns3 framework includes comprehensive models for-fiLongTerm Evolution(TE, 5G NR,
wired networks, TCP variants, routing protocols and applicd#@wal traffic. Its modular architecture
allows researchers to extend or replace protocol modules, conduct repeatable experiments, and

perform statistically rigorous evaluation of nedgorithms or architectural proposals. Because it runs

entirely in software, ns8 is particularly suitable for experimentation with systéewel hypotheses,

algorithmic conparisons, and largecale network topologies that would be difficult or costly to

reproduce physically.

Core components of A3 include Nodes, Packets, and Channels. A Node represents a network element
hosting Applications, Protocol Stacks, and NetDevices, which connect to Channels to send and receive

packets. Nodes can interface with multiple Channels eiDBvices, using protocols to process data

efficiently. Sockets enable Applications to interact with protocol stacks, mirroring wedbd
networking. The highevel architecture is presented Figurel119.
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Figurel19ns-3 architecture

Additionally, NS3 topologies can be visualized by utilising the NetAnim [82] . It enhances NS3
simulations by graphically representing network behaviour, including packet transmissions, node
mobility, and routing events. It offers an intuitive view of network dynamics, aiding analysis of
communication events and packet routing.

5.3 DIGITALTWININTEGRATION BIAFEBGSCENARIOS
5.3.1 EXATACENARIO

Real Network Digital Twin
Scenario Execution

Real Configuration Digital Twin
oo ' o peree

(o)
Aeal RAN ((l \D Digital Twin
Setup _' of RAN Seiup

»
8
Metrics @ g® Metrics
Collector II Collector

Figurel20EXata scenario

In SAFBG, by utilising the EXata to@;Tsserve as higffidelity virtual counterparts of real network
elements, enabling controlled and measurable experimentation on realistic scenarios. A core use case
involves creating ®Tof a Radio Access Network (RAN) connection for a mobile device birkRI

Reality ¥R headset. ThéTis configured using the same antenna parameteadjo frequency RA
conditions, deployment attributes, device profiles, and mobility patterns as thewedt network.

They are derived from it. This ensures that the virtual RAN behaves as closely as possible to the
physical infrastructure The real device executes a target scengsieh as estimating the quality of a

dza SNDRa 02y y SOl Aile thd sanSeRcesayio istrep©dudced @itifin th& using an
identical network topology. The Exabeased simulator models realistic wireless channel impairments,
includng path loss, shadowing, multipath fading, interference, and noise, and reflects their impact
through timesynchronizedPhysical Layer (PHWIAC, andRadio Resource ContrdRR(E events,

signal quality measurements (e.fReference Signal Received Po{RER] Signatto-Interference
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plusNoise RatidSINR), scheduling decisions, and handover dynamics captured in the dagassh.
a topology could be extracted by EXatad an example of NCSRD premises is provided below:

37.996276,23.818650 — 20m 1
Rotation: 296.9"
Zoom: 21

oaded script
iperf3 TCP-DL
Start Measurement
Start Test

% Load and Start Script

Timing Script

Figurel21Scenario Definitiolg User ravigation to be tested as shown on Exata app

,/" \“ » .

Figurel22 Topology extracted from EXata including RAN and activéddBee precefined scenario
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Figurel23The same topology in a 3D view for better representation as extracted fiataE

Once both the physical environment (real network configuration) and its corresponding DT have been
established, scenario executions are performed in parallel. During each executiors6GAFE
systematically collects and aligns performance metrics from heths, including throughput, latency,

jitter, signal quality, and handover behaviour. The scenario concludes with a quantitative comparison
0SG6SSy NBI f YR @A NI dz+ € YSIF &adz2NBYSyidaz SylofAy
identification of deviationsand the detection of modelling aspects that require refinement. Based on

these observations, iterative adjustments are applied to the DT configuration, progressively reducing

metric deviations across successive executiémwsindicative configuration example is provided on
Figurel24.

General ~ Node Configuration | Interfaces L Help
<+ interface 0 e e
Physical Layer Cell Selection Rx Level Min Offset (dB) 0
MAC Layer 5 2
b Neh\!ork Layer Cell Selection Qual Level Min (dB) -19.5
» Routing Protocol Cell Selection Qual Level Min Offset (dB) 0
Application Layer
Faults Random Access Detection Threshold (dBm) -100
File Statistics i itivi
Receive Sensitivity (dBm -156
~ Interface 1 b J
Physical Layer SSB RB Offset 1
MAC Layer
» Network Layer S el 0
+ Routing Protocol Filter Coefficient for Pathloss Measurement 40
Application Layer = =
Faults Filter Coefficient for Interference Power ... 40
File Statistics Enable Pathwave System Design Co-simulation ... | No
~_Interface 2
Physical Layer [-1 Specify Antenna Model from File No
N :‘s&:ﬁzﬂyer Antenna Model Omnidirectional
» Routing Protocal Antenna Gain (dB) 0.0
Application Layer -
Faults Antenna Height (meters) 15
File Statistics Antenna Efficiency 0.8
Antenna Noise Temperature (K) 290.0
Antenna Tilt Angle (degrees) 0.0
Antenna Axial Ratio 10
Antenna Polarization Reference Axis X
Antenna Mismatch Loss (dB) 0.3
Antenna Cable Loss (dB) 0.0
Antenna Connection Loss (dB) 0.2
Initial Antenna Orientation Azimuth (degrees) 0
Initial Antenna Orientation Elevation (degrees) 0
Initial Antenna Orientation Roll (degrees) 0
Antenna Mounting Type Fixed
Temperature (K} 290.0
Noise Factor 10.0
Energy Model None

Figurel24 Antenna configuration for the Digital Twim EXata

When this iterative refinement process converges, the DT reaches a finalized configuration that closely
mirrors the behaviour of the physical netwodkt this stage, the DT becomes an operational decision
making component of SAHEs. Specifically, the finalized DT is used ewaluate the reatime
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connectivity conditons ofanenduger 6 &SR 2y (KS dzaASNRa f20FGA2y X
radio and network performance metrics. By emulating the expected network behaviour under these
conditions, the DT determines whether the user can sustain an undisturbed and uninterrupted
connedion that satisfies the trustworthiness requirements of the requested S8 Eervice.

ThisDTo I 8SR S@l fdzr A2y A& SESOdziSR LINA2NI G2 / 2/ 2Q4&
effect, the DT acts as a pvalidation gate: if the simulated user connection metrics meet the required
thresholds, CoCo is allowed to proceed with teenainder of the SAF&S workflow; otherwise, the

flow is halted or adapted accordingly. In this way, BiEensures that only users whose connectivity
conditions are deemed adequate are permitted to advance through the -BGFEUSstworthiness

pipeline.

In addition, theDT can be exploited to proactively evaluate corner cases and rare operational
conditions that are difficult, costly, or unsafe to reproduce in the physical network. These include
extreme mobility patterns, transient radio impairments, network congesti@nados, or adversarial
conditions affecting trustworthiness KPIs. In this way, the DT enables6&AteEassess robustness
margins and anticipate trust degradation before such conditions manifest in real deployments.

A highfidelity emulator such as EXata is typically used for such purposes because it supports
hardwarein-the-loop and softwaren-the-loop execution, reatime behaviour, and detailed protocol
modelling consistent with real deployments. With EXata, thgrde of correlation between realorld

and emulated metrics becomes a key validation measure fordlability of the SAFEBG ecosystem.

Such methodology enables SARE to useDTsnot only for validation but also for predictive analysis

and safe experimentation. Once tBflis calibrated so that its output closely matches real behayiour

it can be used to test "whaf" configurations, evaluate the impact of different mobility patterns or
antenna setups, and assess service behaviour under adverse conditions without risking disruptions in
the real network.

5.3.2 NS3SCENARIO

= %
E:::;;LZ ns3 Configuration

and
Scenario Execution

il

Metrics Metrics
Analysis Extraction

Figurel25NS3 Scenario
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In contrast to higkidelity network emulators such as EXata;isloes not provide the ability to

RANBOGEE YANNRNI 2NJ aYFL¥ NBLE FydaSyyl

02y FAIdzNI

with the same degree of physical realiSNG3 operates as a discretvent network simulator and,
although it includes advanced 5G/NR modules, it is not designed to ingest fulvaoddl RAN
configurations or replicate exact antenna behaviour. NeverthelSS8 remains extremely valuable
within SAFBG becausé supports the construction of complet&2Enetwork scenarios, including UE,

gNB, and a full 5G Core implementation using the 5GC modules.

The stepby-step ns3 scenario could be described as follows:,Rhet scenario is definedraffic,
mobility, UEsetc.) and therNS3 DTis configured accordingfgr the same topologgsshownin Figure

126 andsimulation isexecuted.

00,00 34000 68.0,00

RemoteHost

] 00480

0.0,88.0 ']'4‘0‘880 68.0,88.0

Parsing complete:Click Play

Figurel26 Network Topology Visualization in NetAnim

©8/2] Re-checking globbe:
ja: no work to do.

): 98.3797%
62032%

y Ratio (PDR): B81.5637%
18

+4363%

Average Delay: 6
Throughput:

Figurel27 Example of NS metrics

After the completion of each execution, the collected metrics are systematically analysed and used
for what-if studies, configuration tuning, and the generation of new scenarios, allowing the simulated
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environment to progressively reflect real use cases more accurately and totbsteel. Within such
an NS3¢based scenario, SABE can proactively explore representative patterns, traffic profiles, and
service flows, enabling the collection of a widegarofmainly network leveperformance metrics,
including packet loss, jitter, latency, throughput, scheduling behaviour, and handover performance.

Although the fidelity of the wireless layer does not fully replicate a real antenna configurati@n, ns
provides acontrolled, repeatable, and analytically precise environmést evaluating protocol
behaviour, traffic dynamics, arteREservice delivery. Importantly, H3 does not perform reactive or
runtime decisioamaking; instead, it is used faroactively identify critical operating regions, corner
cases, and performance degradation patterihe knowledge derived from these simulations is then
encodedinto SAFBG policies, thresholds, and decision rules, enabling the framework to know

to interpret and act upon reaime metricsshould such conditions arise in operational deployments.

In this sense, A8 complements D activities by serving as a simulatidriven, desigrtime decision

support tool, providing validated behavioural insights that guide how S&-Eesponds to real
network conditions, even though exact RF replication andtieed reactions are outside thecope of

the simulator unlike EXata

5.4 DIGITALTWIN GENERATEDATASET

Within the scope of ®Tframework, a dataset was created to capture and analyze system behavior
under realistic simulated conditions. The detailed structure, content, and characteristics of the dataset
are described below.

Dataset Description

This dataset captures crofsyer network behavior in a 5G RAN generated through a digital twin
simulation. It records radio signal measurements, protdagér events, connectivity states,
scheduling decisions, and PHY transmission activity across twoagdB and B8).

The dataset provides a tirrgynchronized, muliayer trace of network operations, enabling detailed
inspection of radio performance, protocol dynamics, handover behavior, and resource allocation
processes. Events are logged across the PHY, MAC (Layet RRC/Layer 3 stacks, together with RF
configuration metadata and antenna parameters, offering a comprehensive view of network behavior
under dynamic radio conditions.

Scenario Description

This scenario models a dynamic 5G network environment with multiple gNB nodes and mobile UEs,
capturing realistic radio propagation, connectivity evolution, and handover behavior. It enables the
study of multiPHY, multantenna configurations and Liiven serving cell selection under time
varying signal conditions.

Network Topology

1 Multiple gNB nodes identified by Nodeld
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1 Support for muliPHY and mukantenna configurations
1 Dynamic UE connectivity with evolving serving cell association
UE Behavior
1 UE moves across coverage regions within the topology
1 Radio signal quality varies over time due to propagation dynamics
1 Measurement reports influence serving cell selection and handover decisions

Figurel28Network Simulation Topology

Dataset StructurgCore Tables and Logged Layers)

= = =4 =4 A

= =4 =4 4 =4

FiveG_ConnectivityRRC / Layer 3): RecordsglEB association and serving cell state
FiveG_Measurement_Even{RRC: Stores RSRP, SINR, and radio signal quality measurements
FiveG_Layer3 Evenfsayer 3): Logs handover procedures and RRC signaling events
FiveG_Layer2_Even{MAC / Layer 2): Containdybrid Automatic Repeat Requa$iARQ
activity, retransmissions, and MAC protocol events

FiveG_Scheduler_Evenf®IAC): Captures Resource Block allocafidodulation and Coding
Scheme (MCSkglection, and scheduling decisions

PHY_EventdPHY): Records transmission, reception, and chamtaied events
PHY_ConnectivityPHY): Tracks physidayer connectivity states

PHY_Summar{PHY): Provides aggregated llakel performance metrics
PHY_DescriptiofPHY): Stores PHY model configuration parameters
ANTENNA_DescriptiofRF): Contains antenna gain, orientation, and RF characteristics
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1 Message_ld_MappingSystem): Maps event identifiers to protocol semantics
Key Feature Groups

1 UE and Node Identity Metrics
o0 Nodeld Network node identifier (UE or gNB)
o0 Phyindex: PHY interface identifier
o0 Interfacelndex: Network interface mapping
9 Time and Event Tracking Metrics
0 Timestamp: Simulation time (seconds or milliseconds)
o Rowld: Unique event record index
0 Messageld: Event type and protocol mapping
1 Radio Signal and Channel Metri¢gom FiveG_Measurement_Events and PHY_Summary):
These metrics describe signal strength, interference conditions, and propagation loss
0 RSRP: Reference Signal Received Power (dBm)
0 SINR: Signab-InterferenceplusNoise Ratio (dB)
0 NoisePerHz: Noise power spectral density (W/Hz)
0 SystemLoss: RF system attenuation (dB)
9 Connectivity and Serving Cell Stafffom FiveG_Connectivity and PHY_Connectivity) These
metrics enable identification of connectivity transitions and handover boundaries
0 Serving gNB ID: Currently connected base station
o Connectivity state: Active, Idle, or Switching
o PHY link status: Up, Down, or Reselection
1 PHY Transmission and Reliability Metri¢gom PHY_Events These metrics reflect link
reliability, retransmission behavior, and communication stability.
Transmission and reception event timestamps
HARQ retransmission indicators
Packet decoding success or failure flags
PHY error states, including CRC failures
Channel impairment and degradation events

O O O O O

This dataset was generated using tkeysight EXata Network Modeling and Simulation Platfqrm
which provides higfiidelity digital twin capabilities for wireless and 5G network simulation. EXata was
used to model the 5G RAN topology, radio propagation environment, protocol stack behavior, and
eventlevel telemetry captured in this datasethe dataset is currently available to consortium
partners for internal use and validation, and will be released later as an openly accessible public
dataset.

6 NEXTSTEPS

The SAFEBEG integration plan follows a phased approach through milestones M18 to M33, with
current progress at M25 (intermediate V0.5). The next period towar@d¥®B3 prioritizes maturing
integrations, E2E testing, and validation across WP3/WP4 components, emphasizing DevSecOps,
interface standardization, and KRV Ivalidation of the system and delivery of thadl versiorof the
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SAFBGplatform (v1.0). The integration activities witbcus on advancing CI/CD pipelines and GitOps
automations for containerized deployments acr@&SFEBG continuumKey actions include finalizing
OpenCAPIF integration to enable API discovery, authorization, and invocation across all TFs and
subsystems, while enhancing the NDT for handling real and synthetic data in AlI/ML tr@imatigot

will test alternative LLMs for performance and will updates APIs for E2&agsesupport with refined
formats, validation, and error handlin@.oCowill be integrated with xAlto perform tests for fault
tolerance against delays, congestion, and multitenaigafety Thvill expand unit test coverage for
Local Al Agent logic alongside E2E blamkvalidation of trust evaluation cycles from vApp to nApp,
ensuring message propagation accuracy and failure handbirigacy TF wilbrovide more testdor

QoS validation, higload behaviors, and K8s recovery simulating user journeys to verify 5G Core slice
parameters and pod lifecycleResiliency TF will continue the iterativepess to develofis modules.
Reliability TF will enhance its resilience, accuracy, and operational efficiency, by providing more
enhanced testing and validation procedussdwill extend unit/integration tests via GitOps pipelines,
incorporate OpenCAPIF, finalize production DevOps/MLOpsranitiethe highflavor of the vApp
Metaverse Applications will support the validatiphaseand will provide their final version on M30.
Thus, for next period the primary focus is on refining both the architeankfunctionality of these
modules to ensure they are closely aligned with the overarching objectives of the pilajpatallel

the DevOps practices will ensure zelowntime scalability, prioritizing interface/code separation,
standardized protocols, and usase demonstrationsf the capabilities of the SAHE.
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7 CONCLUSION

This deliverable documentke integration of SAFEG modules developed collaboratively across the
project consortium. SAFHES adopts DevSecOps practices, which extend the DevOps methodology by
embedding security considerations throughout the entire software development and opeédti
lifecycle, to orchestrate a coherent end-end platform integration grounded in Agile software
development principles.

The deliverable also establishes the integration foundation through three key contributions: first, a
detailed exposition of integration guidelines, deployment architectures, and the-6&HR&boratory
environments (development, testing, and productiordgend, a systematic assessment of integration
and validation status across the platform's core components; and third, the design framework for the
Digital Twin capability.

Further, the current document tracks the progressive combination of components developed in WP3
and WP4 into a unified system architecture within the WP5 integration framework. This analysis
documents the maturity level, interoperability readiness, and ldgment status of each module as
instantiated in the SAF&EG production environment. The integrated components comprise: (i) the
communication and orchestration layer, encompassing the Chatbot, Cognitive Coordinator, and
Message Broker; (ii) the trustwoiitiess foundation, consisting of the Safety, Security, Privacy,
Resilience, and Reliability Trust Functions; and (iii) theused service interface, realized through the
Metaverse application.

The deliverable introduces the Digital Twin architecture designed to extend beyond validation use
cases. SAFEG leverages Digital Twins for predictive analysis of network performance, dynamic
trustworthiness estimation, and controlled experimentation asdhe trustworthiness framework,
enabling the platform to anticipate failure modes, optimize resource allocation, and validate edge
cloud continuum behavior before live deployment.

Overall, this incremental approaeistablishes the technical foundation for the subsequent WP5 tasks,
enabling continuous validation against project objectives while maintaining the flexibility to
incorporate emerging requirements and lessons learned from the metaxmsed pilots.
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ANNEXL

Description oimessage broker topics and messages

Topic Message
Name Name Publisher | Consumer | Message structure

reliability_tr| RL_LoW | COCO Relaibility | {
ust_score Func "service _id": "2072e0#k6745adblct
dc6fa5ce28ee”,
"user_id": "ASD23456",
"nlotw"; {
"Reliability": 25.283350918358117
3
"clotw": {
"Reliability": 39.99999999999999

}
}

resilience_t| RS_LoW | COCO Resilience | {
rust_score Func "timestamp™: "202510-05T12:00:00Z",

"nlotw": {

"Resilience": 90.05,

3

bdza SNL5hY bonncnmHoO

"userTypé: ’iXR Glasses

"service _id": "XXXXXEXXXRXXKK
XXXXXXXXXXXXK

}

privacy_tru| PR_LoW | COCO Privacy {
st _score Func "timestamp": "202510-05T12:00:00Z",
GOt 2G6byY 9

"Resilience"; 90.05,

}

lavor": "high",
bdzia SNL5bY bonncnmHo
"userTypé: "'XR Glasses
"service_id": "XXXRXXEXXXEXXXX
XXXXXXXXXXXX,

}

security_tr | SE_LoW | COCO Security {
ust_score Func "service_id": "123456",
"user_id": "ABCDEF",
"idempotency_id": UUID,
"nlotw": {

"Privacy": 80
12
"clotw": {

"Privacy": 60
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}
}
safety_trus§ SA_LoW | COCO Safety Fung {
_score "nlotw": {
"Security": 55.55,
h
"clotw": {
"Security": 89.0,
h
"service _id": "XXOSKXXXXXXRKXXX",
"user_id": "XXXORXXXXXKXXX",
}
reliability r| RL_EVT | Relaibility| COCO {
eport Func "SUPI": {
"value": "supi",

"description": "Subscription Permanent
Identifier",
"required": true
h
"MSISDN": {
"value": "msisdn",
"description": "Mobile Station International
Subscriber Directory Number",
"required": false
3
"IMEI": {
"value": "imei",
"description": "International Mobile
Equipment Identity",
"required": true
h
"USR": {
"value": "usr",
"description": "User Role",
"required": true
h
"Target_App_'1D{
"Va|UE"Z "******-k**",
"description": "Can be used as DNN or
Application IP address and port",
"required": true
3
"clotw": {
"value"; "Rk
"description": "Level of trustworthiness",
"required": true
}
}
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resilience_r
eport

Resilienc
e Func

RS_EVT

COCO

{
"service _id":"2072e0#e67-45adblck
dc6fa5ce28ee",
"user_id":"ASD23456",
"timestamp":1760609692,
"event":{
"action":"Horizonal scale up",
"desrcriptiori:"Reliability predicted lack of
memory resources and proceed with a scale
action”
}
}

privacy_rep
ort

PR_EVT | Privacy

Func

COCO

{
"timestamp": "2028.0-05T12:00:00Z",

"service _id": "XXHEXXXXRXXXX",

"user_id": "xxoxXxxxxxt ¥ ¥ ¥ b A
w3 RIRDUHWX NG ce2VYel
"alotw": {

"Resilience";: 90.05,

}
}

security_re
port

SE_EVT | Security

Func

COCO

{
"timestamp": "2028.0-05T12:00:00Z",

mpHEiYaqs baHs
"Resilience";: 90.05,

}

lavor": "high",

2t DI f 2 BaHBOMMIMNZON
"userTypba H/ud AH] G ¢t t 10t w
"service_id": "XXKXOKKXKIKXKXXXXXXXKX]

safety repg
rt

SA EVT | Safety

Func

COCO

"timestamp": "2028.0-05T12:00:00Z",
"service _id": "XXHEKXXXXRXXXX",

"user_id": "xxxxxxxxxt + ¥ ¥ b A

Bl Ut RIURWDURUxNnGc2VYel
"userTypba H/ued AH] G ¢t t 0t w
"action"; {

"RB1": xxX,

"RB2": yyy

}

}
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